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BACKGROUND

The Reserve Bank of India has emphasised the need to enhance the management's

awareness in Non-Banking Financial Companies (NBFC), of the IT and Cyber Security

issues in a systematic and structured manner and advised that they undergo a

mandatoryawareness/certificationprogrammeinthisarea.

The expectation is that such a programme will enable them to contribute more effectively in the

matters relating to planning and execution of the cyber security strategy of their NBFC, by imparting a

betterappreciationoftheever-evolvingcyberrisk-threatuniverse.

OBJECTIVES

� TofamiliarizetheparticipantswiththeemergingtrendsofcyberrisksinIndia.

� To impart knowledge of the latest RBI guidelines on IT Governance, Risk, Controls and Assurance

PracticesaswellasITOutsourcing.

� Tobuildskillsregardingthedetectionandpreventionofvarioustypesofcyberfrauds.

COURSE CONTENTS

� PrinciplesofCyberSecurity

� BasicTerminologies

� SecurityFramework

� CyberRisksinIndia–EmergingTrends

� IT/Cyber Security Governance – Regulatory Expectations - Master Direction on Information

TechnologyGovernance,Risk,ControlsandAssurancePractices

� OperationalRisk&IT

� UnderstandingofITRisk/CyberSecurityRisk

� Data sensitivity, privacy issues – Implications of DPDP Act & Rules, Mitigation against

ransomwareattacks

� CyberSecurity-Enterprise-WideRiskManagement

� EnterpriseControl

� ITInfrastructureSecurity

� BCM/BusinessandCyberresilienceobjectives,necessityofcybersecurityposture/controls

� Dealingwithcybersecuritybreaches, incidentresponse,recovery

� RoleofCxOsinensuringcyberresilience,oris itonlytheCTO/CISO'srole?

� FraudManagement

� ContinuousRiskManagement

� ImpactofAI&QuantumComputing

� ITOutsourcingRisk(includingSupplyChainrisk,cloudsecurity,etc.)anditsmitigation

� BasicsofNetworksecurity,ApplicationsecurityandCloudsecurity

� ITAssurancefunction–ImportanceofISAudit

� ITandCyberLawasrelevanttoNBFCs
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� Practical Insights

� BestPracticesinITSecurity/CyberSecurityinRBIRegulatedEntities

� CommondeficienciesobservedinCyberSecuritycontrols implementation.

� ThreelinesofDefencesinIT/InformationSecurity

PARTICIPANTS PROFILE

Select NBFCCXOs of the s (viz., Chief Technology Officers – CTOs, Chief Information Officers – CIOs,

Chief InformationSecurityOfficers–CISOs,ChiefRiskOfficers–CROs,etc.).

ASSESSMENT AND CERTIFICATION

The Assessment and Certification process would include Quizzes. On successful completion,

participantswouldbeawardedthe“CertificateinITandCyberSecurity”.

FEE DETAILS

The fee for this residential programme is Rs ,000 + GSTper45 (Rupees Forty-fiveThousand) applicable

participant. The fee can be remitted through NEFT to the following account after receipt of

confirmationofnominationfromIDRBT:

AccountName : IDRBT

Bank : AxisBankLimited

Branch : HumayunNagar(MehdipatnamRingRoad)Branch,Hyderabad

A/cNumber : 426010100018823

IFSCCode : UTIB0000426

GSTIN : 36AAAAI0204K1Z4.

ACCOMMODATION

Participants will be provided Air-Conditioned Single Occupancy accommodation at IDRBT,

Hyderabad, with all cafeteria facilities. The Participants can check-in on the evening of the day before

the commencement of the programme and can check-out after completion of the programme on the

sameday(or) inthemorningofthenextdayoftheprogramme.

LAST DATE FOR RECEIPT OF NOMINATION

The nominations may please sent to by e-mail to . While nominating,certprogram@idrbt.ac.in

please provide the details of the participants (Name, Designation, , Mobile No / Phone No., emailNBFC

address) along with the nominating authority details (Name, Designation, , Mobile No / PhoneNBFC

No.,emailaddress,Feesbillingaddress,GSTNo.ofthe ).NBFC

The last date of receipt of nomination is . Please note that no nominations willNOVEMBER 21, 2025

be accepted after this date. However, in view of limited capacity for each programme, confirmation

wouldbebasedonfirst-comefirst-servebasis.

PROGRAMME CONTACT

For queries, if any, please contact the programme office at or call us atcertprogram@idrbt.ac.in 040

-23294121 4161 4163 4164/4165/ / / .
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Please visit our for more detailswebsite on programmes at

h� ps://www.idrbt.ac.in/cer�fica�on-programmes/

Forthcoming Cer�fica�on Programmes in IT and Cyber Security for NBFCs

S. No. Programme Date Nominate By

November 2025

1.
Cer�fica�on Programme in IT & Cyber Security

for Senior Management of NBFCs
24 - 25 14-11-2025

December 2025

2.
Cer�fica�on Programme in IT & Cyber Security

for of NBFCsBoard Members
05 24-11-2025

Please visit our for more detailswebsite on programmes at

h� ps://www.idrbt.ac.in/execu�ve-development-programmes/

Forthcoming Execu�ve Programmes of ber 2520Decem

S. No. Programme Date Coordinator

1. IT Supply Chain Risk Management 01 - 03 Dr. N. P. Dhavale

2. Applica�on Security & Dev-Sec-Ops 01 - 05
Dr. Abhishek Thakur

Dr. Dipanjan Roy

3.
Opera�onal Risk Management, Measures and

Compliance for Banks
03 - 05 Dr. V. N. Sastry

4. Emerging Payment & Lending Systems 08 - 12
Dr. M.V.N.K. Prasad

Dr. Susmita Mandal

5. Data Center Management - IT & Non IT 08 - 12 Dr. Abhishek Thakur

6. Quantum Compu�ng 10 - 12 Dr. P. Syam Kumar

7. Financial Forecas�ng with AI/ML 15 - 19
Dr. V. Ravi &

Dr. Mridula Verma

8. Micro Services - Scaling IT Applica�ons 17 - 19
Dr. V. Radha

Dr. N P Dhavale


