Process for Issuance of DSC
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Documents Required for DSC Application:

1. Application Form — Fill the Application form based on Sample form provided in
Annex.

Note: Please use the official e-mail ID which the bank proposes to use for IBCART
Portal.

2. Subscriber Agreement — Read and Sign on both pages of the Subscriber
Agreement provided in Annex.

3. Physical Verification — Video verification during enrolment “Or” Physical
verification letter (as in the enclosed sample letter in Annex) with Superior’s
cross-signature on Applicant's photo.

4. Enclosures —

i. Applicant’'s — PAN, Aadhaar, Employee ID card (Self-attested)
i.  Superior's — PAN, Aadhaar, Employee ID Card (Self-attested) - Annex




Operational Process

A. Operational process for the bank which has it own Registration Authority (RA):

a. The RA need to fill up the form on the portal, complete the vKYC (or physical
verification letter as in the sample letter) and submit.

b. It will be processed at our end and on verification and authorisation > the
bank /entity will get email from us having DSC download link and the required
process to be followed.

B. Operatlonal process for the bank which is not a Registration Authority (RA):

Scan the filled in application form along with enclosure documents and save

in one single file as: DSC_<Applicant Name>_Prod.pdf
Then Superior need to digitally sign the file namely DSC_<Applicant

Name>_ Prod.pdf.

Scanned the Digitally Signed Application form along with the enclosures
which need to be sent to casahyog@idrbt.ac.in

If the bank/entity is not having any superior authority with DSC, send the filled
in application form with enclosures by Courier. The processing of application
form will commence after receipt of the hardcopies through courier.

v. During processing for the hard copy of application form ->
=> For first time users an email from cahelp@idrbt.ac.in for password
generation will be sent.
= Thereafter, setup link will also be sent from IDRBT email id
cahelp@idrbt.ac.in.

User need to generate the password and go to the Setup link.
—> and fill up the form correctly to attach in the Application Form to be sent by
courier as explained above.
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After Login, the bank/entity need to fill up the form on the portal, complete
the vKYC (or physical verification letter as in the sample letter) and submit.
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5. Operational Process

i.  The Hard copy of the Form will be assessed and verified with the information
submitted digitally on the portal.

After verification the application will be processed for generation of Digital
Signing Certificate — Class —3.

The bank /entity will get email from us having DSC download link and the
required process to be followed as per Annex




Annex- Application Form

foral CA

APPLICATION FORM FOR DIGITAL CERTIFICATE

Important Notice:
o Subscriber agreement should be subsruited aloeg with this application fons fllad by the applicaed
All subsacribvers am advzad 10 vad IDRFT CA Centification Practice Statvanand availabie o hitpeVideblosong in/
Copy ol identification doasment of applicant (PAN or Asdhsar and Emp ID cand) abtested by saporion authority with seal shonild be sttachod
along withs the applicaten form
Seld-attestod copy of Mlendificatan document of supedior autharily (PAN and Emp 1D} should be attachend slong with this spplication lom,
Appiication forss must be subanittod s the Registration Authority MDRBT CA for Gace-to-dace wiifioution im cse of Class 3 L '27
Cortilicate
Incomspletv/Inconsastend application & Bable to be rajcted
Section 71 ol TT Act stipulatis (hat 8 asyoee makas o mosvprisenbaton or stppresses any msateril et from the CCA or CA e obtaining sy
DSC such purson shall by punishable with isprisonment up 0 2 years of with fine = o one lakh rupess or with both
. * Falds ane mandatory, Strike off which are not applical:le

Name of the Organization* BANK OF ABC
Bankinwltiduubx!ibﬂhumm XYZ BANK
New / Renewal IU‘"‘ 1D (in case of Renewal) Validity: 1Year [ 2Years [
Class ™ Certificate for * Application® 3 Applicant Type*: Type of Digital Certificate®:
Segning 7]
Classt O Individual ) SFMS O Bank Employee/Officer (Online) [ |Encryption O
Classd [ Server (System) [ NGRTGS [ RA Official (Online) O |svsem O
WebServer(sSt) O CTs O WebServes (SSL) [
Others Code Signing
[ 1) SR Document Signer
PERSONAL DETAILS
Name*: Milan damji Make
Sex*:
Email Address®: milan damjisbe.com P
Corporate Office, Bank of ABC, Bandra-Kurla Complex, Mumbai
Address f
mmmn.nk:ion‘: Pin code™: 400005 Telephane: Mobile No*: 3999009999
Date of Birth*: ] ] l ] I I I ] (ddimywy) For Ex: 10% May, 1975 is 10051975
Identification Details* PAN Card No* Aadhaar No
(Validandnotexpired) | Izzmnw | 6666 8888 4444
B R XYZ BANK, BKC BRANCH
Bank Branch Address BKC, MUMBAI
Bank details: B 0O
Bank Account No. 00000012345 Tupe of Bank Account: S8 CA
CERTIFICATE REQUEST DETAILS

The follonning details sl be reflected im the certificate.
Make sure thet these details malch with those given to generate reguest wsing cevtificate request generation toof ar any other PKCS 310 request generation tool
If mecossary, condact wour application propider for these details hefore filling the forme.

Common Name* Write your name (Only Alphabet- no special characters)
{Nuwe of Mo pvrson, Serder Name, Repsderedd dowoale nanw, IFSC Code k)
precorped itan.d abe.com (official Email)
(ViaTid ratil dlross A e She comumureivation B said) milan.damji@abe.com (offici
Organization*
{Natowe' of the orspanisetion ey IDRET) BANK OF ABC
{Nasew af b depsartniend o Corlifying Anthavite) Domain Registry
City/Locality* ;
(N of fiv citaitoun ry: Hadendwaf) Mumbai
State/Union Territary*
Nawew' of Shate’ UT ey Andhra Prisfesh) Maharashira
Pin Code* 400005
Country* India
Viandagals s
Sigmature of or rity ignatuse of Applicam
=N ..

&)




All the above Indormation provided by i 5 truw 10 the best of my knowlodge and balief 1 agree 10 uw caly FIPS 180-172 Lived 2 validated cryplographic modubs lur key
perarabaon and stoeigge. 1 accept the nsponsiddity foe the sality and infegrty of the private key by controlling the acoess b the computendevios cintaining the wime, so that #
i ot compriotesed and [ will imeodidely notify my RA/ IDRBT CA i event of hoy compuomase, [ agroe %0 publiah the Digital Certalicalo in the IDRBET CA spository and will repost
IDRIT CA of any srsur ar defuct in the oertileoute sad change in he above indormation,

Dine: 0202 -z
Plce: Mussstaal

Numw of the Applicant  Milan Damp Signatiure of the Appless

MANAGER OF APPLICA

This is 30 cestify (hat Mr/Ms has provided corroct informsation in the “Application Foem for Digital Centificate” x

Tha bt of iy knowledge and belief. | hendyy authoriae bimber, 3o apply for obtuinieg Digital Certificate fromn IDRET CA tor the purpose specifiod abovie. §have deosw
physical vertfication of e subseribur and take s porsibility of idealification.

Datee 1800202

Macse Wurbel

Natsw o the Officer:  Vigya Bagehl Vjﬂ‘; W
Official Email: wdye hagehigse. com O o
(C¥Ticiad Seud)

Moo No e

S T il

Recvivid the application Sorm for digital cotificate? Jnly RA uly RA

Physical Veification]in pencey VO ACertifiod by SA of RA)

Vurillod the identification docusmends{Addhar card AN Cand Passpaont [Dualn registration) Inly RA Dnly RA

Collected the PRS0 request for Secune Wb Seewr Centificale

Creation of usr ID

Raguest frows Subsctibuer with Riguest Nosber

Processlng
Validity of Test Cestificates Type of Certificate Amount + GST Total (Inc. GST*)
6 Moaths Class 3 Signing | Encryption Rupees 1000 + 150 Rupees [180
6 Moaths Class 3 System /SSL Rupees 5000 + 900 Rupees 5900

Central Goods and Service Tax 18%

IDRBT Certityang Autborily,
Rosd No, 1, Castle Hills, Musab Tank, Hyderabad - 500 057, b,
Phate: +51 80 38542 17/1921/23 [Fax: +91 40 3635157
Emall: cabelp®idebt ac in
Webssito: hitp/Sdeblcaang ln
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Annex

SUBSCRIBER AGREEMENT

The purpose of this agreement is to establish the contractual relationship between the IDRBT CA and
the Applicant/Subscriber. The issue and subsequent use of public keys and Certificates issued,
constitutes acceptance of this agreement, the terms and conditions of the IDRBT CA Certification
Practice Statement (“‘IDRBT CA CPS") associated with the keys and Certificates issued to the
Subscriber. The IDRBT CA CPS is amended from time to time, and is published on the INFINET in
IDRBT CA's repository at http://idrbtca.org.in/repository.htm and http://idrbtca.org.in/cps.html and is
available via E-mail from: cahelp@idrbt.ac.in .

Important Notice:

THE SUBSCRIBER MUST READ THIS SUBSCRIBER AGREEMENT BEFORE APPLYING FOR,
ACCEPTING, OR USING A DIGITAL CERTIFICATE FROM IDRBT CA. IF THE SUBSCRIBER DO
NOT AGREE TO THE TERMS OF THIS SUBSCRIBER AGREEMENT, DO NOT APPLY FOR,
ACCEPT, OR USE THE DIGITAL CERTIFICATE.

THE SUBSCRIBER AGREES TO USE THE DIGITAL CERTIFICATE AND ANY RELATED IDRBT
CA CERTIFICATION SERVICES ONLY IN ACCORDANCE WITH THE IDRBT CA CPS.

Indemnity

The Subscriber agrees to:

1. accept responsibility for the safety and integrity of private keys, in the event that keys or
Certificates are compromised the Subscriber will immediately notify the IDRBT CA, as well as
any other users with whom you exchange information;

2. indemnify IDRBT CA for any loss to any person or Organization arising from the failure to
ensure the safety and integrity of your private keys and Digital Certificates;

3. indemnify and hold harmless IDRBT CA from any and all damages and losses arising out of
a) use of an IDRBT CA issued Digital Certificate in a manner not authorized by IDRBT

CA;
b) tampering with the Digital Certificate; or
C) any misrepresentations made during the application and use of the Digital Certificate.

4. assure and hold harmless IDRBT CA from and against any and all damages (including legal
fees) of lawsuits, claims or actions by third-parties relying on or otherwise using a Certificate

relating to:

a) Subscriber's breach of its obligations under this agreement;

b) Subscriber's failure to protect his/her Private Keys;

C) Claims arising from content or other information or data supplied by Subscriber; or

Use of Keys and Certificates

The subscriber agrees:

1. that true complete and accurate information has been provided in applying for these keys and
Certificates, and further undertakes to promptly notify IDRBT CA in the event that this
information changes;

2. toimmediately inform IDRBT CA if it is known or suspected that a private key has or may have
been compromised;

3. that use of the Digital Certificates are at their sole risk;

4. to use Digital Certificates strictly for lawful purposes and will not infringe a third party's rights;
and

5. that use of the private key and/or its associated Digital Certificate constitutes acceptance of the
terms of the IDRBT CA CPS.

6. that Erroneous utilization of the Digital Certificates or violation to the practices specified in
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IDRBT CA CPS shall be liable to be proceeded against, both under the relevant civil and
criminal laws, and shall be subject to punishment under the Information Technology Act, 2000
or/and any other relevant law/s of the land. The duties of the subscribers to be followed are
described in the Chapter VIII of The Information Technology Act, 2000.

7. that IDRBT CA disclaims all warranties, except as expressly provided in the IDRBT CA
CPS.IDRBT CA makes no representations or warranties, express, implied or otherwise relating
to IDRBT CA Digital Certificate or any services provided by IDRBT CA in connection therewith,
including without limitation any warranty of non-infringement, merchantability or fitness for a
particular purpose.

The Subscriber demonstrates his/her knowledge and acceptance of the terms of this subscriber
agreement by either (i) submitting an application for a Digital Certificate to IDRBT CA, or (ii) using the
Digital Certificate issued by IDRBT CA, whichever occurs first.

Declaration by the Subscriber

I, hereby declare that | have read and understood the IDRBT CA CPS and the terms and
conditions of this Subscriber Agreement. | shall abide with IDRBT CA CPS and the terms and
conditions of this Subscriber Agreement.

Date:

Place:

Name of the Subscriber: Subscriber’s Signature




Annex-Physical Verification

(On Bank Letter Head)

Date:

To

The Director

IDRBT Certifying Authority
Road no. 1, Castle Hills
Masab Tank,

Hyderabad — 500057

Dear Sir,

Physical Verification for issue of Class 3 Digital Signature Certificate (DSC)

This is to certify that | have done physical verification of the applicant Sri/fSmt_Milan Damji_ who
has applied for a Class 3 Digital Signature Certificate from IDRBT-CA, who's PAN Number is
___777PD1985) , Aadhar Number is _ 9999 7777 8888__ and Employee/ Employee ID
Number is 12347 on Date ___ dd/mm/fy. | have satisfied myself with applicant's
identification and also taking responsibility of authenticity of the same. This certificate is in
accordance with the requirement of the guidelines issued by the Controller of Certifying
Authorities (CCA), Government of India.

A Copy of the PAN/Aadhaar & Employee ID of the applicant, attested by me is also attached
herewith.

This certificate is given in-lieu of the applicant's physical presence at the Registration Authority
(RA) of the bank or identification through Video Verification service provided by IDRBT-CA, which
| declare could not be performed in the applicant’s case because __ Reason___.

Hence, | request you to accept the application for the DSC and issue the Digital Certificate to the
above mentioned applicant, based on this certificate of physical verification.

Yours faithfully,

(Superior Authority)
Name

Designation

Mobile Number:
Seal




Annex
Applicant ID Proofs

Pan Card

NAME 1D 0070402817970
SURNAME VALIO THEL | DR/RG
Hiacka MAME SURNAME
D : 0O78402817820 2000000 emses =
w PO

T Foeenal

danigned by @ froepik.com

Aadhar Card

< -

-

XX XAAX XXXX E

Note: All the respective ID proofs must be scanned in one page together.




Superior ID Proofs

Pan Card

NAME 1D 0070402817930
SURNAME VALIO THEL | DR/8G
o T MAME SURNAME

1D : 0078402817920

- -
T oomengll-

chanigned Ly @ froapik.com
Aadhar Card

Eo

NN XAAX XXXX E

Note: All the respective ID proofs must be scanned in one page together.




emBridge Installation Procedure

Download appropriate emBridge.exe from the Link depending on your
operating system — Windows/Linux/etc.

https://embridge.emudhra.com/index.jsp#

P s - otedon
1. Install emBridge with admin rights. (Ifyou do not have system 2 e O
admin rights, please contact your system admin department to install it.) D BN TRy
2. Click on the emBridge.exe file and follow the below- S i

mentioned steps.

Rl T LR

3. After clicking the emBridge.exe file, Browse to the

location where emBridge should be installed on your

Figure 1
system. Specify the path, or it will default to a common

folder. After selecting the location, click the “Next” button, as shown in

Figure 1.

4. Click the “Next” button, as shown in Figure 2.

Flgure 2 Figure 3

5. Click on “Check box” to add desktop shortcut as in Figure 3.

6. Click on “Install” button as “ [

shown in Figure 4.

7.  On click of “Next” button as Ao

shown in Figure 5 installer

stops running emBridge ST

service and uninstall previous

installations if any and auto x
Figure 4 Fiure 5

install updated version.



https://embridge.emudhra.com/index.jsp

emBridge is successfully
installed in your PC click
“Finish” button to complete
the installation as shown in

Figure 6.

Launch the application
“emBridge” by clicking on the
icon in desktop as shown in
the Figure 7, to check running

status.

Contphetng the avdridge sanap
heerd

Figur= b




PKI Token Installation Guide
Step 1: Preparing for installing PKI Token

Before installing PKI Token Runtime, make sure the following requirements are satisfied:
Your computer has at least one functional USB port available.

e Your BIOS supports the USB device, and USB support has been enabled in CMOS
settings.

e USB extension or hub available (optional).

e HYP2003 Token (HYPERPKI - FIPS 140-2 Level 3 Certified) available. The bank
may purchase these Tokens from their suppliers.

e Administration Credentials will be required, if the token is installed within LAN.

Step 2: Installing PKI Token Runtime
1. Insert the HYP2003 PKI Token.

Ist. In explorer = Locate the file
“HyperPKI_HYP2003_Setup.exe” v I ThisPC

and double-click to open it. S M i

o (% CD Drive (D) HyperPKI_23M04

2nd. After clicking the setup.exe
file, the following welcome
interface will appear

D €D Dive (D) Hyper PKI_230404

& Network

If you do not have system admin rights,
you will be prompted for a username
and password. In that case, please
contact your system admin department
to install it.

Fanee 3. Walzians Tnleria

Choose CSP interface will appear. —

2. After selecting the Private CSP, click
“Install” to continue. Once the e
installation process is complete, the
following interface appears.

3. Click “Finish” to complete the
installation process

N o ——— - —

- b - o~




Annex- Download DSC in PKI Token

1. Once you receive the approval email with your Application Number and Download
PIN, log in to the Subscriber Portal using your email ID and password.

2. The banks/entities may get the specified USB Dongle from the indicative list of
suppliers’ available on the following Link :
https://idrbtca.org.in/Download/VendorsListforsupplyofUSBTokens.pdf

fonage Certificaios

3. After logging in, click on the Download option to proceed.

4. Enter the Application ID and Download PIN received in the email into the respective
fields.

5. Insert the USB token, select it from the dropdown, enter the token password, agree to
the terms, and click Download.
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