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Project on Video KYC

THE Institute is happy to report that the Ministry of Electronics and Information Technology (MeitY),

Govt. of India, has awarded us a high-impact research project titled “Blockchain and Machine

LearningPoweredUni�ed VideoKnow YourCustomerFramework”onFebruary14,2022.

The total estimated cost of the project is Rs

2372.52 lakh (Rupees Twenty Three Crore

Seventy Two Lakh and Fifty Two Thousand Only)

and the duration of the project is two years. While

the overall coordination and execution of the

project will be done by IDRBT, the work on the

project will be carried out by the Institute in

collaborationwith IIIT, Hyderabad and IIT, Bhilai.

The project aims to develop a Video KYC

frameworkusingblockchainandmachinelearning

drivenalgorithmsforvarioustasks.This framework

is envisaged as multiple regulated entities (REs) in

the �nancial sector will collaborate to carry out

videoKYCoftheircustomersandtoshareKYCdata

among themselves on a need-to-know basis. A

customer will initiate a video KYC session with

his/her bank. The bank will verify the identity of the

customer (face and document veri�cation). Once

successfully veri�ed, the customer's KYC data will

be storedina storage inthe bank.

Simultaneously, metadata of this KYC data will be

pushed to create a new transaction in the

blockchain. This metadata will also contain the

hash values of the KYC data as well as the

recorded video session. All REs will be part of the

blockchain. Hence, record of the transaction is

added in the ledger of every RE. Later, if the

customer approaches a di�erent RE for another

�nancial service, the second RE will request for

the required KYC data from the �rst bank based

on the consent of the customer. The second bank

will use the hash of the KYC data (which is stored

in the ledger) to ensure the integrity of the

fetched data. The immutability property of
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blockchain will guarantee that the participating

REs can trust each other on the correctness of

shared data.

Another key component of the KYC process is

veri�cation of the identity and documents being

uploaded by the customer. Machine learning

powered algorithms will be developed for this

purpose. Speci�c algorithms will be developed

for (a) face spoof detection, (b) establishing

identity through biometrics (mainly face and

voice), (c) document veri�cation, etc. Each

participating RE will use the same services for the

above veri�cation tasks. It will help to trust the

veri�cation process being carried out by

individual REs. These services will be hosted in a

community cloud infrastructure. Each RE will be

part of this community cloud infrastructure.

Moreover, to automate the interaction between

the customer and the RE, an audio-visual bot will

be developed. It will enable service delivery on

24x7 basis. Customers need not wait for a �xed

time-slot forestablishing theirvideoKYC.

The proposed framework will also support (a)

leveraging the DigiLocker facility of the Ministry

of Electronics and Information Technology

(MeitY), Govt. of India, to retrieve customer's

documents and (b) integrating with the existing C-

KYC facility to store and retrieve veri�ed KYC data.

Finally, the idea is to integrate it with the India

Stack. Going forward, after the Video KYC is done,

the next step will be to create a KYC-validated

digital wallet, for �nancial inclusion initiative on a

di�erentscale.

LoRa Based

Secured Micro Transactions

ANOTHER important project that the

Institute has started working on is “LoRa

based Secured Micro Transactions.”

Since many remote places in India still lack in

basic �nancial infrastructure, they are losing out

on the bene�ts that the government has laid out

for them and are unable to exercise full

independence over their �nances. With

technology-enabled last-mile delivery of

banking services, people residing in remote

areas can have access to basic �nancial

p ro d u c t s l i ke a c c e s s to c re d i t , s m a l l

investments, micro insurance coverage, etc.

Whilst various wired and wireless technologies

have been tried and tested to provide the last

mile connectivity in remote areas, each has its

own bene�ts and challenges with regard to set-

up and operations. The installation and

maintenance costs of each of these solutions

also varies signi�cantly and is highly dependent

on the speci�c needs. The Institute is of the view

that a hybrid approach would be the most

optimal solution to enable basic banking

services for remote areas – combining long

distance wired connectivity with wireless

extensions for last mile coverage.

In this context, the Institute is exploring the

usage of Long-Range (LoRa) technology, which

is a low-power, low-throughput solution using

sub - gigaher t z fre quencies. LoRa uses

dedicated radios, which are not usually present

in end-user devices, limiting interferences from

other devices. Key features of the solution
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include:

� Security: Features end-to-end AES128

encryption, mutual authentication, integrity

protection,andcon�dentiality

� Long Range: Connects devices up to 30 miles

apart in rural areas and penetrates dense

urbanordeepindoorenvironments

� High Capacity: Supports mill ions of

messages per base station, meeting the

needs of public network operators serving

large markets

� Low Power: Requires minimal energy, with

prolonged battery lifetime of up to 10 years,

minimisingbatteryreplacementcosts

� L o w C o s t : R e d u c e s i n f ra s t r u c t u re

investment, battery replacement expense,

andultimatelyoperating expenses

� Standardised: O�ers device interoperability

and global availability of LoRaWAN networks

forspeedydeploymentanywhere

We have successfully tested a set-up using LoRa

transmitter and receiver module for approx. 900

meters on the Line of Sight, enabling secure

message exchanges. User authentication using

encrypted string of 128-bits has also been

tested between LoRa modules useful for PIN

veri�cation. Micro ATM functionality was

simulated using mobile phones connected to an

Arduino Uno board via Bluetooth.

As a next step, we are currently working on

designing an interface to communicate with IoT

device (Micro ATM) and testing upto ranges of

15+ kms. This project is expected to help resolve

secure last mile connectivity issues while also

signi�cantly reducing the operational costs.

Certi�cate Course in

Ethical Hacking

DU R I N G t h e v i s i t o f P r o f. S a c h i n

Chaturvedi, Member, Central Board of

Directors, Reserve Bank of India and Shri T. Rabi

Sankar, Deputy Governor, Reserve Bank of India,

to the Institute on September 30, 2021, the need

to o�er a good course on Ethical Hacking was

discussed, especially since cyber-attacks can

cause signi�cant setbacks for organisations

operating in the cyberspace and more so for

banks and �nancial institutions.

Given the increasing number of attacks as well

as the ever-increasing attack surface, there is

also an urgent need to enable and develop talent

that can facilitate and maintain a cyber-safe

environment. The demand for Ethical Hackers is

surging. It is in this context that the Institute

conceived the Certi�cate Course in Ethical

Hacking.

O�ered in the online mode, the course aims to

develop talent that can facilitate and maintain a

cyber-safe environment that is resilient against

the increasing cyber-attacks. It is a course

designed to provide the concepts of Ethical

Hacking to a pool of talented UG/PG-level

students and make them explore and delve into

this very dynamic area. Spread over �ve months,

the course provides essential learning inputs on

di�erent steps, phases and processes of ethical

hacking and cyber-attacks, spread over the

following �ve modules.

� Module I: Introduction to Ethical Hacking:

Basic Hacking Tools, Encryption Standards,

Hashing
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� Module II: Network Security: Mininet,

Wireshark, Network-based Attacks

� M o d u l e I I I : P e n e t r a t i o n Te s t i n g :

Reconnaissance, Scanning, Enumeration,

Gaining Access, Password Cracking,

Sni� ng, SQL Injection, XSS

� Module IV: Malware Analysis: Malware,

Virus, Worm, Trojan, Fileless Malware

� ModuleV:Project

The inaugural batch of the course, which has

students from various IITs and other institutions,

including IIT Hyderabad, IIT Patna, SRM

University and Amrita Vishwa Vidyapeetham,

began on May 02, 2022.

Prof. Sachin Chaturvedi, Member,

Central Board of Directors, RBI, and

Shri T. Rabi Sankar, Deputy Governor,

RBI, visit IDRBT

Prof. Sachin Chaturvedi, Member, Central Board

of Directors, Reserve Bank of India and

Shri T. Rabi Sankar, Deputy Governor, Reserve

Bank of India, visited the Institute on September

30, 2021. Prof. D. Janakiram, Director, IDRBT,

warmly welcomed them to the Institute.

Thereafter, Prof. Sachin Chaturvedi and

Shri T. Rabi Sankar a meetingparticipated in

with the Director. Shri Deepak Kumar, Chief

General Manager-in-charge, Department of

Information Technology, Reserve Bank of India,

joined the meeting. The Director, IDRBT, made a

presentation on the Vision of IDRBT and the

work the Institute intends to carry out on the

frontier areas of Banking Technology. He also

made a presentation on the Ethical Hacking Lab

Initiative of the Institute.

Prof. Sachin Chaturvedi, Member, Central Board

of Directors, Reserve Bank of India and

Shri T. Rabi Sankar, Deputy Governor, Reserve

Bank of India, thereafter, inaugurated the new

Ethical Hacking Lab at the Institute. Prof. Sachin

Chaturvedi and Shri T. Rabi Sankar also visited

various facilities of the Institute.
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Q- – Quantum SafeSAFE

Encrypted Cloud Storage

WITH cloud computing developing

rapid ly, many organis at ions are

outsourcing their data to cloud storage service

providers rather than storing them on their own

premises. However, banks and �nancial

institutions are still hesitant to move their data to

the cloud, given the sensitive nature of the data.

If the data is stored in plaintext, it is vulnerable to

malicious attackers and malicious cloud service

providers. When a bank stores its data in the

cloud, only authorised personnel should have

the rights to access the stored data. Every

�nancial record needs to be secure and

sacrosanct. Therefore, protecting the privacy of

outsourced �nancial data and providing proper

access control have become major concerns for

the banking and �nancial sector.

Attribute Based Searchable Encryption (ABSE)

is a promising solution to provide data privacy

along with adequate access controls. ABSE

allows authorised users to search over

encrypted data and obtains matched �les, if and

only if, the user's attributes satisfy the access

policy embedded in the ciphertext. Although

ABSE provides data privacy and access controls,

it is vulnerable to quantum attacks. Lattice-

based cryptography promises Post Quantum

Cryptography (PQC) techniques for resisting

quantum attacks, since it has a very strong

security guarantee based on worst case

hardness.

Based on the above, the Institute is working on

developing Q-Safe, a solution that enables

Quantum Safe Encrypted Cloud Storage. It

would ride on a privacy preserving attribute

based searchable encryption using Lattice

based Cryptography and provide both privacy as

well as access control for outsourced data in the

cloud while also securing it against quantum

attacks.

Adversarial Machine Learning

– Application to Banks

THIS project, funded by the Canara Bank,

stems from the fact the Machine Learning

(ML) models employed for solving cyber

security problems from the data-driven

perspective can also come under attack,

thereby necessitating research to secure the

ML models and the corresponding data thereof.

This research is “Security for ML” as opposed to

the traditional paradigm, viz., “ML for Security”.

The following problems – for attack and defense

in adversarial setting from the cyber security

domain viz., Intrusion detection, DDoS attack in

SDN and user entity behavior analytics are

identi�ed:

i. Performing live attacks against ML based

intrusion detection systems

ii. Study of a black-box adversarial attack on

network tra� c classi�cation methods based

on deep learning. The proposed attack

successfully evades deep machine learning-

based classi�ers, which highlights the

potential security threat of using deep

machine learning techniques to realise

Continued on page ..10.
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Restructuring of Research Centres

OVER a period, the Institute's research

centres on Analytics, Cyber Security,

Mobile Banking, A�ordable Technologies, Cloud

Computing and Payment Systems, have been

contributing to strengthening the banking and

�nancial technology regimen in the country.

However, in line with the changes in the Banking

and Financial Technology landscape as well as

to e�ectively bring in the bene�ts of newer and

emerging technologies for the Indian Banking

and Financial Sector, a need arose to restructure

the Research Centres of the Institute.

Accordingly, the matter was discussed at

various levels and based on these discussions,

the Institute's Research Centres have been

reorganised to create six new Research Centres,

with 15 new Research Labs under their aegis, for

focused research and development on various

current and emerging areas directly relevant to

the banking and �nancial sector.

The details of the new Research Centres and

new Research Labs are as under:

This restructuring of the Institute's research centres will help carry out focused research in these

crucial areas of relevance to the Banking and Financial sector and also enable collaboration with

good institutions / researchers working in these areas.

Centre for AI&ML

• Analytics Lab

• Arti�cial Intelligence & Machine

Learning Lab

Centre for Cyber Security & Data Privacy

• Cyber Security Lab

• Ethical Hacking Lab

• Digital Privacy Lab

Centre for Emerging Networks &

Cloud Computing

• Networks Lab

• Cloud Computing Lab

• 5G & IoT Lab

Centre for Open and Digital Banking

• Mobile & Social Media Banking Lab

• Banking Use Case Innovation Lab

• Open Source Lab

Centre for Quantum Computing

• Quantum Safe Cryptography Lab

• Quantum Communications Lab

Centre for Distributed Ledger &

Innovation

• Distributed Ledger Technologies

Lab

• Digital Payments Lab
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Revamp of PGDBT

The Institute's one-year Post Graduate Diploma in

Banking Technology (PGDBT), speci�cally

designed to meet the demand of the Indian

Banking and Financial Sector for high-quality

technology talent, is the �agship programme of

IDRBT.

The programme was launched in July 2016.

Taking into account the changing technology

requirements of the Indian Banking and Financial

Sector over a period of time, the Institute carried

out a comprehensive review of the course

structure of the PGDBT. As part of the review, the

Institute called for feedback and inputs from

various banks.

Based on the in-depth review, the Institute has

introduced the following new courses in PGDBT:

� InternetofThingsand PervasiveComputing

� BigDataandCloud

� Cryptography

� Arti�cial Intelligenceand MachineLearning

� Emerging Technologies for Banking and
Finance

Further, the programme has been restructured to

focus on basic foundational courses during the

�rst term. The next three terms focus mainly on

following four verticals, and the last term

continues to be dedicated to a hands-on project

in a bank:

� Arti�cial Intelligenceand MachineLearning

� CloudComputing / InternetofThings

� DistributedLedger Technology

� CyberSecurity

The revamped PGDBT programme was launched

with the �fth batch of the PGDBT, which

commencedonAugust16,2021.

autonomous networks. We can use this model

for creating adversarial DDoS attack in SDN.

iii. Adversarial defenses are very little explored,

but their e�ectiveness is proven, with

adversarial training being the most e�ective

defense, in an intrusion, DDoS in SDN and

user entity behavior analytics scenarios. We

will exploit the power of GAN in both attack

and defense.

iv. Homomorphic encryption based defense

strategies will be developed for the attacks in

the three above- identi�ed problems

The objectives of the project are as follows: To

study the existing intrusion, SDN and user entity

behaviour analytics systems in the bank, To

conduct one of the three types of adversarial

attacks on each of these use cases, and To

suggest defence mechanism for the three use

cases. The project will help in implementing

adversarial ML techniques in the Banking and

Financial Sector.

Continued rom page ..f 08.
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15 International Conference on Advanced Networks nd
th

a

Telecommunications Systems (ANTS) – 2021

CONTINUING the practice of organising one good international conference every year, the

Institute organised the IEEE International Conference on Advanced Networks and

Telecommunications Systems (IEEE ANTS) from December 13-16, 2021. IEEE ANTS is a premier

IEEE conference on advanced networking and telecommunications topics. The distinguishing

characteristic of IEEE ANTS is the promotion of an intense dialogue between academia and industry

to bridge the gap between academic research and industry initiatives. This year, the theme of the

conference was “Ubiquitous Digital Connectivity and Economic Prosperity for All “.

The Director, IDRBT, inaugurated the IEEE ANTS

2021 on December 14, 2021. Speaking on the

occasion, he focused attention on the following:

� The Banking and Financial Sector needs to be

prepared for the technology headwinds,

especially in the areas of 5G and Beyond

Networks, Distributed Ledger Technologies,

HybridCloudsandEdgeClouds,PostQuantum

Computing Era, AI/ML Technologies, Cyber

SecurityandDataPrivacy.

� The lines between technology companies

and banking and �nancia l s erv ic e s

companies are getting blurred. It's now no

more about Fintechs but about Tech�ns as

well.

Thereafter, Dr. Sudhir Dixit, Senior Fellow, IEEE,

and Steering Committee Chair, IEEE ANTS 2021,

highlighted the rich history of IEEE ANTS and

how it has been tapping the latest in key areas

like Wireless Technologies, Application Centric

Networking, Quantum Computing, Security and

Privacy issues to bridge the digital divide.

The conference featured a series of high-quality

keynote talks, including by:

� Shri Ravindra Pandey, Deputy Managing

Director & Chief Information O� cer, State

Bank of India on "Leveraging Technology”

� Shri Ishraq Ali Khan, Executive Director, UCO

Bank on "Banking Technology in Present Era”

� Ms. Pamela Kumar, Director General,

Telecom Standards Development Society of

India on "Standards Driven Research – The

Catalyst for Achieving Economic Prosperity

for All through Ubiquitous Connectivity”

� Prof. Rajat Moona, Director, Indian Institute

of Technology, Bhilai on "End-to-end

Security”
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� Dr. B K Murthy, Chief Executive O� cer, IIT

Bhilai Innovation and Technology Foundation

on "Blockchain Technology - Towards

Providing Trust & Transparency in Telecom

Services”

� Shri Amit Mannan, Head – Networks R&D,

Samsung R&D Institute on "Towards a Hyper

Connected Future”

� Prof. Uday Desai, Emeritus Professor, Indian

Institute of Technology, Hyderabad on "5G

and Next Gen Innovation”

The conference also featured the following two

panel discussions and nine workshops:

Panel Discussions

� How can Blockchain Technology help

achieve Ubiquitous Digital Connectivity and

Economic Prosperity for All

� Ubiquitous Digital Connectiv i ty and

Economic Prosperity for All - The Path to

Financial Inclusion

Workshops

� The Second I3vironment

� Connecting the Unconnected – Standards

Driven Research for Financial Inclusion

This three-day conference was preceded by the

following �ve tutorials on December 13, 2021:

� Towards Global Connectivity Using Aerial

and Space Networks

� 5G and Edge – Enabling Intelligent Systems

and Enhanced User Experience

� O p t i c a l W i re l e s s C o m m u n i c a t i o n s :

Fundamentals and Potential Applications

with a vision for 5G and Beyond

� Delay Tolerant Network and its usage in

Emergency Situation

� Arti�cial Intelligence and its Applications in

Beyond 5G Networks

Impact Events
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67 research papers were presented in the main

te c h n i c a l p ro g ra m m e i n t h e a re a s o f

Communication Systems, 5G Networks, Wireless

Networks, Security, Cryptography, Cellular

Networks, Internet of Things, Heterogeneous

Networks, Spectrum and Channels in Cellular

Networks, Simulation and Modelling, and

Applications and Systems Con�gurations by

leading researchers from across the globe

including Purdue University, USA; University of

Nebraska-Lincoln, USA; Paderborn University,

Germany; Hasso Plattner Institute, Germany;

Nihon University, Japan; South Ural State

University, Malaysia; University of Mauritius,

Mauritius; University College Dublin, Ireland;

University of Oulu, Finland; University of Ruhuna,

Sri Lanka; Budapest University of Technology and

Economics, Hungary; T-Systems Hungary,

Hungary; Marposs S.p.A., Italy; University of

Agder, Norway, etc.

Further, 14 papers were presented in the

Women in Engineering Track, eight papers in

workshops and two papers in Emerging

Research Forum. The acceptance rate of the

conference was 35%.

Impact Events

Dr. Sudhir Dixit, Senior Fellow, IEEE, highlighting

how IEEE ANTS helps bridge the digital divide

Workshop on Security & Privacy

in Blockchain

THE Institute organised a two-day workshop

on Security & Privacy in Blockchain on

February 16 -17, 2022.

Blockchain Technology is increasingly receiving

attention as a next-generation solution for

quickly and easily processing transactional

data. Despite its immense popularity, there are

still challenges around secure data storage and

transaction privacy in the ecosystem. This

workshop aimed to bring forth the technical

details of blockchain, potential research

opportunities, and providing hands-on for

depicting the look and feel of the environment.

Students of Bachelor's & Masters programme,

Ph.D. Scholars, and members from academia

and industry participated. Apart from sessions

by the Institute's Faculty, the workshop included

invited talks by the following speakers: -

� Introduction to Blockchain Technology – Dr.

Souradyuti Paul, IIT Bhilai

� Introduction to Consensus Protocols in

Blockchain - Dr. Vinay J. Ribeiro, IIT Bombay

� Introduction to Layer-2 Payment Systems -

Dr. Ankit Gangwal, IIIT Hyderabad

� Security of Data Storage in Blockchain - Dr.

Sushmita Ruj, UNSW, Sydney, Australia

� Concurrent Execution in Smart Contract - Dr.

Sathya Peri, IIT Hyderabad

� Privacy Preservation with Zero-Knowledge

Proof - Dr. Chaya Ganesh, IISc. Bangalore

The Institute's team also conducted hands-on

on a permissioned blockchain platform. The

workshop had around 80 participants.
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THE Research Team of the Institute is consistently working towards realising the vision of the

Institute, which is “to be the premier and preferred Research and Development Institution on

Financial Sector Technology and its Management, working at the intersection of Banking and

Technology for the Indian Banking”.

This Institute's research work is driven from the six research centres and the research labs under

their aegis. This chapter presents the details of the major research work carried out during the year:

Research Centres

Analytics Lab

The cutting-edge research and training

activities of the lab spawn the entire gamut of

Analytics, AI/ML applied to CRM and non-CRM

related areas in banks.

During the year, the lab conducted e -

programmes on Big Data Analytics for Banks,

Introduction to Fraud Analytics, Social Media

Analytics for Banking, AI/ML and Data Science

for Banking, Technologies for Customer

Lifecycle Management, Explainable AI/ML for

Banking and AI/ML and Data Science for

Banking. The lab also conducted a customised

e-programme on AI/ML for NABARD and a

customised session on Analytics for the top

management of Central Depository Services

(India) Limited.

Apart from the e -programmes, the lab

conducted a meeting of the Chief Analytics

O� cers Forum in February 2022. The lab is now

working in the areas of Chaotic Variational Auto

Encoder and Dimensionality reduction with

ChaoticVAE.

Arti�cial Intelligence&MachineLearningLab

The Institute’s AI & ML Lab conducts applied

research in the emerging areas of arti�cial

intelligence and machine learning technologies

with a speci�c focus on the Banking and

Financial domain.

The lab is now working on the projects on InFi-

BERT: Transformer-based language model for

Indian Financial NLP tasks; Trusted Multilingual

�nancial task-oriented Dialog systems; Privacy-

preserving Federated lifelong learning; and

Designing of light-weighted deep learning

models for Video Salient Object Detection

VSOD.

During the year, the lab conducted online e-

programmes on Smart Banking with AI and ML,

Emerging AI/ML Technologies, Re-imagining

Customer Engagement with Conversational

Chatbots and Video Analytics in Banking &

Finance.
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Cyber Security Lab

Banking and Financial industry around the world

has been experiencing several attacks such as

malware attacks, exploiting vulnerabilities to

gain unauthorised controls in the system, and

Denial-of-Service (DoS) attacks, which are

becoming more and more sophisticated to

breach the traditional defence practices. The

Institute’s Cyber Security Lab has been set up to

address these pain points of banks and �nancial

institutions through advancing the state-of-the-

art research, disseminating relevant knowledge

in the banking and �nancial sector through

training, consultancy, and forum meetings.

The Cyber Security Lab is now working on

research projects on Prediction Error Expansion

Based Reversible Data Hiding, Fusion in Multi-

Biometrics, and, Cryptographic key generation

from �ngerprint biometrics.

During the year, the Cyber Security lab

conducted e-programmes in the areas of

Emerging Technologies for Banking, Recent

Cyber Crimes and Defences, Emerging Cyber

Security Practices, Cyber Security for Remote

Working Scenario, and Malware Analysis. The

lab also conducted a customised session on

“Recent Cyber Attacks and State-of-the-Art

Defense Practices” for the top management of

Central Depository Services (India) Limited.

Ethical Hacking Lab

Cyber attackers or hackers are always trying to

gain and retain access to crucial/sensitive

resources of organisations through cyber-

attacks such as Ransomware, Phishing, Man-in-

the-middle, Denial-of-service, Zero-day exploit,

etc. Ethical Hacking is one of the popular

approaches to combat these kind of cyber-

attacks by minimising possible vulnerabilities in

an organisation’s infrastructure.

Centre for Cyber Security and Data Privacy

During the year, the Centre conducted three cyber drills. The 26 Cyber drill, conducted in August��

2021 had 54 banks participating in the drill; the 27 cyber drill for banks was held in February 2022��

with 59 banks participating and 58 banks participated in the 28 Cyber drill held in May 2022.��

Besides, the Centre conducted eight CISO Forum meetings during this year, in which four CISO

Forum meetings were exclusively for Urban Cooperative Banks. The CISO Forums meetings were

held during September 06, 2021 with 70 CISOs; December 10, 2021 with 70 CISOs; March 14, 2022

with 70 CISOs and June 10, 2022 with 32 CISOs from various banks.

The UCB CISO Forums were held during September 13, 2021 with 44 CISOs; December 17, 2021

with 65 CISOs; March 15, 2022 with 82 CISOs; and June 17, 2022 with 45 CISOs from various Urban

Cooperative Banks.

The Centre has three labs under its aegis and the research work carried out by the labs during the

year is presented here under:

Research and Development
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The Institute setup an Ethical Hacking Lab to

help the banking and �nancial sector by carrying

out research and development activities in the

ever-increasing cyber-attack surface and to

train bankers with hands-onsessions in Ethical

Hacking. Prof. Sachin Chaturvedi, Member,

Central Board, Reserve Bank of India & Shri T.

Rabi Sankar, Deputy Governor, Reserve Bank of

India inaugurated the Ethical Hacking Lab on

September 30, 2021.

During the year, the lab conducted e -

programmes in the areas of Proactive Cyber

Defence Strategies, RBI Guidelines on Cyber

Security, and Introduction to Hardware Security.

Apart from the regular e-programmes, the lab

also conducted two customised e-programmes

during the year – on Digital Risk for RBL Bank

and Cyber Security for Board Members and

Executives of The Karnataka Bank Limited.

Besides the regular Executive Development

Programmes to enable and develop talent that

can facilitate and maintain a cyber-safe

environment for the banking and �nancial

sector, the lab is o�ering an online Certi�cation

Course in Ethical Hacking to a pool of talented

UG/PG-level students so as to make them

explore and delve into this very dynamic area.

The inaugural batch of the course, which has

students from various IITs and other institutions,

including IIT Hyderabad, IIT Patna, SRM

University and Amrita Vishwa Vidyapeetham,

began on May 02, 2022.

Digital Privacy Lab

With a view to carry out research and conduct

training programmes in the area of Digital

Privacy, the Institute set up its Digital Privacy

Lab. This year, the lab is working on two projects

-- Insider Threat Analysis and Detection to

detect and analy e insider threats froms

employees and other insiders with access to the

system and the other on Intrusion tra� c analysis

and intrusion detection.

During the year, the lab conducted e -

programmes on Dark Web Monitoring for Threat

Intelligence, Targeted Attacks – Detecting in

Early Stages, Introduction to Cyber Forensics,

Insider Threats - Monitoring, Analysis and

Detection, and Cyber Forensics for Cyber

Defence - A Proactive Approach.

Research and Development
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Networks Lab

Banking and �nancial operations rely heavily on

network services. A minor disturbance in

network con�gurations may lead to huge

�nancial losses. Management of a large-scale

network for a bank / �nancial institution is a

challenging task. The problem is magni�ed

when there are di�erent types of emerging

�nancial applications (e.g. Cloud banking, API-

driven information exchange, AR/VR-based

customer service, etc.) demanding di�erent

types of inherent network support.

The Networks Lab of the Institute is studying the

design, development, and management of

di�erent types of network architectures to

achieve an evolutionary network design and a

prototype infrastructure to test the behaviour of

newly developed �nancial applications. The

long-term research vision is to develop a

management-free and future-proof network

architecture with enhanced reliability. The goal

is to design a network management system that

is auto-scalable, self-adjusting, and at the same

time provides ease of debugging network

issues.

Cloud Computing Lab

The Cloud Computing Lab is working on a

project on “Scalable Application Architecture”

to provide scale out capability on demand

without compromising on consistency by

redesigning the core-bank application into

micro services based cloudbank. Implementing

this can successfully address the issues of

increasing number of transaction declines,

service down/not available, etc.

During the year, the lab conducted e -

programmes on Security Operations Centre, API

Security and Governance, Secure Coding

Practices, API Development, and Continuous

Security Validation.

5G & IoT Lab

The Institute set up its 5G and IoT lab to

demonstrate 5G Use Cases for Banking and

Financial Services and provide a platform for

startups to demonstrate their innovations

utilising the next-gen technology. The lab is

exploring open source technologies for

d e v e l o p i n g / e x te n d i n g s o l u t i o n s fo r

interoperability testing. Some of the activities

are focused on rural communities to identify

gaps and provide PoCs for the same.

During the year, the lab is working on “5G Use

Case Lab for Banking and Financial Services”, a

major project funded by The Department of

Telecommunications, Government of India. The

lab also conducted several e-programmes

during the year on IT Project Management;

Introduction to Governance, Risks and

Compliance; and IT Vendor Management. Apart

from these e-programmes, the lab conducted

the 11 meeting of the Indian Banks’ CIO Forum��

on February 18, 2022.

Centre for Emerging Networks and Cloud Computing

Research and Development

Annual Report 202 -202 |1 2 19



Mobile and Social Media Banking Lab

The Institute has set up this lab to support

Research and Development activities in the

areas of Mobile Services, Mobile Security,

W i r e l e s s Te c h n o l o g i e s , L i g h t w e i g h t

Cryptography, 5G Mobile Services and Security,

Authentication and Key Agreement Protocols,

Social Media for Banks, Mobile Technologies for

Financial Inclusion, etc.

The lab is now working on the “5G Use Case Lab

for Banking and Financial Services” project

along with the Institute’s 5G & IoT lab.

During the year, the lab conducted online e-

programmes in the areas of Mobile Banking,

Social Media Banking and Mobile Application

Security Testing; and 5G & Internet of Things for

Banks.

Banking Use Case Innovation Lab

TheBankingUseCaseInnovationLabsetupbythe

Institute provides opportunities and resources for

developing customised Applications and test

setups using emerging and innovat ive

technologies. The lab also provides guidance to

Banks and Financial Institutions to incorporate

new models, frameworks, best practices and new

innovativetechnologies.

The lab is working on a project entitled “Security

Evaluation of Loan apps” which is useful for banks

and �nance companies in their work�ow as well as

forregulatorsforsecurityconsiderations.

This year, the lab conducted online e-programmes

in the areas of Authentication Techniques (with

Institute’s Open Source Lab), IT Vendor

Management, and Registration Authority

Operations. Besides the regular online

programmes, thelabalsoconductedacustomised

e-programme on Vendor Risk Management for

Bank of India and a customised e-workshop on

RegistrationAuthorityOperationsforCanaraBank.

Open Source Lab

The Institute’s Open Source Lab helps banks to

use and explore opportunities of leveraging OSS

in their businesses. The Lab helps banks

understand the Open Source Software

proposition, what it stands for, what it means,

and encourages them to explore using OSS in

their own organisations.

The lab is now carrying out a project on “Image

Processing and Biometrics” to propose some

texture based feature descriptors for Facial

Expression Recognition (FER) systems so as to

improve overall recognition accuracy.

This year, the lab conducted a customised

Executive Development Programme on

“Emerging Banking Technologies” for NABARD

and a customised programme on “Risk

Management” for Top Management of Tamilnad

Mercantile Bank. The lab also conducted online

programmes on Technologies for Financial

Inclusion and Introduction to Authentication

Techniques (with Banking Use Case Innovation

Lab).

Centre for Open and Digital Banking

Research and Development
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Quantum Safe Cryptography Lab

The Institute’s Quantum Safe Cryptography Lab

aims to identify and design Quantum-safe

cryptography algorithms, which are secure

against quantum attacks on both classical and

quantum computers. The Lab also works on

NIST Post-Quantum Cryptography (PQC)

algorithms.

Presently, the lab is working on “Q-Safe:

Quantum Safe Encrypted Cloud Storage”, which

Digital Payments Lab

Payment systems have evolved from simple

cash or credit card transactions to advanced

technological payment solutions with the

penetration of Internet and increased use of

mobile devices. Many remote parts of India lack

basic �nancial infrastructure, so they are not

able to bene�t from the bene�ts that the

government has laid out for them. By leveraging

technology to deliver services in the last mile,

people living in remote areas will have access to

basic �nancial services like credit, small

investments, and micro-insurance.

The Digital Payments Lab set up by the Institute

is now focusing on these issues and working on

several projects to overcome last-mile

technological connectivity issues for the bene�t

of rural communities.

The lab is now working on a project titled

“Secure O� ine m-Payment System using

Certi�cateless Key Agreement Mechanism for

Centre for Quantum Computing

can be a solution that enables Quantum Safe

Encrypted Cloud Storage for Banking and

Financial Sector.

During the year, the lab conducted e -

programmes in the areas of Data Centre

Management; Security in Cloud Computing;

Introduction to Containers; and Virtualization &

Cloud Computing.

Centre for Distributed Ledger and Innovation

Faster Access and Handover Authentication in

Space Information Networks” funded by The

Science and Engineering Research Board

(SERB), a statutory body of the Department of

Science and Technology, Govt. of India. This

project aims to enable a secure mobile payment

for rural population using the backbone support

of the space information network (SIN).

During the year, the lab conducted online e-

programmes on Threats to Digital Payment

Ecosystem; Secure Financial Infrastructure; Re-

envisioning Digital Banking Systems; and Future

of Innovative Smart Banking.

Research and Development
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Research Projects

BESIDES continuing work on the various ongoing projects, the Faculty of the Institute worked on

the following research projects during the year:

DevelopingReverseEngineeringResilient

HardwareAcceleratorsduringArchitectural

Synthesis

T h i s p ro j e c t , f u n d e d b y S c i e n c e a n d

Engineering Research Board, DST, GoI, aims to

design a reverse engineering attack resilient

Hardware Accelerator (HA) by developing

robust algorithms to enhance the reverse

engineering complexity.

As for most of the attacks, the primary step is the

reverse engineering of the targeted hardware,

this project can help prevent such attacks (such

as piracy, cloning, inserting hardware trojan,

false claim of ownership, etc.). This will help

build a robust foundation for the Indian Banking

and Financial Sector in adopting IoT-based

smart solutions, where every IoT device will be

secured through robust reverse engineering

resilient design methodology.

The project intends to: (i) Develop a robust

r e v e r s e e n g i n e e r i n g a t t a c k r e s i l i e n t

methodology for hardware accelerator during

architectural synthesis; (ii) Secure the design

process from the earliest stage of the hardware

manufacturing, (iii) Protect the hardware from

untrusted foundries as well as third parties

present in the supply chain, and (iv) Optimise the

overall design overhead in terms of delay area.

5G Use Case Lab for Banking and

Financial Services

This project, funded by the Department of

Telecommunications (DoT ), Ministry of

Communications, GoI and supported by the

Department of Financial Services (DFS),

Ministry of Finance, GoI, aims to set up a state-

of-the-art 5G Lab for the design, development

and adoption of 5G based Use Cases for

Banking and Financial Services. It is the �rst 5G

Use Case Lab in India. As part of the project, the

Institute has:

� surveyed the banking community for their

pain points, understood the 5G ecosystem

through multiple interactions with key

stakeholders

� Carried out a BFS+5G focused hackathon

and demonstrated AR/VR/MR use cases

using WiFi

Research and Development
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5G USE CASES FOR BANKS

For Enhanced
Customer Experience

For Efficient Services
of a Bank

For Reliable Banking
System

Voice Banking

Voice Banking

Voice Banking

AR/VR/MR for
Interaction with

Bankers and
learning

Banking Products

Smart Delivery
Channels

NextGen ATM Kiosks
and Mobile ATM

Mobile Banking &
Secure Mobile Payments

Faster Internet
Banking

Smart Branch

Doorstep Banking

Digital Banking
Unit (DBU)

5G Network Slice for Banks
and Financial Services

5G Secure Banking with
Uninterrupted Services

Round the Clock Data
Centre Chatbot Services

Drone Based Vehicle,
Property and Crop Loan

Monitoring

Financial Literacy and
Security Awareness

Banking while Traveling
with High Mobility

� Basic 4G setup was established using open

s o u rc e s o l u t i o n s , w h i c h h a s b e e n

subsequently upgraded to 5G

� Workshop and Exhibition of the 5G UCL were

conducted

� Knowledge sharing in various forums and

Executive Development Programme is done.

� Further, non-public 5G networks (enterprise

networks for banks) is identi�ed as thrust

area for Phase 2, with the following dual

objectives:

� Ensure that the investments of banks in IT

infra are aligned to be 5G ready in future

� Bring in cross vertical e� ciencies in

beyond 5G setup - e.g. better resource

utilisation in BFSI and education /

entertainment, etc.

� T h e 5 G te a m a l o n g w i t h E R N ET i s

championing standardisation e�orts in rural

broadband services architecture.

The identi�ed 5G Use Cases for banks is shown in the diagram below:

Research and Development
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Design and Development of a Uni�ed

Blockchain Framework for o�ering

National Blockchain Service and

creationofaBlockchainEcosystem

The project, sponsored by the Ministry of

Electronics and Information Technology (MeitY),

Government of India, and being carried out in

collaboration with C-DAC (Hyderabad, Mumbai,

Pune), IIT Hyderabad, IIIT Hyderabad, NIC, and

SETS), aims to evolve a Uni�ed Blockchain

framework with Technology Stack supporting

the following capabilities: End-to-end, rapid

application development, Interoperability

across the platforms & applications, Open APIs

for seamless integration and Distributed

infrastructure.

The following project related tasks have been

completed:

� A detailed technical report on challenges in a

p e r m i s s i o n e d B l o c kc h a i n p l a t f o r m

Hyperledger Fabric Version 1 and Version 2 is

submitted. The focus of the report is on the

design issues causing private key data

leakage and forgery in the widely used

platform.

� Designed and developed a dynamic unbiased

selection of endorsers, based on attributes

associated with each member using

Ciphertext Policy – Attribute based encryption

mechanism.

� The framework is designed considering e-

governance application for sensitive data

transmission and storage in permissioned

blockchain. A use-case on e-Tender process

isdevelopedasaPoC.

� Design and deployment of Signcryption

mechanism is in progress for achieving

con�dentiality and veri�ability of transaction

request inasinglestep.

Secure O� ine m-Payment System using

Certi�cateless Key Agreement Mechanism

for Faster Access and Handover

Authentication in Space Information

Networks

The project, funded by the Science and

E n g i n e e r i n g R e s e a rc h B o a rd ( S E R B ) ,

Department of Science and Technology, Govt. of

India, focuses on addressing the challenges

faced by rural population in making digital

payments. The key issues faced by people in

remote locations are poor network coverage

and lack of internet connectivity. As part of the

project, the following tasks have been carried

out:

� Completed survey on possible challenges in

existing proximity and remote payment

systems. The survey work is under review in

ACMsurveys.

� A novel faster access authentication

mechanism is proposed with rigorous

securityanalysis.

� Design of handover authentication between

movable VANET via LEO nodes is tested for

better computational, communication, and

requiredsecurity features.

Research and Development
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Hardware Trojan Detection in PCBs

UsingX-RayImages

The project, funded by the Defence Research and

Development Organisation (DRDO), and carried

out in collaboration with Indian Statistical

Institute, Kolkata, aims to detect malicious

components (Trojans) in the hardware using x-ray

images of the hardware. In the wake of several

cyber-attacks using hardware Trojans, this

project aims to make important contributions in

devising a novel method for Hardware Trojan

detection.

During the year, research has been carried out ni

thefollowingareas:

� Initially, 2D x-ray images were acquired. The

acquisition environment could not capture

the entire area of the PCBs. Hence, a novel

image-stitching framework has been

developed to stitch multiple PCB images by

considering the positioning of these devices

with respect to the PCB. Three existing

image -st itching methods have been

implemented and two novel PCB image-

stitching methods also have been developed

to stitch these images to generate a

complete image of the PCB.

� Subsequently, CT-based imaging of the PCBs

has been carried out to obtain a 3D model of

the PCB. From this facility, several cross-

sectional images from the 3D model of the

PCBhavebeen obtained.

� Algorithms have been developed to

automatically identify the appropriate cross-

sectional image for each layer of the PCB in

thedesignspeci�cation.

Developing Data Science Framework,

Architecture and Methodology for

Fraud Detection in ATM Transactions in

Banks

The project funded by Department of Science

and Technology, Govt. of India, and being carried

out in collaboration with C-DAC, intends to help

detect frauds in banks. During the year, the

followingtaskswerecarriedout:

� Employed machine learning techniques;

Imbalance is handled by employing various

data balancingtechniques.

� Developed scalable machine learning

t e c h n i q u e s u n d e r A p a c h e S p a r k

environment.

� Ze ro C o d i n g ATM F rau d D e te c t i o n

Framework (UI) – a) Data Connectors to CSV,

XLS, SQL and MongoDB b) Automatic

Exploratory Data Analysis and Visualization c)

Sampling d) Dimension Reduction e) Model

Building f) Automatic Hyperparameter

Optimisation. (v) Developed mechanism to

achieve streaming data analytics under

Apache Spark.

Research and Development
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Explainable AI for ACRM in anking &B

Finance

The project aims to employ XAI methods such as

SHAP and LIME to explain the decisions made by

the ML models in solving ACRM problems in

banking and �nance. The work can be applied to

explain decisions made by the ML models while

solving problems such as Churn Prediction in

bank credit cards, fraud detection in Insurance

and oan default in banks.l

ScalableApplicationArchitecture

The project aims to propose an architecture for

cloud banking model using Microservices that

can enable horizontal scalability for applications.

Currently work is on on conducting initial

simulations to test the feasibility of using a

minikube simulator for Kubernetes.

Privacy-preserving Federated ifelongL

Learning

There has been a surge of interest in lifelong

learning and federated learning, both of which are

important in practical scenarios. Yet, little

research has been done regarding the scenario

where each client learns on a sequence of tasks

from a private local data stream. This problem of

federated continual learning poses new

challenges to continual learning, such as

utili ing knowledge from other clients, whiles

preventing interference from irrelevant

knowledge.

Work is on to enhance such systems by adding

di�erential privacy-based federated learning with

the continual learning framework. The proposed

framework may be utili ed by banking systemss

wherever an e� cient AI/ML based solution is

required to be applied on customer's sensitive

data such as AI/ML-based anti -money

laundering system, fraud analysis, remote

authentication for better customer experience,

and many more.

Designing of ight-weighted eepL D

L Mearning odels for Video Salient

ObjectDetection

This project aims at expanding the scope of

commercial computer vision usage in edge

devices. Banks can utili e the proposed work fors

multiple applications such as in e� cient

surveillance system, remote authentication, and

manymore.

Research and Development
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Ph.D. Programme

THE Institute o�ers Ph.D. programmes in various areas of Computer Science directly relevant to

Banking Technology in collaboration with the following premier institutions:

� Indian Institute of Technology, Bombay (since 2021)

� Indian Institute of Technology, Madras (since 2021)

� Indian Institute of Technology, Hyderabad (since 2018)

� National Institute of Technology, Trichy (since 2016)

� National Institute of Technology, Warangal (since 2015)

� University of Hyderabad (since 1999)

During the year, four Research Fellows submitted their Ph.D. thesis and their details are hereunder:

S. No.
Name of the

Research Fellow
Area Supervisors

1
Mukku Nisant

Karthik

Texture based Feature Extraction

Strategies for Facial Expression

Recognition

Dr. M. V. N. K. Prasad

2 N. Satya Krishna Learning Extreme Data Characteristics

with Novel Machine Learning Models

Dr. N. V. Narendra

Kumar

3 P. Avinash Some Strategies for Optimizing

Communication Costs in MapReduce to

execute Spatial and Graph queries

Dr. N. V. Narendra

Kumar

4 V. Umasankara Rao Privacy preserving Multi-Keyword

Search over Encrypted Data in Cloud

Computing

Dr. P. Syam Kumar

During the year, two Research Fellows from IIT,

Hyderabad; one Research Fellow from IIT,

Madras; and one Research Fellow from NIT,

Warangal, joined for PhD with the Institute.

Further, 2 Research Fellows are presently1

pursuing their Ph.D. in the Institute. While we

have four Research Fellows from IIT Hyderabad,
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s from University of Hyderabad, �ve from NITix

Warangal and from NIT, Trichy; we have one�ve

student from IIT Madras. These students are

jointly guided by a Faculty member from IDRBT

and the respective institution. The details of

these scholars, their guides and areas of

research i in .s Annex. A



Research Fellowship in Banking

Technology

IN a joint initiative aimed at promoting Banking

Technology, the Indian Institute of Banking

and Finance (IIBF) and IDRBT together are

o�ering a Research Fellowship in Banking

Technology. The fellowship, aims to sponsor a

technical research project , which can

contribute signi�cantly to the Banking and

Financial Sector. The selected research project

carries a cash award of Rupees Five lakhs and is

expected to be completed in six months.

Dr. Sachin Sharma and Mr. Dhruv Sharma of

State Bank of India have been selected for the

fellowship for the year 2021-22 and their topic of

research is “Repeated Line Tracking and

Multiline Neighbouring Relation (RLMN)

Framework for inger ein emplate ecurity.”F V T S

These researchers are being guided by the

IDRBT Faculty.

11 I Doctoral Colloquium
th

DRBT

THE 11th IDRBT Doctoral Colloquium, held

on December 06-07, 2021, saw eleven

scholars from premier institutions like IISc, IITs

and ISI presenting their research.

The Annual IDRBT Doctoral Colloquium is an

initiative aimed at exploring emerging areas of

research in various domains of technology,

sharing knowledge and forming a network of

technology researchers so as to enable

innovation and bene�t the Indian Banking and

Financial Sector from the latest research. The

speci�cs of the scholars and the topics on which

they dwelt upon are presented in .Annex. B

Awards and Evaluation

The Jury for the 11th IDRBT Doctoral Colloquium

consisted of Prof. C. E. Veni Madhavan, Indian

I n s t i t u te o f S c i e n c e , B e n g a l u r u ; P ro f.

Chakravar thy Bhagavathi , D ean, S CIS,

University of Hyderabad; and Prof. C. Krishna

Mohan, Indian Institute of Technology,

Hyderabad.

The Jury evaluated the papers and presentations

on the parameters of Depth of Work (Modelling,

Design, Experimentation, Results), Technical

Content (Models, Optimization, Technologies,

Analysis) , Presentat ion (PPTs, Graphs,

Explanations, Language, Clarity), Relevance,

Applicability, Modernism and Correctness of

Work (Correct, Complete, Gaps).

Academic Programmes
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The Winners

� First Prize Ms.of INR 1 lakh & citation:

Sruthi Sekar, Indian Institute of Science,

Bengaluru, for her contribution entitled

“Near-optimal Non-malleable Codes

and Leakage Resilient Secret Sharing

Schemes.”

� Second Prize of INR 50,000/- & citation:

Mr. Samriddha Sanyal, Indian Statistical

Institute, Kolkata, for his contribution

entitled “Top-view Visualization of

Soccer Match from The Broadcasting

Video.”

� Third Prize of INR 35,000/- & citation:

Mr. Suman Mahapatra, Indian Statistical

Institute, Kolkata, for his contribution

ent i t led “Color Normal izat ion of

Histological Images Using Rough-Fuzzy

Circular Clustering”.

Post Graduate Diploma In

Banking Technology

THE Institute's one-year Post Graduate

Diploma in Banking Technology (PGDBT),

designed to meet the demand of the Indian

Banking and Financial Sector for high-quality

technology talent, is the �agship programme of

I D R BT. T h e �f t h b a tc h o f t h e P G D BT

commenced on August 16, 2021.

All the students of the �fth batch were placed by

the Institute well before the completion of the

course. This year, the students were recruited by

Kotak Mahindra Bank, South Indian Bank,

Catholic Syrian Bank and Suryodaya Small

Finance Bank. The details of the PGDBT

students during 2021-22 and the details of their

placements is in Annex. C.

Further, the Institute issued a national

advertisement for the sixth batch of the PGDBT.

On completion of the admission process, which

includes shortlisting applications based on their

CAT or similar test scores, Group Discussions

and Personal Interview, the classes for sixth

batch of the PGDBT will commence on July 11,

2022.
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M. Tech. 2021-22

IDRBT o�ers a unique M.Tech. in Information

Technology with specialisation in Banking

Technology and Information Security in

collaboration with University of Hyderabad (A

Central University) since 2001. By ing newmerg

and emerging technologies with the domain

expertise in banking tech, this multidisciplinary

programme aims to meet the evolv ing

manpower needs of the Indian Banking and

Financial sector.

The M. Tech. (IT) Batch of 2021 – 22 had 23

students. The second year of the programme is

devoted to carrying our research projects which

have direct applicability in the banking domain,

and the details of these projects are presented in

Annex. D.

Invited Lectures

The important invited lectures delivered at the

institute during the year are as under:

� Shri Mrutyunjay Mahapatra, former Dy.

Managing Director and Chief Digital

O� cer, State Bank of India, on “Emerging

Technologies, Disrupting through reshF

Enablement” on April 11, 2022

� Shri Dinkar Baburao Sankpal, General

Managar, Bank of Maharastra, on

“Treasury Operations” on March 01, 2022

� Prof. Sandeep K Shukla, IIT, Kanpur on

“Malicious Activities in Cryptocurrency

Blockchain” on February 23, 2022

� Prof. M. S. Sriram, IIM Bangalore, on

'Financial Technologies” on September

24, 2021.

� Prof. Mayank Vatsa, IIT, Jodhpur on,

“Trusted Face Recognition” on July 02,

2021

� Shri. Saran K Joseph, Asst. Vice President

- IT, Federal Bank, on “Digital Banking” on

September 17, 2021.

Shri Mrutyunjay Mahapatra, onspeaking
“Emerging Technologies” at IDRBT
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EXECUTIVE

EDUCATION AND

DEVELOPMENT6



THE Institute's Executive Development Programmes are focused on equipping and preparing

the top and middle-level executives of banks and �nancial institutions with the latest in banking

technology. The Institute seeks to identify and address skillset gaps and emerging training

requirements in the rapidly evolving technology environment through these training programmes.

e- rogrammesP

To ensure that the Indian Banking and Financial

Sector remains abreast of the latest technology

developments, especially given the increased

dependency on technology during the

pandemic as well as the resultant travel

constraints, the Institute has been o�ering

training programmes through the e-learning

channel since the onset of the pandemic.

DuringtheperiodJuly2021–June2022,theInstitute

conducted 87 e-programmes, including �ve

workshops and seven customised programmes,

training nearly 1000 participants. These e-

programmes provided the necessary learning

inputs through online teaching, reading

material, videos, webinars, assignments,

quizzes, and online interactions. The e-

programmes, e-workshops and customised e-

programmeso�eredduringtheyearareasfollows:

e-Programmes

� Data Centre Management

� Threats to Digital Payment Ecosystem

� Big Data Analytics for Banks

� Authentication Techniques

� DarkWebMonitoring for Threat Intelligence

� Emerging Technologies for Banking

� IT Project Management

� Technologies for Financial Inclusion

� IT Vendor Management

� Recent Cyber Crimes and Defences

� Proactive Cyber Defence Strategies

� Mobile Banking, Social Media Banking and

Mobile Application Security Testing

� Fraud Analytics

� Security in Cloud Computing

� Targeted Attacks - Detecting in Early Stages

� Security Operations Centre

� Smart Banking with AI and ML

� Secure Financial Infrastructure

� Social Media Analytics for Banking

� Cyber Forensics

� API Security and Governance

� Containers

� RBI Guidelines on Cyber Security

� Emerging Cyber Security Practices

� AI/ML and Data Science for Banking

� Secure Coding Practices

� Registration Authority Operations

� Governance, Risks and Compliance

� Virtualisation and Cloud Computing

� Insider Threats

� Re-envisioning Digital Banking Systems

� Blockchain and DLT

� Emerging Authentication Techniques

� Distributed Data Analytics on Secure

Enclaves

� 5G & Internet of Things for Banks

� Technologies for Customer Lifecycle

Management

� Cyber Security for Remote Working

Scenario

� Emerging AI/ML Technologies

Annual Report 202 -202 |1 2 33

Executive Education & Development



� Re-imagining Customer Engagement with

Conversational Chatbots

� Payment Systems Vision 2021

� Explainable AI/ML for Banking

� API Development

� Smart Banking using AI and ML

� Video Analytics in Banking and Finance

� Malware Analysis

� Security and Privacy in Blockchain

� Cyber Forensics for Cyber Defence - A

Proactive Approach

� Future of Innovative Smart Banking

� Hardware Security

� Continuous Security Validation

� Distributed Ledger Technology and

Banking Applications

e-Workshops

� Registration Authority Operations

� Distributed Data Analytics on Secure

Enclaves

� 5G & Internet of Things (IoT) for Banks

� Technologies for Customer Lifecycle

Management

� Security and Privacy in Blockchain

Customised e-Programmes

� Vendor Risk Management for Bank of Indi

� Digital Risk for RBL Bank

� Emerging Banking Technologies for

NABARD

� Registration Authority Operations for

Canara Bank

� Cyber Security for Board Members and

Executives of The Karnataka Bank Ltd.

� Risk Management for Top Management of

Tamilnad Mercantile Bank

� AI/ML for NABARD

Certi�cation Programmes in

I & Cyber SecurityT

On June 30, 2020, the Reserve Bank of India

advised that the Certi�cation Programmes in IT &

Cyber Security can be o�ered in the Online Mode.

Accordingly, the Institute started o�ering online

certi�cation programmes in the following three

categories:

� Two-day Certi�cation Programmes in IT &

CyberSecurity forBoardMembers

� Two-day Certi�cation Programmes in IT &

CyberSecurity forSenior Management

� Five-day Certi�cation Programmes in IT &

CyberSecurity forCXOs

During July 2021 - June 2022, the Institute

conducted four certi�cation programmes for

Board Members, 22 certi�cation programmes for

Senior Management and four certi�cation

programmesforCXOs.Overall, theInstitutetrained

907 participants from across public, private and

foreign banks in these certi�cation programmes

onITandCyberSecurityduringtheyear.

Resumption of O� ine Training

With the pandemic subsiding, the Institute

slowly started o�ering training programmes

t h ro u g h t h e p hys i c a l m o d e . T h e o n l y

programme o�ered in the o� ine mode during

the year, was on Cyber Security Drills, from June

28 – 30, 2022, the last three days of the Institute's

academic year.
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CIO Forum

The 11 meeting of the Indian Banks' CIO Forum��

was held on February 18, 2022. Prof. D.

Janakiram, Director, IDRBT, welcomed the

participants and highlighted some of the

advanced research being pursued by the

Institute in the areas of Video KYC, 5G, Post

Quantum Cryptography, LoRa for robust FI, etc.

He emphasised that the active participation

from the banking community is essential to

e�ectively leverage the innovations being

carried out in the Institute.

Shri Rajesh Bansal, CEO, Reserve Bank

Innovation Hub (RBIH) briefed the participants

about the focus and activities of RBIH. He spoke

on the India digitisation journey and highlighted

the importance of banks in projects such as

Aadhaar and KYC. He mentioned that Kisan

Credit ard based loan processing, openC

interoperable DLT platform, Video KYC

standardisation, and hackathons are the current

areas of focus.

THE Institute has established various collaborative forums to facilitate constant deliberation

between senior management of banks and the Institute on common technology issues so as to

deliberate and arrive at common solutions that can bene�t the Indian Banking and Financial Sector.

Presently, the Institute has the following �ve forums:

� Chief Information O� cers (CIO) Forum

� Chief Information Security O� cers (CISO) Forum

� Urban Cooperative Banks Chief Information Security O� cers (CISO) Forum

� Chief Analytics O� cers (CAO) Forum

� FinTech Forum

This chapter presents the activities of these forums during the year:

Shri Mahendra Joshi, VP, ReBIT, spoke about the

evolving landscape of cyber security. In

particular, he stressed that everything is now

connected to the internet and highlighted the

new kinds of risks brought in by emerging

technologies and the principles of cyber risk

management.

Dr. Abhishek Thakur, IDRBT, presented the use-

cases being explored for 5G and related

technologies and requested participation from

banks to re�ne and pilot some of the use-cases.

Dr. Dipanjan Roy and Shri V. Prasanth, IDRBT,

discussed cloud adoption strategies for CBS

and other critical applications.

Thereafter, the CIOs deliberated on the

following topics in the open forum - WhatsApp

banking; Digital payments security guidelines;

Database encryption; Adoption of open source

s o l u t i o n s ; a n d L i n u x i n te g ra t i o n s fo r

NEFT/RTGS.
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The Institute's CISO Forum serves as an e�ective forum for bank CISOs to discuss and resolve issues

related to information security. The CISO Forum meet, held once in every quarter, met on September

06, 2021, December 10, 2021, March 14, 2022 and June 10, 2022.

September 06, 2021

The Director, IDRBT, kick started the meeting by

highlighting cloud adoption in the banking

sector as well as cloud adoption and GDPR. He

urged banks to develop and design e� cient Log

Processing and Storage Systems, set up a

Centralised Data enter to share events amongC

themselves and maintain a cloud processing

system for event detection. He also spoke on

Public and Private Cloud and provided insights

on Google Cloud platform for VM Encryption.

This was followed by a session on Adversarial

Attacks on Machine Learning in Cyber Security

domain by Prof. V. Ravi, Prof. B. M. Mehtre, and

Dr. Rajarshi Pal, Faculty, IDRBT. They highlighted

the types of attacks and briefed how these

attacks can be e�ective against ML models in

the domain of cyber security.

This was followed by a discussion on the 26��

Cyber Drill and talks by Mr. NV Nathan, CISO,

Equitas Small Finance Bank; Mr. Vinay Tiwari,

CISO, RBL; Mr. Rajesh Thapar, CISO, Axis Bank

and Ms. Vijay Somaya, CISO, JPMC, in which

they shared their best practices in detecting the

attacks. There were also sessions on Spear

phishing e�ects on the core banking and e-

banking atabase, Lock File Ransomware, API-d

b a s e d s c r i p t at t a c k , ATM f rau d s , a n d

Unauthorized Transactions and the Signi�cance

of Virsec Security in detecting any attack. 70

CISOs participated.

C ForumISO

December 10, 2021

The Director, IDRBT, in his inaugural address

highlighted the several recent email servers

related incidents across the globe and

suggested that apar t from continuous

monitoring by CISOs, the banks develop an alert

system that can detect latest vulnerabilities.

Thereafter, Shri Atul Kumar, DSCI, highlighted

the increasing number of cyber security start-

ups in small as well as big cities and that AI/ML

capabilities will be used in an extensive way for

Next-Generation Firewalls, Zero-day Threat

H u nt i n g , C l o u d S e c u r i t y, B e h av i o u ra l

Monitoring and Tra� c Analytics. This was

followed by discussions CISOs onamongst

Master Direction on Payment Security Controls

and Data Governance and Data Encryption.

Subsequently, Shri Praveen from Deloitte, spoke

on Cloud Migration and the risk factors and

cyber security challenges associated with it;

and Dr. Rajarshi Pal, Faculty, IDRBT, spoke on

signi�cance of behavioural biometrics in

mitigating the risks in authentication for mobile

banking transactions. 70 CISOs participated.
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March 14, 2022

The Director, IDRBT, started o� the proceedings

with his inaugural address, wherein he spoke on

the criticality of Sectoral SOC. He dwelt upon

how cyber-attack trends have emerged during

the pandemic and spoke on the SolarWinds

software supply chain attack, which happened

in late 2020. He suggested that the CISO Forum

members create a corpus fund to enhance the

cyber security activities in the banking industry.

Shri A. G. Giridharan, DGM, CSITE, RBI,

presented on “IT outsourcing framework and DR

exercises by banks”. Shri. Ashutosh Bahuguna,

CERT-In, spoke on “Hybrid Warfare” and

explained about di�erent types of actors in

cyberspace and Dr. Rajarshi Pal, Faculty, IDRBT,

presented on “Recent Developments in Cyber-

attacks, Malwares, Ransomware, and Data

Leakages: Preparations by Banks”. He talked

about the NVidia, Samsung data beaches, the

new developments in crypto-ransomware and

explained the traditional security model and

zero-trust security model.

Prof. B. M. Mehtre, IDRBT, presented the

summary of the 27 Cyber Drill, which was held��

during the 2 week of February 2022.	


Thereafter, CISOs of State Bank of India, Bank of

Baroda, ESAF Small Finance Bank, Fincare

Small Finance Bank, and Axis Bank shared their

experiences of detecting attacks. 70 CISOs of

various banks participated.

June 10, 2022

The meeting started o� with Prof. B.M. Mehtre,

Faculty, IDRBT, sharing how threat actors are

trying to compromise organisations through

phishing emails, and therefore there is an urgent

need to be well-prepared for phishing attacks.

Speaking at the Forum, the Director, IDRBT,

spoke on Solar Winds software supply chain

attack; Sectoral SOC, NPM vulnerability and

stressed on the need to update security patches

regularly and have SOPs in place to mitigate

various attacks. He pointed out there is a need to

be predictive rather than being defensive and

reactive if we have to be e�ective.

Thereafter, Shri. Ashutosh Bahuguna, CERT-In,

spoke on Hybrid Warfare, focusing on di�erent

types of actors in cyberspace, hybrid threats,

hybrid threat techniques, and how they can

escalate and how hybrid in�uence is created for

cyberwar.

A team from NPCI made a presentation on the

Razorpay payment gateway incident, in which

they explained how the threat actors had

exploited browser integration and how Razorpay

identi�ed the problem. Thereafter, CISOs of

Kotak Mahindra Bank, IDFC First Bank, Karur

Vysya Bank, and City Union Bank shared their

experiences of detecting attacks. 32 CISOs of

various banks participated
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During the year, the UCB CISO Forum met on

September 13, 2021, December 17, 2021,

March 15, 2022 and June 17, 2022.

September 13, 2021

The Director, IDRBT started o� the proceedings

by stressing that the co-operative banks should

have SOC internally.

Thereafter, Shri Sharath CK, AGM, RBI, dwelt

upon the Comprehensive Cyber Security

Framework for Urban Cooperative Banks and

critical aspects like ATM Controls, SWIFT-

related controls, Unusual Incident Reporting

etc., and Technology Vision for Cyber Security

for Urban Cooperative Banks 2020-2023. Ms.

Dimple Santwan, CISO, Saraswath Bank and

Shri Mahesh P Dharmadhi, CISO, Kalyan Janata

S a h a ka r i B a n k , s h a re d t h e i r v i e ws o n

implementation of DLP.

Shri Deval Mazmudar, Former CISO, IndusInd

Bank, spoke on the most frequent cyber security

attacks through Phishing, Spear Phishing,

Whaling, and BEC and also recommended few

security controls for e-mail security. 44 CISOs

participated.

December 17, 2021

The meeting started o� with Director, IDRBT

emphasising the importance of Cloud in Core

Banking and advising that UCBs adopt cloud and

modernise themselves. Highlighting the

signi�cance of Cyber Security as most of the UCBs

are prone to cyber-attacks, he said that IDRBT

would assist UCBs adapt advanced technologies

likecloud,AIandMLintechnologytransformation.

Subsequently, Shri Bhavan Panchal, Principal

Programmer, Cyware Labs, explained the working

of IBCART as a secure platform to share the threat

intelligence information. This was followed by a

session by Shri Ravi Shanker Mallah on the

importance of having an e�ective incident

responseandhandlingacritical incidentresponse.

HesuggestedthatUCBsrespondinginastipulated

time, securing critical servers and adopting

orchestrationcanaccelerateIncidentResponse.

This was followed by a session on Comprehensive

Cyber Security Framework for UCB's and roles of

CISO's by Shri G Venkataraman, CISO, ESAF; and

another session by Shri Aravind Chikkalingaiah,

AGM, CSITE Group, which focused on aspects

such as unauthorised NEFT transactions put

through by unauthori ed access to retail bankings

applications, advisories on black matter

ransomware attacks, fraud in retail internet

banking application, use of software-based

applications for OTP delivery, blocking malicious

IPs, implementing the TLS in the ATM switch and

physical blocking of network port and I/O port of all

the ATMs to prevent the tampering of ATMs. 65

CISOsparticipated.

U C ForumCB ISO
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March 15, 2022

The Director, IDRBT, inaugurating the meeting,

expla ine d the imp or tan c e of 2Factor -

Authentication and the need to proactively

identity and assess regularly to maintain cyber

hygiene of UCBs. He also explained about the

need to consider cloud infrastructure, which can

be a centralised platform, to improve cyber

security posture of UCBs.

Shri Y V Ramanamurthy, CGM & Group CISO,

State Bank of India, spoke on the Key Roles and

Responsibilities of CISOs in a bank. He

explained about the signi�cant regulatory

directions on information policy, cyber security

policy, IT architecture/cyber crisis management

plan, and cyber security awareness. He

suggested the UCBs to develop a vision

document on supervisory reporting framework.

Shri Vittal Raj, Cyber Security expert, presented

on Digitization of GRC in UCBs and suggested

that UCBs create a GRC tool by implementing AI

and ML to integrate as active directory so that

GRC can be more precise and proactive. Shri

Abhinav Khare, RBI, CSITE Group, presented

regulatory guidelines on cyber security and

suggested the UCBs to conduct VAPT regularly.

Prof. B. M. Mehtre, IDRBT, presented the

summary of the 27 Cyber Drill, held during the��

2 week of February 2022 and Dr. Dipanjan Roy,	


IDRBT, spoke on the recent cyber security

initiatives of IDRBT. 82 CISOs of various UCBs

participated.

June 17, 2022

The Director, IDRBT, inaugurating the meeting,

emphasised that UCBs should regularly

conduct VAPT on their infrastructure and

implement 2FA authentication. Shri Paresh

Karde, CSITE, RBI, spoke on the Regulatory

Guidelines on Cyber Security and suggested

that the UCBs monitor the outgoing tra� c

continuously, and that the UCBs should

periodically review the architecture and

conduct the VAPT of applications before

deployment.

Dr. Rajarshi Pal, Faculty, IDRBT, dwelt upon the

recent security incidents and Ms. Dimple

Santwan, CISO Saraswat Co-operative Bank,

highlighted why 24*7 SOC monitoring is

imp or tant . 45 par t ic ipants from UCBs

participated.

Annual Report 202 -202 |  401 2

Collaborative Initiatives

CAO Forum

February 24, 2022

The seventh meeting of the Chief Analytics

O� cers Forum was held on February 24, 2022.

The meeting started with Prof. V. Ravi, IDRBT,

brie�ng the participants about the important

projects taken up by the Institute in the area of

Analytics.

Thereafter, Prof. Arnab Laha from IIM,

Ahmedabad, addressed the Forum. He focused

attention on the importance of disruptions

created by the AI revolution in particular in the

banking industry, importance of adopting AI

techniques in the �nancial service sector, i.e.,

Banking, Insurance, Capital Markets, Tax/Audit

and explained how AI helps in improving

decision making, automates knowledge

extraction, improves logical reasoning and

interactivity, etc., and urged bankers to leverage

descriptive analytics better.



Cyber Drills

The Institute conducts cyber security drills for

banks once in every quarter. The process

involves providing a web-based app with in-built

vulnerabilities to be used in the cyber security

drill. Banks host this app in their environment.

They are encouraged to host the app in a set-up

which is di�erent from their production

environment.

Thereafter, the Institute's Centre for Cyber

Security and Data Privacy (CSDP) carries out a

few cyberattacks on the target app. Banks are

supposed to detect the attacks and report back

t o C S D P. T h e �n a l r e p o r t r e �e c t i n g

preparedness of banks in detecting those

attacks are shared by the CSDP with the

respective banks.

The 26 Cyber Drill was held for half-a-day for A,��

B and C category banks and for a week for the A+

category banks. The categorisation is based on

the respective bank's performance in the

previous three cyber drills. While the half-day

drill was conducted on August 10, 2021, the

week-long drill was conducted from August 09-

13, 2021. A total of 12 simulated attacks was

developed and used in the drill. 54 banks

participated.

The Institute conducted the 27 cyber drill on��

February 15, 2022 for A category banks and on

February 16, 2022 for B & C category banks. For

A+ category banks, it was a week-long drill

(February 14 - 18, 2022), whereas it was a half-

day drill for A, B & C category banks. A total of 12

simulated attacks was developed and used in

the drill and 59 banks participated in this drill,

among which 26 banks were categorised as A,

19 banks were categorised as B, 12 banks were

categorised as C and 2 banks were categorized

as A+.

The 28 cyber drill was held on May 18, 2022 for��

A category banks and on May 19, 2022 for B & C

category banks. For A+ category banks, it was a

three-day drill (May 17 - 19, 2022), whereas it

was a half-day drill for A, B & C category banks.

Twelve simulated attacks was developed and

used in the drill and 58 banks participated in this

drill, among which 20 banks were categorised as

A, 24 banks were categorised as B, 10 banks

were categorised as C and four banks were

categorized as A+.

Annual Report 202 -202 |1 2 41

Collaborative Initiatives



RESEARCH

PUBLICATIONS8



Dr. V. N. Sastry

� S. Manimaran, V. N. Sastry, N. P. Gopalan,

STMAD: Sensor-based threat’s mitigation on

smartphones using allowlist and denylist,

Journal of Supercomputing, Springer, 78,

16336–16363, D OI : ht tps ://doi .org/

10.1007/s11227-022-04523-2.

� S. Manimaran, V. N. Sastry, N. P. Gopalan,

SBTDDL: A novel framework for sensor-

based threats detection on Android

s m a r t p h o n e s u s i n g d e e p l e a r n i n g ,

Computers and Security Elsevier, 118,

Article No.102729, DOI: https://doi.org/

10.1016/j.cose.2022. 102729.

� S. Manimaran, V. N. Sastry and N. P. Gopalan:

BPLMSBT - Blockchain-Based Permission

List for Mitigating the Sensor-Based Threats

on Smartphones, IEEE Sensors Journal, 22

(11), 11075-11087,DOI:https://doi.org/

10.1109/JSEN.2022.3167893.

Dr. V. Ravi

� V. Sarveswararao, V. Ravi, Shaik Tanveer Ul

Huq, Optimal prediction intervals for

macroeconomic time series using chaos and

evolutionary multi-objective optimization

algorithms, Swarm and Evolutionary

C o m p u t a t i o n , V o l u m e 7 1 ,

DOI:https://doi.org/10.1016/j.swevo.2022.1

01070.

� Ahamed, S. I., & Ravi, V. Privacy-Preserving

Wav e l et N e u ra l N et wo r k w i t h F u l l y

Homomorphic Encryption. ArXiv, (May 2022).

https://doi.org/10.48550/arXiv.2205.13265.

Papers Published in Journals

� Vivek, Y., Ravi, V., & Radhakrishna, P. Feature

subset selection for Big Data via Chaotic

Binary Di�erential Evolution under Apache

S p a r k . A r X i v, ( F e b r u a r y 0 8 , 2 0 2 2 ) .

https://doi.org/10.48550/ arXiv.2202.03795.

� Vivek, Y., Ravi, V., & Krishna, P. R. Parallel bi-

objective evolutionary algorithms for

scalable feature subset selection via

migration strategy under Spark. ArXiv, (May

19, 2022). DOI: https://doi.org/10.48550/

arXiv.2205.09465.

Dr. B. M. Mehtre

� Singh, M., Sangeetha, S. and Mehtre, B.M.

“Insider Threat Detection and Prevention

using Semantic Score and Dynamic Multi

Fuzzy Classi�er.” International Journal of Ad

H o c a n d U b i q u i t o u s C o m p u t i n g

(IJAHUC)–Inderscience, (January, 2022).

https://doi.org/10.1504/IJAHUC.2022.

10046481.

� Singh, M., Mehtre, B. & Sangeetha, S. User

behavior based Insider Threat Detection

using a Multi Fuzzy Classi�er. Multimed

Tools Appl 81, 22953–22983 (Accepted:

January 07, 2022). https://doi.org/10.1007/

s11042-022-12173-y.

� ND Patel, BM Mehtre, and Rajeev Wankar. A

Snort-based Secure Edge Router for Smart

Home. International Journal of Sensor

N e t w o r k s . ( J a n u a r y 2 0 2 2 ) , D O I :

http://dx.doi.org/10.1504/IJSNET.2022.100

51521.
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� N. D. Patel, B. M. Mehtre, and Rajeev Wankar.

“ I nt r u s i o n D e te c t i o n S ys te m u s i n g

Resampled Dataset - A Comparative Study.”

International Journal of Ad Hoc and

Ubiquitous Computing (IJAHUC), 08, June

2022. Inderscience, http://dx.doi.org/

10.1504/IJAHUC.2022.10050801.

� N. D. Patel, B. M. Mehtre, and Rajeev Wankar.

"Arti�cial Neural Network based Intrusion

Detection System using Multi-objective

Genetic Algorithm.” International Journal of

Information and Computer Security, March 30,

2 0 2 2 . I n d e r s c i e n c e , D O I :

https://doi.org/10.1504/IJICS.2022.10046933.

M. V. N. K. Prasad

� Mukku Nisanth Kartheek, Munaga V.N.K

Prasad and Raju Bhukya. “Chess Pattern with

Di�erent Weighting Schemes for Person

Independent Facial Expression Recognition”

Mul t ime dia To ols and Appl icat ions

( S p r i n g e r ) , D O I : h t t p s : //d o i . o r g /

10.1007/s11042-021-11270-8

� Mukku Nisanth Kartheek, Munaga V.N.K

Prasad and Raju Bhukya. “Radial Mesh

Pattern: A Handcrafted Feature Descriptor for

Facial Expression Recognition” Journal of

Ambient Intelligence and Humanized

C o m p u t i n g ( S p r i n g e r ) , D O I :

https://doi.org/10.1007/s12652-021-03384-6

� Mukku Nisanth Kartheek, Munaga V.N.K

Prasad and Raju Bhukya. “Modi�ed chess

patterns: handcrafted feature descriptors for

facial expression recognition” Complex &

Intelligent Systems (Springer), 7:3303-3322,

2021. DOI: https://doi.org/10.1007/s40747-

021-00526-3,(Accepted:September05,2021)

� Mukku Nisanth Kartheek, Munaga V.N.K

Prasad and Raju Bhukya. “Local Triangular

Patterns: Novel Handcrafted Feature

D e s c r i p t o r s f o r F a c i a l E x p r e s s i o n

Recognition” International Journal of

B i o m e t r i c s ( I n d e r s c i e n c e ) . D O I :

https://doi.org/10.1504/ijbm.2023.10045488

� Mukku Nisanth Kartheek, Munaga V.N.K

Prasad and Raju Bhukya. “Windmill Graph

based Feature Descriptors for Facial

Expression Recognition” Optik (Elseveir),

260, 169053, (Accepted: April 05, 2022).

D OI : https ://doi .org/10.1016/j . i j le o.

2022.169053.

� Mukku Nisanth Kartheek, Munaga V.N.K

Prasad and Raju Bhukya. “Texture based

feature extraction using symbol patterns for

facial expression recognition” Cognitive

N e u r o d y n a m i c s , ( S p r i n g e r ) . D O I :

https://doi.org/ 10.1007/s11571-022-

09824-z.

� Mukku Nisanth Kartheek, Munaga V.N.K Prasad

and Raju Bhukya. “Dimensionality Reduced

Chess Pattern for Person Independent Facial

ExpressionRecognition” InternationalJournalof

Pattern Recognition and Arti�cial Intelligence

(World Scienti�c), (Accepted: April 14, 2022).

DOI:https://doi.org/10.1142/S0218001422560

16X.
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Dr. V. Radha

� Sanda, Pranitha, Digambar Pawar, and V.

Radha. "An insight into cloud forensic

readiness by leading cloud service providers:

a survey." Computing (2022): 1-26. Publisher:

Springer, DOI: https://doi.org/10.1007/

s00607-022-01077-2.

� Sanda, Pranitha, Digambar Pawar, and V.

Radha. "Blockchain-based tamper-proof and

transparent investigationmodelforcloudV s."m

The Journal of Supercomputing (2022): 1-29.

P u b l i s h e r : S p r i n g e r , D O I :

https://doi.org/10.1007/s11227-022-04567-4.

� Shalini, P. V., V. Radha, Sriram G. Sanjeevi.

“DOCUS-DDoS detection in SDN using

m o d i �e d C U S U M w i t h �a s h t r a � c

discrimination and mitigation”. Journal of

Computer Networks. 217, 109361, DOI:

h t t p s : //d o i . o r g / 1 0 . 1 0 1 6 / j . c o m n e t .

2022.109361.

Dr. Rajarshi Pal

� Ahmad, S., Pal, R., Ganivada, A.: Rank level

fusion of multimodal biometrics using

genetic algorithm. Multimedia Tools and

Applications, 81(28), pages 40931-40958.

Springer., DOI: https://doi.org/10.1007/

s11042-022-12688-4.

� Suresh, K., Pal, R., Balasundaram, S. R.: Two-

factor based RSA key generation from

�ngerprint biometrics and password for

s e cure c ommunicat ion . Complex &

Intelligent Systems, 128, Springer. DOI:

https://doi.org/10.1007/ s40747-022-

00663-3.
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� Kaliyannan, S., Pal, R., Balasundaram, S. R.: A

stable cryptographic key generation from

�ngerprint biometrics using gray code for

secure data storage. International Journal of

Information and Computer Security,

Inderscience. (2022), DOI: 10.1504/

IJICS.2022.10043107.

� Dansena, P., Pal, R., Bag, S.: Pen ink

discrimination in handwritten documents

using statistical and motif texture analysis: a

classi�cation based approach”, Multimedia

Tools and Applications, 81(21), pages 30881-

30909. Springer, DOI: https://doi.org/10.1007/

s11042-022-12843-x.

Dr. P. Syam Kumar

� U. S. Varri, S. Kasani, S. K. Pasupuleti and K. V.

Kadambari , FELT-ABKS: Fog-Enabled

Lightweight Traceable Attribute-Based

Keyword Search Over Encrypted Data, IEEE

Internet of Things Journal, Vol. 9, no. 10, pp.

7559-7571, (May 15, 2022), https://doi.org/

10.1109/JIOT.2021.3139148.

� Uma Sankararao Varr i , Syam Kumar

Pasupuleti, Kadambari K.V., Practical

veri�able multi-keyword attribute-based

searchable signcryption in cloud storage,

Journal of Ambient Intell Human Comput.

DOI: https://doi.org/10.1007/s12652-022-

03715-1.

Research Publications



Dr. B. M. Mehtre

� Singh, Malvika, Babu M. Mehtre, and S.

Sangeetha. "User Behaviour based Insider

Threat Detection in Critical Infrastructures."

In 2021 IEEE 2nd International Conference

o n S e c u r e C y b e r C o m p u t i n g a n d

Communications (ICSCCC), IEEE, 21-23 May

2021. D OI: https ://doi .org/10.1109/

ICSCCC51823.2021.9478137.

� ND Patel, BM Mehtre, and Rajeev Wankar,

“An E� cient Intrusion Detection System

using Unsupervised Learning AutoEncoder”,

Accepted for Publication In: 3rd International

Conference on Applied Machine Learning

and Data (AMLDA 2021), Springer, 16th &

17th December 2021.

Dr. M. V. N. K. Prasad

� Mukku Nisanth Kartheek, Rapolu Madhuri,

Munaga V.N.K Prasad and Raju Bhukya.

“Knight Tour Patterns: Novel Handcrafted

Feature Descriptors for Facial Expression

Recognition” In Proceedings of the 19th

International Conference on Computer

Analysis of Images and Patterns, pp. 210-

219, DOI: https://doi.org/10.1007/978-3-

030-89131-2_19.

� Mukku Nisanth Kartheek, Munaga V.N.K

Prasad and Raju Bhukya. “Petersen Graph

based Binary Pattern for Person Independent

Facial Expression Recognition” Accepted:

Ninth International Conference on Pattern

Recognition and Machine Intelligence, ISI

Kolkata,December15-18,2021.

Dr. V. Radha

� Aramanda Amarajyothi, Saifulla Md Abdul,

and Radha Vedala: Re�ning User Ratings

Using User Emotions for Recommender

S y s t e m s . I n : P r o c e e d i n g s o f 2 3 r d

International Conference on Information

Integration and Web Intelligence. 3-10. ACM,

(November 2021), DOI: https://doi.org/

10.1145/3487664.3487666.

� Sanda, Pranitha, Digambar Pawar, and V.

Radha. "VM Anti-forensics: Detecting File

Wiping Using File System Journals."

International Conference on Computing in

Engineering & Technology. Springer,

S i n g a p o r e , D O I : h t t p s : //d o i . o r g /

10.1007/978-981-19-2719-5_47.
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Research Publications

Papers Published in Conferences



Dr. Rajarshi Pal

� Ahmad, S., Pal, R., Ganivada, A.: Score level

fusion of multimodal biometrics using

genetic algorithm. In: Proceedings of IEEE

Congress on Evolutionary Computation,

K r a k o w , P o l a n d . ( 2 0 2 1 ) . D O I :

ht t p s ://d o i . o rg / 1 0 . 1 1 0 9 /C EC 4 5 8 5 3 .

2021.9504927.

� Ahmad, S., Pal, R., Ganivada, A.: Rank level

fusion of multimodal biometrics using

p a r t i c l e s w a r m o p t i m i z a t i o n . I n :

Pro c e e dings of Ninth Internat ional

Conference on Pattern Recognition and

Machine Intelligence (PReMI 2021), Kolkata,

India. Springer (Accepted: December 2021)

� Venkatarao, C., Pal, R., Verma, A., Sen, D.:

Image re-attentionizing using particle swarm

optimization. In: Proc. of Ninth International

Conference on Pattern Recognition and

Machine Intelligence (PReMI 2021), Kolkata,

India. Springer (Accepted: December 2021)

Journal of Banking and Financial

Technology

� Volume 05 - Issue 02 (October 2021)

� Volume 06 - Issue 01 (June 2022)
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Research Publications

Dr. Abhishek K Thakur

� Tripathi, A., Thakur, A. & Janakiram, D.

Exploiting network slices for cross-vertical

application delivery. CSIT 9, 199–206

(Accepted: November 16, 2021), DOI:

https://doi.org/10.1007/s40012-021-00342-7.

Dr. Susmita Mandal

� Mandal, S., Sravan, S.S., Ramesh, L. (2022).

Chaotic-Maps Based Access Authentication

Protocol for Remote Communication Using

Space Information Networks. In: Barolli, L.,

Hussain, F., Enokido, T. (eds) Advanced

Information Networking and Applications.

AINA 2022. Lecture Notes in Networks and

Systems, vol 449. Springer, Cham (Published:

March 31, 2022). https://doi.org/10.1007/978-

3-030-99584-3_20.



TEAM IDRBT9



PROF. D. JANAKIRAM

DIRECTOR

FACULTY

Dr. Subhrendu Chattopadhyay

Assistant Professor

Areas: Software Defined Networking,

Network Functions Virtualization,

Future Generation Internet Architecture
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Dr. V. N. Sastry

Professor

Areas:MobilePayments,MobileGovernance,

Security Models, Financial Engineering

Dr. V. Ravi

Professor

Areas: ,Data Warehouse & Data Mining

Big Data Analytics, Machine Learning,&

Customer Relationship Management

Dr. B. M. Mehtre

Professor

Areas: C y, s,yber Securit Digital Forensic

Biometrics

Dr. M. V. N. K. Prasad

Associate Professor

Areas: Biometrics, Payment System

Technologies, Financial Inclusion

Dr. Rajarshi Pal

Assistant Professor

Areas: Social Media, Cyber Fraud Prevention,

ImageProcessingandComputerVision

Dr. N. V. Narendra Kumar

Assistant Professor

Areas: Design, Modelling, Security

Analysis of Systems

Dr. V. Radha

Ass Professorociate

Areas: Virtualisation Cloud Computing,&

Network Security, Computer Applications

Dr. N. P. Dhavale

Ass Professorociate

Areas: Information Security Engineering,

Internet of Things, Mobile Banking

Dr. P. Syam Kumar

Assistant Professor

Areas: Cloud Computing, Parallel Distributed&

Computing,Cryptography NetworkSecurity,

Dr. Abhishek K Thakur

Assistant Professor

Areas: Computer Networks, Multimedia

Systems, Mobile Applications

Dr. Mridula Verma

Assistant Professor

Areas: Machine Learning Algorithms,

Data Mining, Data Science

Dr. Susmita Mandal

Assistant Professor

Areas: Non-Interactive Key Exchange,

Financial Cryptography Authentication,

Dr. Dipanjan Roy

Assistant Professor

Areas: ,Hardware Security Reusable

Intellectual Property Core Protection,

High-Level Synthesis in CAD-VLSI



STAFF
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Team IDRBT

Shri Vijay Belurgikar

Deputy General Manager,

Accounts & Estate

Dr. S. Rashmi Dev

Asst. General Manager,

HR & Publications

Smt R. S. Sirisha

Manager,

Administration

Shri E. Srihari

Project Officer

Shri K. V. R. Murthy

Systems Officer

Smt Varsha Srivastava

Administrative Officer

Shri P. Balasubramanyam

Administrative Officer

Shri K. Srinivas

Administrative Executive

Shri Srinivas

Administrative Executive

Shri Anurag Nanda

Administrative Executive

Shri Dokku Chaitanya

Administrative Executive

Shri Jino Thomas

Administrative Executive

Shri Prakash Dhavale

Library Associate

Shri G. R. Narsinga Rao

Administrative Assistant

Shri K. Dharmender

Administrative Assistant

Shri Ganji RL Varaprasad

Administrative Associate



ANNEXES



S. No.
Name of

Research Fellow
Area Supervisors

1 S Manimaran Fuzzy Control of Intrusions in Mobile & IoT Devices Dr. V. N. Sastry

2 S Tejaswi Recommendar Systems Dr. V. N. Sastry

3 Yelleti Vivek Feature Subset Selection using Evolutionary

Computation under Big Data Paradigm

Dr. V. Ravi

4 Malvika Singh Behavioral Research in Cyber Security Dr. B. M. Mehtre

5 N D Patel Cloud Computing Dr. B. M. Mehtre

6 Srinadh Swamy M Metric for Mobile Security & Application Testing Dr. N. P. Dhavale

7 Poonam Rajput Federated Learning for Biometrics Dr. M. V. N. K. Prasad

8 Sanda Pranitha Cloud Forensics Dr. V. Radha

9 P. V. Shalini Network Security in oftware efined etworksS D N Dr. V. Radha

10 A Amarajyothi Information Retrieval Systems Dr. V. Radha

11 Shadab Ahmad Biometrics Dr. Rajarshi Pal

12 M. Sabhapathy Machine Learning for Reversible Data Hiding Dr. Rajarshi Pal

13 Ravi Kanth Kotha Privacy-preserving Data Analysis Dr. N. V. Narendra Kumar

14 M Asha Kiran Security and Privacy in Cloud assisted IoT Dr. P. Syam Kumar

15 Gudipati Sravya Post-Quantum Cryptography in Cloud Dr. P. Syam Kumar

16 Arpit Tripathi Optimisations in 5G Network Dr. Abhishek K Thakur

17 Neha Joshi Privacy in multi-domain 5G rchitectureA Dr. Abhishek Thakur

18 Hemraj Singh Salient Object Detection in Video using Deep

Learning Approaches

Dr. Mridula Verma

19 Sravan S S Certificateless Key Exchange in IoT Enabled

Wireless Communication

Dr. Susmita Mandal

20 Zarka Bashir Federated Learning Dr. Mridula Verma

21 Subrata Das 5G Mobile ervices and IoT SecurityS Dr. Mridula Verma

Annex - A

Ph. D. Scholars
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Annexes



S. No. Name of Scholar Topic Name of the Institute

1 Suresh Kumar
Knowledge & Learning Based T - SolverC AWP

& E I I Cits xtension to dentify nconsistent ases

Indian Institute of

Technology, Madras

2 Snehalika Lall Stable Feature Selection using Copula asedB

Mutual Information

Indian Statistical Institute,

Kolkata

3 Deena Nath Gupta A Lightweight and Energy Efficient Security

System for Automatic Detection of Fraudulent

Entries and Safeguarding the Bank/ATM

Premises

Jamia Millia Islamia

4 Sruthi Sekar Near-optimal Non-malleable Codes and

Leakage Resilient Secret Sharing Schemes

Indian Institute of

Science, Bengaluru

5 Anwesha Law Handling some omplexities with Multi-labelC

Data

Indian Statistical Institute,

Kolkata

6 Abijah Roseline Malware Detection and Classification Systems

for Critical Infrastructures using Machine

Learning

VIT University, Chennai

7 Samriddha Sanyal Top-view Visualization of Soccer Match from

The Broadcasting Video

Indian Statistical Institute,

Kolkata

8 Hemant Rathore Robust Malware Detection Models: Learning

from Adversarial Attacks and Defenses

BITS Pilani, Goa Campus

9 Suchismita Das A Fuzzy Rule-based Dimensionality Reduction

Method for Data Visualization

Indian Statistical Institute,

Kolkata

10 Dipankar Kundu Topic Sensitive Hybrid Expertise Retrieval

System in Community Question Answering

Services

University of Calcutta

11 Suman Mahapatra Color Normalization of Histological Images

Using Rough-Fuzzy Circular Clustering

Indian Statistical Institute,

Kolkata

Annex - B

Participants of the Eleventh IDRBT Doctoral Colloquium
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Annexes



S. No. Name Placed with

1 Anipeddi Venkata Vikas South Indian Bank

2 Athul Samuel South Indian Bank

3 B. Sai Viswa Teja Suryoday Small Finance Bank Ltd.

4 Chaduvula Priyanka The Catholic Syrian Bank Ltd.

5 D. Sruthi Tanmaye Kotak Mahindra Bank

6 K Sundar David Manohar Kotak Mahindra Bank

7 Shubham Kumar Kotak Mahindra Bank

8 Yadiki Vyshnavi South Indian Bank

Annex - C

PGDBT Placements 2021-22

Annex - D

M. Tech. Projects 2021-22

S. No. Name of the Student Name of the Project Guide

1 Mendhikar Vishal Reinforcement Learning for Financial Trading

Prof. V. Ravi2 Syed Imtiaz Ahamed
Privacy Preserving Machine Learning for

Federated Learning Finance

3 Satyam Kumar Explainable AI (XAI) in Finance

4
Kadimi Naveen Kumar

Tataji

Fusion & Handcrafted and Deep Learnt

Feature or Effective Facial Expressionf

Recognition

Dr. M. V. N. K. Prasad

5 Reshma Suresh
Enhancing Fear and Surprise Detection

Tasks for SEntiMoji

Dr. V. Radha6
Potturi Tarakanadha

Reddy

Ensembled Machine Learning Techniques

for DDoS Detection in SDN

7 Sheik Dawood Sait
Deep Learning Based DDoS Detection

System

8 Rathode Jaisingh Consensus Based Fault Tolerance in

Software Defined Network
Dr. V. Radha
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Annexes

S. No. Name of the Student Name of the Project Guide

9 C A Jiteshwar Reversible Data Hiding in Compressed Images

Dr. Rajarshi Pal
10 Joybrata Pal 3D Reconstruction of PCB from X-Ray Images

11 Vorugala Praveen

Traceble and Revocable Multi-Authority

Attribute Based igncryption for loud-fog-S C

Assisted IoT

Dr. P. Syam Kumar

12 P. Bhanusree
Blockchain ased Lightweight and TrustworthyB

Protocol for Mobile Payment Systems

13 Swathi Ajjarapu
Blockchain ased ertificateless PublicB C

Auditing for Cloud Storage

14 Kundrapu Sivani

Reinforcement Learning Algorithm for IoT

Microservice Deployment in Edge Cloud

Environment

15 Jitendra Kumar
Multi-Access Edge Compute and 5G

Orchestration

Dr. Abhishek Thakur
16 Vinod Kumar

Resource rchestration in lices panningO S S

across 5G Core Networks

17 Kuldip Yadav SDR-enabled 5G RAN

18 Shailesh Singh
Non-3GPP Interworking Function

Demonstration of 5G and Wifi-6

19 Abhinav Yadav
Dynamic Handover Authentication for VANET

using SIN Architecture

Dr. Susmita Mandal

20
Sarangthem Nirupama

Devi

Attribute based fine grained access control in

Blockchain

21 Aishwarya Kulshrestha
Privacy Preserving Computation for Secure

Data Sharing on Blockchain

22 Vanam Rajyalaxmi
Smart Contract ased ccess ontrol inB A C

Hyperledger Fabric

23 Sonam Sharma Developing Reverse Engineering Attack

Resilient Hardware
Dr. Dipanjan Roy
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