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Explore, Enable, Excel Programme on
Programmes Scheduled in January 2023 .
Red Team and Blue Team Exercise
S. No. Programme Date Coordinator .
Coordinator: Dr. B. M. Mehtre
Data Centre Management and
1 | Virtualization 02-06 r. P Syam Kumar January 16 - 18, 2023
2 Emerging Technologies for Cyber 02 -06 Dr. Dipanjan Roy
Security
Cyber Security Drills 09-11 Dr. B. M. Mehtre
4 Emerging Al ML Technologies 09-11 Dr. Mridula Verma
5 Networks & Network Management 09-13 Dr. Abhishek
for Banking Thakur
6 End-to-End Implementation of 16-18 Dr. V. Ravi
Al/ML Models in Banks
7 Red Team and Blue Team Exercise 16-18 Dr. B. M. Mehtre
Security Operations Centre 16 - 20 Dr. V. Radha
9 [ Smart Banking using AIML 23-25 Dr. Mridula Verma
10 | Workshop on Registration Authority 30-31 Dr. N. P. Dhavale
Operations
11 | Technologies for Financial Inclusion | Jan 30 - Feb 01 | Dr. MVNK Prasad
12 | Advanced Al/ML in Banking Jan 30 - Feb 03 | Dr. V. Ravi
13 | Bank of the Future Jan 30 - Feb 03 | Dr. Susmita Mandal

Please visit our website for more details at : https://www.idrbt.ac.in/offline-programmes

Programme Office

Please contact our Programme Office for organizing Customized Programmes and/or any
other queries related to programmes:

Mr. K. Srinivas Mr. D. Chaitanya

Administrative Executive Administrative Executive

Institute for Development and Research in Banking Technology . .
== Institute for Development and Research in

/0)/ R[5 Banking Technology, Hyderabad
ExploreYEnable}Excel (Established by Reserve Bank of India)

Castle Hills, Road No. 1, Masab Tank, Hyderabad - 500 057, India. /

Phone: +91-40-2329 4121 /22 / 24 / 25
Web: www.idrbt.ac.in E-mail: program@idrbt.ac.in
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Explore, Enable, Excel
Red Team and Blue Team Exercise
January 16 — 18, 2023
Coordinator: Dr. B. M. Mehtre, Professor, IDRBT
e-mail: bmmehtre@idrbt.ac.in
Introduction

CyberSecurity in banksis veryimportant technology now a days.

This program aims at imparting practical and hands on training for bank officials. In military
parlance, Red team-blue team exercises are cyber security games. In this game, One team of
security pros — a red team — attacks something, and an opposing team — the blue team —
defendsit.

Objective

To train bank officials in cyber defence

¥*

To understand Red Team and Blue Team exercise

*

To give hands on training on useful tools

*

Togive handson and impart practical training

Contents
* Introductionto cyber defence
Various Tools used —For example, Wireshark, Nessus, Burp suite, Mod Security, etc
Role Playing—Red Team
Role playing—Blue Team

R 2

Cyberdrill applications—case studies

End Use

The outcome of this training is acquiring new skills in cyber defence, Red / Blue Team
Exercises.

Who Can Participate?
Officials from Banks and financial institutions working in IT and Cyber Security departments.

Participants need IT Background.

Faculty
Faculty of IDRBT, Guest Speakers fromthe Industry & Practitioners.

Explore, Enable, Excel

Fee Details

Domestic Participants from
* RRBs & Coop Banks :
*  AllotherBanks & Fls:

Foreign Participants from
*  SAARCCountries USS708/-(US S 600/-+18% GST)
*  OtherCountries USS1062/-(USS$900/-+18% GST)

The fees for our programmes can be remitted through NEFT and the bank account details for
fee payment available at: https://bit.ly/3PXGK35.

Rs.41,300/- (Rs. 35,000/-+18% GST)
Rs.46,020/- (Rs.39,000/-+18% GST)

Bank Account Details for Remittance of Fees

Account Name . IDRBT

Bank . Axis Bank Limited

Branch :  Humayun Nagar (Mehdipatnam Ring Road) Branch,Hyderabad
Account Number 426010100018823

IFSC Code :  UTIB0000426

GSTIN :  36AAAAI0204K1Z4.

Nominations
Nominations should be sentto us latest by JANUARY 10, 2023 by email to program@idrbt.ac.in

While nominating, please provide the details of the participants (Name, Designation, Bank,
Mobile No / Phone No., email address) along with the nominating authority details (Name,
Designation, Bank, Mobile No / Phone No., email address, Fees billing address, GST No. of the
bank).

Venue & Timings of Programme

Venue: IDRBT Timings: 9.30AMt05.30PM

How to Reach IDRBT

A major landmark near Masab Tank flyover is NMDC. IDRBT is located just behind NMDC.
Google Pin: http://bit.ly/IDRBT

Accommodation and Travel Plans

The boarding & lodging arrangements will be made at IDRBT, Hyderabad. The participants
will be provided single occupancy a/crooms.

Check-in : From3.00 PM onSunday,January15,2023.
Check-out : 7.00AM onThursday, January 19, 2023.



