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As the banking sector is going more digital, more it is facing cyber

threats. In view of the nature of business they are in, banks are

highly suscep�ble to cyber-a� acks. Right from data storage devices,

processing units, data transmi� ng networks and end user devices –

all are vulnerable to some or the other form of cyber-a� ack.

The perpetrators of cyber-a� acks can be anywhere – either well

trenched within the organiza�ons or far away in a remote corner of

the globe. The speed and surprise of a� acks are the toughest

aspects to deal with.

There have been considerable efforts to strengthen the cyber

security ecosystem, which comprises of Governments, Regulators,

Judiciary, Police, Academia, Consultants, Big Companies and of late, FinTechs. Each is playing a

role to ensure banks are reasonably cyber-safe.

Among various stakeholders in India, IDRBT is posi�oned uniquely as it is at the intersec�on of

academia and industry. Considerable research has been undertaken in the Ins�tute, which can

be of immense help to banks. The Ins�tute has been helping the banks in mul�ple ways through

Execu�ve Development Programmes, Consultancy, Cyber Drills, IB-CART and coordina�on of

Chief Informa�on Security Officers' Forum.

Dr. B.M. Mehtre in his ar�cle �tled “Cyber Security and Research Ac�vi�es of IDRBT” has

presented all such ac�vi�es of the Ins�tute that are relevant to the many areas of concern to all

the banks.

Mobile as an end-user device for banking and payments has been assuming greater role.

Several customers of banks and other payment systems are using mobile as the single channel

for most of their interac�ons and transac�ons. Mobile security is of utmost importance today

and Dr. V. N. Sastry brings out the concerns and solu�ons in this regard in his ar�cle �tled

“Mobile Security”.

'Security cannot be an a�erthought' – is the dictum today. Right at the stage of designing a

system, security needs to be placed at the centr . It is especially true in the context of paymentse

among mul�ple par�es. Dr. N. V. Narendra Kumar presents the design ideas succinctly in the

ar�cle �tled “Designing Secure Transac�ons Involving Mul�ple Par�es”.

The present volume is on cyber security for banks. Dr. Rajarshi Pal in his ar�cle �tled “Cyber

Security in Banks” dwells on various aspects relevant to the banking sector.

We feel that the present series of staff papers on cyber security is very relevant to all

stakeholders of cyber security in banks. Like all our previous series, we trust it would be quite

useful.

Date: March 2019

Place: Hyderabad
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1. Abstract 
The concern of the Information Security team of a bank today is the 
targeted cyber-attacks that hits the bank’s cyber infrastructure and 
assets causing damage (financial, reputation or both types). Banking 
industry around the world has experienced several such attacks. The 
pain points are in the form of malware attacks, exploiting 
vulnerabilities to gain unauthorized controls in the system, and 
Denial-of-Service (DoS) attacks. Even though the traditional cyber 
infrastructure and assets of a bank are safeguarded behind 
traditional defense layers of firewall, intrusion prevention system 
(IPS), and anti-malware solutions, attacks today reach to a digital 
device of a customer. Therefore, a security breach in often not-so-
well-protected devices (e.g., malware initiated stealing the identity 
of the customer for illicit financial gain) or a well-crafted social 
engineering attack (e.g., phishing) poses an authentication challenge 
for the bank. The bank, at times, fails to identify a fraudulent 
transaction. This article presents a detailed discussion on each of 
these facets of cyber-attacks on a bank with relevant case studies 
from around the globe. 
 
The article is segregated into two sections. Section 1 discusses about 
malware attacks. It covers the attacks on an organization’s 
infrastructure (Section 1A) and the attacks on individuals (Section 
1B). Details of application vulnerabilities and their defenses have 
been covered in Section 2. Sections 3 and 4 explain in detail about 
DoS attack and phishing respectively. 
 

Section 1: Malware 

The word ‘malware’ is derived from malicious software. A software 
which carries out any malicious activity is called a malware. A 
malware can be categorized as virus, worm, or Trojan (also known as 
Trojan horses) based on: 
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(i) whether it needs a host file to exist or could be a standalone 
piece of code, and 

(ii) whether it could automatically spread from one computer to 
another within a network. 

Based on the above two factors, the basic types of malware can be 
defined as: 

Virus: It does not exist as a standalone piece of code. It needs a host 
file to survive. Most of the time a virus attaches itself with another 
innocent-looking file like .doc, .pdf, .exe, etc. Moreover, it has self-
replicating capability. Hence, it can automatically spread from one 
infected system to another, which are connected by a network. 

Worm: Unlike a virus, a worm is a standalone piece of code. It does 
not depend on any host file. Similar to a virus, it exhibits self-
replicating behavior. 

Trojan (or Trojan horse): A Trojan horse can be a standalone piece of 
code (like a worm) or it can be attached with another innocent-
looking file (like a virus). But unlike a virus or a worm, it does not 
have self-replicating capability. Hence, a user action (e.g., mouse 
click) is required to infect a system with a Trojan.  

Any malware can be identified as exhibiting one of the above 
behaviors. Additionally, a malware can also be identified as key 
logger, screen logger, sniffer, ransomware, backdoor, etc., 
depending on the malicious activity it is carrying out. 

With this basic introduction about a malware, this section ventures 
to highlight few of the dangerous malware attacks on banks in the 
recent past. 
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Section 1A: Malware Attack on a Bank’s Infrastructure 

ATM Cash-out Attack 

A computer inside an ATM controls the cash dispensing mechanism 
of the ATM. The cash dispenser of the ATM can be influenced by a 
malware infection in the computer. A description about this attack is 
found in [1]. Attackers, at first, disconnect the ATM PC to disable the 
controls of logical security. Inner portion of an ATM is inspected 
using an endoscope. Endoscope is a camera-equipped, narrow, tube-
like medical device. Its common use is to observe the organs inside a 
human body. It is also used by criminals to identify vulnerable 
portions inside an ATM. Hence, an internal portion of the cash 
machine is discovered where a cord can be connected. This allows 
the synchronization between the ATM’s PC and the attacker’s laptop 
to compromise the ATM. The ATM is then turned on. At this stage, 
the malware is executing in the ATM. It waits for signals from the 
ATM’s keypad to dispense the cash. Specific malwares designed for 
this kind of attack include: 

• Tyupkin malware – An attacker empties the ATM cash 
cassettes using this malware. It was discovered in 2013. It 
affected ATMs which were built by a specific manufacturer 
and were having Microsoft Windows (32-bit) operating 
system 

• Ploutus.D malware – This malware can be installed using a 
USB port. Criminals use an external keyboard attached to the 
ATM to signal this malware to empty the cash cassettes. It 
was, at first, found in Mexico in 2013.  

The following security practices must be followed to secure ATMs 
against the cash-out attack [1]: 

• A strong physical security solution with security alarm should 
be in place. The top compartment of an ATM containing the 
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computer should be physically secured. Any unauthorized 
access to this portion must raise an intruder alert 

• Operating system of the ATM must be hardened. It should 
lock down default accounts. Unauthorized access to hard 
disk and USB ports and installation of malware should be 
blocked 

• The execution of malware should be prevented through 
whitelisting of applications 

• Periodic secure patching should be carried out for all 
installed software on devices related with the ATM 

• BIOS should be configured to boot only from the hard disk of 
the ATM 

• Any device related to the ATM should not, by default, boot 
using a removable media 

• For any device related with the ATM, the USB devices should 
be blocked 

• In any device related with the ATM, the AUTORUN facility 
should be disabled 

• Any unauthorized change to the content of the hard disk 
should be prevented using hard disk encryption 

• ATM administrators should be authenticated using a two-
factor authentication strategy  

• Communication from any unauthorized device to the cash 
dispenser should be stopped 

• Cryptographic authentication for the messages in the ATM 
network should be carried out using the latest version of 
Transport Layer Security (TLS). 
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Swift Messaging System Attack 

A series of cyber-attacks using the SWIFT banking network were 
reported, resulting in the successful theft of millions of dollars. 
Dridex malware was used for many of these attacks. The malware 
intruded into the bank’s system by exploiting a vulnerable system in 
the network. The credentials to initiate SWIFT transactions were 
stolen by the malware. Fraudulent fund transfers through SWIFT 
transactions were initiated using those compromised credentials. 
The funds were transferred to the accounts, which were in the 
attackers’ control.  

The first known incident of such an attack took place in 2013 on a 
bank in Bangladesh. It was reported that a huge amount was 
transferred from this bank to few accounts being operated in Turkey. 
The transferred money could not be recovered. Subsequently, 
similar attempts were made against a bank in Ecuador and another 
bank in Vietnam in January and October 2015, respectively. 

On February 4-5, 2016, a series of transactions were initiated via the 
SWIFT network from this bank in Bangladesh, wherein the bank lost 
some millions of dollars. The remaining transactions were blocked by 
the routing bank as a misspelled instruction caused a suspicion. As 
part of such a fraudulent act, some of the money was transferred to 
several accounts in Philippines and Sri Lanka. The bank however 
recovered the money transferred to Sri Lanka.  

Although this modus operandi and siphoning of the large amount of 
money forced the industry to deliberate on how this type of attack 
could be stopped, such attacks continued throughout 2017 and 2018 
across several banks worldwide. 

The banks are now considering various types of measures to prevent 
such attacks. Some of these measures relate to the general 
principles of defense against any malware: 

• Restrict access to Internet 
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• Protecting critical systems from the general IT environment 
• Physically secure the environment 
• Preventing compromise of credentials 
• Manage identities and segregate privileges 
• Detect anomalous activities. 

 
Moreover, banks are also practicing specific controls to safeguard 
them against this SWIFT malware attack, such as: 

• Shutting down the SWIFT systems after normal working 
hours 

• Putting very minimum amount in their nostro account to 
prevent damage 

• A second factor authentication to initiate SWIFT 
transactions. It causes an extra hurdle for the malware-
based attacks to initiate the transactions. 

Sniffing in ATM Switch Attack 

In 2016, another kind of malware attack took place in a bank. The 
ATM switch of the bank was infected with a malware. This malware 
was capable of sniffing all the transactions, which were passing 
through the ATM switch. The malware was active in the switch 
without being discovered by anyone for around 45 days. As a result, 
the malware was able to gather information of approximately 3.2 
million cards. This information included card number, expiry date, 
CVV number, etc. Fortunately, the PIN number of a card always 
traverses in the network in an encrypted form. Hence, the malware 
could not collect the PINs of those cards in such a fashion, thus 
safeguarding the customers’ money. Therefore, this attack was 
dubbed as unsuccessful. As a result, this kind of attack has not been 
repeated in any other bank, as attackers could not financially benefit 
from the attack. Subsequently, various banks identified their 
customers who have swiped their cards in this bank’s ATM/PoS 
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infrastructure during those days. Cards of those identified customers 
were replaced by their respective banks. 

This leads to another question: “Can a malware sitting in ATM or 
PoS, instead of the ATM switch steal the PIN?” As per PCI DSS 
standard, the ATM/PoS devices use a specially designed PIN pad, 
which is known as encrypting PIN pad (EPP). The top view of such a 
PIN pad in ATM/PoS devices is in Figure 1. A circuit is attached 
underneath the PIN pad. It encrypts every digit of the PIN as soon as 
it is pressed by the user. Thus, the PIN has been encrypted even 
before it reaches the main memory of the system. Therefore, a 
malware in the ATM/PoS devices cannot steal the PIN of the card. 
However, there exists other modus operandi which fraudsters resort 
to steal the card data along with the PIN from an ATM machine. 

 
Fig. 1: Encrypting PIN Pad 

 
Setting Proxy ATM Switch Attack 

In August 2018, a bank lost US$ 13.5 million when a malware sitting 
in the bank’s ATM switch acted as a proxy ATM switch. The malware 
was designed to allow all card transactions, which were originated in 
ATMs across the world. These card transactions were never 
forwarded to the CBS system of the bank for proper validation. 
Rather, the malware approved all-card transaction requests without 
proper validation. Around 12000 fraudulent card transactions were 
originated across 28 different countries within a span of few hours. 
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Thus, the criminals stole huge amount of money from the banking 
system.  

As the transactions were not hitting the CBS of the bank, the bank 
could not identify this attack even by using a transaction monitoring 
tool. The success of this attack indicates that criminals may repeat 
this act on other banks too. The industry is working towards finding a 
mechanism to stop this kind of attack in future. A solution on the 
lines of network behavior anomaly detection can be a technical step 
for early identification of this attack to minimize the financial loss to 
the bank. Otherwise, a digital signature based message 
authentication framework (Figure 2) could prevent this kind of fraud. 

 
Fig. 2: Digital Signature for Authentication 

 
Crypto-ransomware 

Crypto-ransomware is a type of harmful program that encrypts files 
stored on a computer or mobile device in order to extort money. 
Encryption ‘scrambles’ the contents of a file, so that it is unreadable. 
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To restore it for normal use, a decryption key is needed to 
‘unscramble’ the file. Crypto-ransomware essentially takes the files 
hostage, demanding a ransom in exchange for the decryption key 
needed to restore the files. 

Crypto-ransomware searches for specific files on the infected device 
and encrypts them. Older versions of TeslaCrypt, a crypto-
ransomware, encrypts only certain file types. Another crypto-
ransomware named Cryptolocker, does not discriminate the file 
types and encrypts several file types. In another variation of this 
behavior, Petya crypto-ransomware encrypts the Master Boot 
Record (MBR) in the infected computer’s hard disk. MBR is 
responsible for booting the operating system.  

After completing the encryption process, a message – which conveys 
the ransom demand – is displayed on the screen of the infected 
computer. The claimed ransom amount depends on the 
ransomware. Payment is often asked in crypto-currencies (e.g., 
Bitcoin). Figure 3 depicts a screenshot from an infected system in a 
typical crypto-ransomware attack.  
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Fig. 3: Screenshot of a ransom note left on an infected system 

As depicted in Figure 3, the victims are pressurized to meet the 
demand by allowing only a limited time to act upon. There remains a 
chance of deleting the decryption key after the said time-period. 
Otherwise, the ransom amount may be increased. 

Ransomware works on the idea of the victim’s 
inconvenience/inability to gain access to the files. Hence, they will 
fulfill the demand of the attackers. Just like any other ransom calls, 
the victims are strongly discouraged from paying the ransom. The 
massive disruptive nature of this attack compelled several 
organizations and individual users to meet the ransom demand in 
order to access the device and the data. 

The following steps should be immediately carried out to contain the 
damage of a crypto-ransomware attack: 

• The affected system should be unplugged from the network  
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• Must attempt to identify the specific crypto-
ransomware. Knowledge of the specific malware can help in 
online search for recovery related information. 

After containing the infection, the infection should be deleted, and 
efforts made to restore the data in the device. It is not possible to 
restore the original files from the encrypted files without the 
knowledge of the decryption key. Rather, the device is formatted. 
Then, the operating system and the necessary data are reloaded 
from the backup. Hence, taking periodic backup is important for an 
organization. This backup should be stored offline to prevent the 
backup being infected. 

WannaCry Crypto-ransomware Attack 

The WannaCry crypto-ransomware attack took place in May 2017. It 
targeted computers running on Microsoft Windows operating 
system by encrypting data and demanding ransom payments in 
the bitcoin cryptocurrency. It propagated through EternalBlue, an 
exploit in older Windows systems. While Microsoft had released 
patches previously to close the exploit, much of WannaCry’s spread 
was from organizations that had not applied these, or were using 
older Windows systems.  

The attack was stopped within a few days of its discovery due to 
emergency patches released by Microsoft, and the discovery of a kill 
switch [3] that prevented infected computers from spreading 
WannaCry further. The attack was estimated to have affected over 
200,000 computers across 150 countries causing huge financial 
damage.  

Defense Practices of an Organization against Malware Based 
Attacks 

Organizations follow layered defense approaches to fight against 
malwares. These are: 
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• Traditional signature based solutions: Organizations line up 
a plethora of solutions (like intrusion prevention system 
(IPS), web application firewall, anti-malware solutions 
deployed at each end-point device) to prevent a malware 
infection into their infrastructure. Most of these solutions 
are signature based. They can identify and stop an infection 
if the signature of the malware/attack is already known to 
them. However, they cannot stop intrusion of a new 
malware or new version of an old malware. These type of 
malwares are also commonly known as ‘zero day malwares’ 
as their signature is not known. This is one of the reasons 
why malwares are able to successfully intrude into an 
organization’s infrastructure in spite of huge investment in 
these kinds of defenses. Recently, artificial intelligence based 
solutions are also slowly gaining popularity as they look for 
unusual patterns in the traffic and/or behavior of the system 
to identify a malicious intrusion.  

• Malware infection can also be detected by checking the 
health of the system (e.g., CPU utilization, processes 
running) and the network (e.g., network behavior anomaly 
detection). 

• Good usage practices are key to fight against malware. 
Common ways of malware infection to a system are: 

a. Contaminated USB devices 
b. Email attachments 
c. Drive-by-download attacks (when a user visits an 

untrusted website, the malware may be downloaded 
at the backdrop without the knowledge of the user) 

d. Unpatched vulnerabilities can lead to a malware 
infection. A well-known example is how WannaCry 
malware spread automatically by exploiting an 
unpatched vulnerability of Windows operating 
system 
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e. Taking periodic back up of the data. Backup drives 
should only connect to a machine during a backup, 
then disconnect, in order to minimize the risk of it 
being infected. 

  
Hence, the users should be trained for good usage practices.  

• Application whitelisting: Theoretically, this is the best 
technology to combat malware. Application whitelisting is 
increasingly finding its way into server environments as a 
recommended method to keep advanced and unknown 
threats from executing on servers. Whitelisting uses a 
default-deny approach to help organizations keep their 
operating system secure, as well as specific business 
applications being used on each server. Rather than focusing 
only on trying to detect malware and prevent it from 
running, application whitelisting instead prevents all 
untrusted and unknown applications from running. This 
offers proactive, comprehensive protection against known 
and unknown threats because it ensures that only 
authorized applications are able to run on the system. As 
Gartner recently stated, “It is much more effective to apply a 
default deny application control model to server workloads 
than it is on end-user-facing endpoints. The use of 
whitelisting to control what executables are run on a server 
provides a powerful security protection strategy.” 

Section 1B: Malware Attacks on Customer Devices 

Zeus – The Banking Malware of Last Decade 

So far, this article discussed the malware breaches in a bank’s 
infrastructure. The breach also happens in customers’ devices to 
defraud the customers. Zeus is one such popular banking malware. It 
was first discovered in July 2007. It is termed as the most successful 
banking malware of the last decade. Though this is an old malware, 
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its discussion is important to understand how malwares are evolving 
to exploit the vulnerabilities of the customers’ devices. The Zeus 
malware has the following capabilities: 

– It steals everything that the user remembers on a 
computer 

– It captures any keystroke which the user enters on a 
keyboard 

– If the user uses a virtual keypad, every time she clicked the 
left mouse button, it takes a screenshot 

– It modifies website’s code before it is shown in the 
browser. It can ask other information like PIN, for example 

– It can steal the cryptographic keys, in order to digitally sign 
on behalf of the user. 

Hence, Zeus malware was capable of stealing the online banking 
credential (User ID and passwords) as it has a key logger component. 
Additionally, the screen logger component ensured that these 
credentials could be stolen even if the users are using the virtual 
keypad. The cyber criminals could misuse these stolen credentials to 
carry out fraudulent fund transfers. As the two-factor authentication 
scheme was not introduced in those years, cyber criminals were 
successful in stealing the money from the victims’ bank accounts. 
Hence, two-factor authentication was introduced in the Indian 
banking system to prevent this kind of fraudulent transfers. 

Authentication Factors 

The authentication mechanisms can be divided into the following 
three buckets: 
 
• Something the user knows (the knowledge factor) 
• Something the user possesses (the possession or ownership 

factor) 
• Something the user is (the inherence factor). 
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Two or more of these authentication factors are used for multi-
factor authentication. For example, use of a password (the 
knowledge factor) and a One Time Password (OTP) being delivered 
to a registered mobile number (the possession factor) is a multi-
factor authentication strategy. However, the use of a password and 
an answer to a security question is not a multi-factor authentication 
strategy as both methods belong to the knowledge factor. 

ZitMo and the Multi-factor Authentication in the Mobile 

The first version of ZeuS-in-the-Mobile (ZitMo) was discovered in 
September 2010. It has the ability to forward SMS messages from a 
particular number, as well as the ability to change C&C. 

Below are the steps on how the Zeus and the ZitMo are together 
used to defeat the two-factor authentication involving a password 
and an OTP: 

– Cyber criminals use PC based ZeuS to steal data to access 
online banking and mobile number 

– The victim’s mobile phone receives a text message with a 
request to install an updated security certificate, or some 
other necessary software. However, the link in the message 
will actually lead to mobile version of ZeuS 

– The attacker can use the stolen credentials to initiate 
financial transactions from the compromised account 

– Bank sends a code to the client’s mobile phone 

– ZitMo forwards this text message with the code to the 
attacker’s phone 

– Attacker uses the code to complete the transaction.  
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Definition of Strong Authentication and Mobile Banking  

The European Commission has defined strong customer 
authentication as: 

– The use of two or more of the following elements – 
categorised as knowledge, ownership and inherence 

– The elements selected must be mutually independent, i.e., 
the breach of one does not compromise the other(s) 

– At least one of the elements should be non-reusable and 
non-replicable (except for inherence) 

– Not capable of being surreptitiously stolen via the Internet 

– Protection of the confidentiality of the authentication data. 

The Reserve Bank of India has mandated this definition of strong 
authentication for all digital transactions. 

All digital transactions in India follow the above definition of strong 
authentication. Let us consider how online transactions which 
originate at mobile phones (either Internet banking originated at a 
mobile phone or the app based banking originated as the mobile 
phone) are authenticated by most of the banks. Banks mostly adopt 
a two-factor authentication strategy involving a PIN (knowledge 
factor) and an OTP, which is delivered to a registered mobile number 
(possession factor) of the customer. This strategy verbatim follows 
the definition of strong authentication. But a single point of 
compromise at the mobile device by a malware, defeats the purpose 
of using the strong authentication. Today, more sophisticated mobile 
malwares exist which combines the capability of the ZeuS and the 
ZitMo malwares. Such a malware can steal the PIN and 
subsequently, initiate the transaction from the infected device using 
the stolen PIN. The infected mobile device then receives the OTP, 
which is played back to the server by the malware resulting in a 
successful authentication. Even, device-based authentication factor 
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cannot stop such fraudulent transactions, as the victim’s own device 
is used to carry out the transactions. 

Physical Hardware Token to Authenticate Mobile-Initiated 
Transactions 

A physical hardware token which is in sync with an authentication 
server is the only fruitful authentication mechanism for the mobile-
initiated transactions. A hand-held physical token has a small screen 
to display a number (One Time Password). This token is in sync with 
the authentication server so that the server can also generate the 
same number.  

These tokens can be used for authenticating a user in a website. The 
number, as displayed in the token, is typed by the user in a website. 
The user is authenticated through typing the same number, which is 
known to the server at that time. It is common to use multi-factor 
authentication with token-based authentication. In addition to 
entering the number displayed in the token, the user is often 
required to enter a username and password (Figure 4). This proves 
that she possesses something (the token), and she knows something 
(the password). 

Sometimes, these tokens may contain a private key of the user, 
which is used to digitally sign a transaction. The server can verify the 
transaction by knowing the public key of the user.  

Based on how these tokens are connected with the system, these 
tokens can be identified as: 

• Disconnected (Figure 4) 
• Connected (Figure 5) 

– Smart card based 
– USB Based 

• Contactless (RFID, NFC) 
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Fig. 4: Disconnected Token 

 

 
Fig. 5: Connected Tokens 

 

 

Section 2: Security Vulnerabilities of Applications 

Application security encompasses measures taken to improve the 
security of an application often by finding, fixing and preventing 
security vulnerabilities.  

The methods to discover the security vulnerabilities of an application 
are listed below:  

• White box security review or code review: This is a manual 
review of the source code to find vulnerabilities  
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• Black box security audit: This is only through the use of an 
application to test it for security vulnerabilities. No source 
code is required 

• Design review: Before the code is written, a threat model of 
the application is prepared. It sometimes requires a 
specification or design document 

• Tools: There exists many automated tools, which test 
security flaws.  

 
The above techniques are applied throughout the development life 
cycle of an application software to strengthen its security. 

A list of the top-10 vulnerabilities for web applications is periodically 
published by the Open Web Application Security Project 
(OWASP) community [4]. This community also recommends the best 
security practices in the context of those vulnerabilities. The latest 
list of top application security vulnerabilities, as published in 2017, is 
presented below: 

1. SQL Injection 
2. Broken Authentication 
3. Sensitive Data Exposure 
4. XML External Entities (XXE) 
5. Insecure Direct Object References 
6. Security Misconfiguration 
7. Cross-Site Scripting (XSS) 
8. Insecure De-serialization 
9. Using Components with Known Vulnerabilities 
10. Insufficient Logging and Monitoring 

 
A detailed documentation of these vulnerabilities and security 
measures can be found in [4]. Developers and application security 
team of an organization need to read-through this very useful 
resource. 
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Section 3: Denial-of-Service Attack 

Denial-of-Service (DoS) attack aims to temporarily disable the 
services offered by the victim system or network. Legitimate Internet 
and network users would be unable to access the services being 
offered by the victim organization. There have been plenty of 
examples of banks being the victim of DoS attack.  

The attacker sends malicious and/or high volume traffic to the target 
system. The target system cannot handle this malicious/high volume 
data leading to a DoS attack. DoS attack, in general, is resource 
exhaustion attack by nature. An analogy of this can be given with the 
example of a parking space, which is fully occupied by parked 
vehicles. More vehicles are trying to come inside the parking space, 
whereas no car is vacating the space. This leads to a denial-of-
service, as the parking space is not able to cater to the new requests 
of other cars. 

Malware based DoS Attack 

A malware based DoS attack on systems running on Mac Operating 
System was reported in January 2017 [8]. The malware was 
repeatedly opening draft e-mails in the infected systems. As a 
consequence, the system’s memory was exhausted. It caused a 
system crash. In some reported instances, repeated opening of 
iTunes caused the memory exhaustion. 

SYN Flooding Attack 

A sequence of three messages are exchanged as part of a three-way 
TCP handshaking between a client and a server: 

1. The client sends a SYN packet to the server 

2. The server sends the SYN acknowledgement (SYN/ACK) 
packet to the client. Here, the server identifies the client 
based on its IP address. At this point, the server waits for 
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some time for the next response from the client. Meanwhile, 
a buffer space is allotted to handle the communication with 
this particular client 

3. The client sends another acknowledgement (ACK) packet 
back to the server to complete the TCP handshaking. 

 
In the case of SYN flooding attack, the victim server is flooded with 
huge number of SYN packets. These packets are sent to the server at 
a rate faster than the queued connection is timed out. This not only 
brings down the server, but additionally chokes the entire available 
bandwidth of the network connection. Attackers may additionally 
spoof the source IP address of the SYN packet so that the server 
sends SYN/ACK packet to a wrong address. Hence, the server does 
not receive the ACK packet back. Therefore, the buffer space 
remains occupied to handle such a spoofed SYN request for a little 
bit longer time.  

Other Flooding Attacks 

Similarly, UDP flood attack (Figure 6) and ICMP flood attack (Figure 
7) floods the target system with UDP packets and ICMP packets, 
respectively. The philosophy of attack remains the same as SYN 
flooding attack. Attack packets are sent at a rate, which is much 
higher than the target system can handle. As a result, network 
congestion takes place and the system does not respond to 
legitimate service requests.  
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Fig. 6: UDP Flood Attack 

 

 
Fig. 7: ICMP Flood Attack 
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Smurf Attack 

This is a variation of ICMP flood attack where the source IP address 
of the ICMP request is spoofed to provide victim organization’s 
network broadcast address. As a result, a huge amount of ICMP 
response traffic is generated and broadcasted to the victim’s own 
network. It causes complete collapse of the communication within 
the target network. 

The following common practices should be followed to defend 
against Smurf attack: 

• Do not forward packets directed to broadcast address 

• Ingress filtering: The source IP address of the incoming 
packets should not match with an internal IP address. 

 

Distributed Denial-of-Service (DDoS) Attack 

From the preceding discussion, it is understood that a huge volume 
of traffic, in case of a flooding attack, is generated to bring down a 
target server. It may not be possible to generate such a high volume 
traffic from a single system and Internet connection. Moreover, if 
such a high volume of traffic is generated from a single source, the 
Internet Service Provider (ISP) may sense that an attack is underway 
and may block the traffic to nullify the attack. Hence, relatively small 
amount of traffic is generated from a large number of systems 
(known as zombies or bots) which are connected with a botnet 
controller. These systems collectively generated a huge volume of 
traffic to bring down the services of any organization. The 
arrangement of DDoS attack is presented in Figure 8. 
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Fig. 8: DDoS attack 

DDoS attacks are indeed a real worry for any organization. To protect 
the infrastructure from a massive DDoS attack, an organization ties 
up with the ISP for a clean-pipe arrangement. When a DDoS attack is 
sensed, the ISP diverts the attack traffic to a separate on-demand 
cloud based infrastructure (known as scrubbing center) to analyse 
the attack packets. This diversion of traffic saves the target system. It 
can continue to offer the services to legitimate requests through a 
second Internet connection. 

Section 4: Phishing 

Phishing refers to mimicking electronic communications from a 
trustworthy or public organization with an attempt to fraudulently 
retrieve legitimate users’ confidential or sensitive credentials. 
Subsequently, these stolen credentials are used for illicit gain. Cyber 
criminals often target customers of banks as the stolen Internet 
banking user ID and password or card details can be misused for 
financial gain. Traditionally, in the context of phishing, the electronic 
communication refers to a phishing e-mail and these kinds of 
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fraudulent communications may arrive over SMS (Smishing) or voice 
calls (Vishing). 

Criminals use social engineering tricks to fool the victim. Often, the 
messages attempt to convince the victim to follow a malicious URL 
with an agenda of security upgrade, incomplete account 
information, financial incentive, false account updates, etc. There 
will be a tone of urgency in the communication, in order to hasten 
the victim to commit the mistake. 

Apart from social engineering tricks, criminals resort to various 
technical tricks to convince the victim about the genuineness of the 
communication. These technical tricks include: 

• Using legitimate trademarks, logos, and images: The 
phishing e-mail as well as the phishing website (i.e., the fake 
website that mimics the look and feel of the legitimate 
website) use the legitimate trademarks, logos, and images. 
Hence, the victim often commits mistake in identifying the 
fake e-mail and fake website 

• E-mail spoofing: If the phishing e-mail is delivered from an e-
mail ID that appears suspicious and/or personal in nature, 
the recipient of the e-mail may suspect the motive of the e-
mail. Hence, the criminal will not be able to launch the 
attack. Instead, the source e-mail ID of the phishing e-mail 
will be spoofed to provide a legitimate e-mail ID of the 
official spokesperson of the organization  

• URL hiding: The body of the phishing e-mail may not display 
the actual URL of the phishing website to hide the artifacts 
of the phishing URL. Instead, the URL can be hidden using 
various sophisticated techniques. 

Two common artifacts of a phishing website, that users may 
recognize, are: 
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• Improper URLs 
• Lack of secure HTTP connection. 

 
To hide the lack of secure HTTP connection for the phishing website, 
the criminal may resort to following deception methods: 

• Relying on the design and security flaws of the web 
browsers, the criminal may place an artificially crafted green 
lock icon at appropriate place (at the left corner of the 
address bar) 

• A self-signed certificate is used in the phishing website. The 
victim’s browser will show a warning about the legitimacy of 
the digital certificate. But, criminal attempts to exploit the 
poor understanding of the victim about the digital certificate 

• Most of the time, the criminal uses a normal HTTP website 
with a hope that a large section of prospective victims are 
ignorant of the security issues of a website. 

The phishing URL will be deceptive in nature. For example, the 
phisher can register www.commerceflow-security.com, while the 
original domain name is www.commerceflow.com. This is called a 
cousin domain attack. As another example, the phisher can register 
www.merri11lynch.com, while the original domain name is 
www.merrilllynch.com. This is known as a homograph attack.  

Similarly, a phishing attack may also be of the following forms: 

• Malware-based phishing 
• DNS-based phishing (or pharming) 
• Content-injection phishing 
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Phishing Attack Step-wise 

Phishing attack can be summarized from Figure 9: 

 

Fig. 9: Steps of a Phishing Attack 

1. A malicious payload arrives through some propagation 
vector 

2. The user takes an action that makes her vulnerable to an 
information compromise 

3. The user is prompted for confidential information, either by 
a remote website or locally by a malware 

4. The user compromises confidential information 
5. The confidential information is transmitted to the phisher 
6. The confidential information is used to impersonate the user 
7. A fraudulent party obtains illicit monetary gain. 

 

Countermeasures of a Phishing Attack 

Organizations can take certain preventive measures even before the 
phishing attack begins as listed below: 

• Preemptive domain registration targeting spoof domains 
that are likely  
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• Subscription to domain name registration monitoring 
services 

• Providing a spoof-reporting e-mail address where customers 
may forward the spoofed e-mails 

• Monitoring call volumes and the nature of questions to 
customer service. A spike in certain types of enquiries, such 
as password having been changed, can indicate a phishing 
attack 

• Monitoring anomalous account activity like unusual volumes 
of logins, password modification, transfers, withdrawals, etc. 

• Establishing “honeypots” and monitoring for e-mail 
purporting to be from the organization. 

Moreover, organizations can carry out certain preventive actions to 
cause disruption in the phishing activity at each of the above-said 
steps (Figure 9): 

Phishing e-mails can be stopped by implementation of Sender Policy 
Framework (SPF), Domain Keys Identified Mail (DKIM), and Domain-
based Message Authentication Reporting and Conformation 
(DMARC). 

A user action (towards becoming a victim) can be disrupted through: 

• Education 
• Use of personalized information in all legitimate 

communications: 
– If every mail begins with a user’s name and every mail 

educates the user about this practice 
– A text that a user has requested to be used 
– When a user creates or updates account information 

he may be allowed to enter textual and/or graphical 
information that will be used in subsequent 
personalized information 
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– Similar approach can be used for websites after a user 
enters a username, but before entering a password. 
Two-factor authentication should be used to ensure 
that the user and computer are legitimate before 
displaying personalized information. 

Transmission of confidential information can be prevented by: 

• Recommending customers to use anti-phishing toolbars. 
These toolbars use variety of technologies to determine that 
the user is on a safe site 

– Database of known phishing sites 

– Analysis of URLs on a site (displays the real domain 
name which the user is visiting) 

• Screen-based data entry 

• Mutual authentication by displaying a particular image in any 
window whose contents will authenticate the website. 

Use of compromised information can be prevented through: 

• Conventional two-factor authentication 

• Computer-based second factor authentication – In case of 
the customer using a new machine, additional security 
questions can be asked 

• Transaction analysis and confirmation using: 

– User’s IP address 
– Presence of authentication information 
– Amount of transaction 
– Destination bank account 
– Characteristics of destination bank account 
– Cross-account analysis of transactional patterns. 

Finally, delay can be introduced in certain types of money transfers 
utilizing that period to analyze the receiving account and the 
transaction. 
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Section 5: Conclusion 

Cyber security is a vast topic. This article has attempted to touch 
upon the major pain points of the information security team of a 
bank. Threats due to malware (both organizational and individual 
threats), application vulnerabilities, DoS/DDoS attacks, and phishing 
attacks have been discussed. The actions required to reasonably 
safeguard bank’s infrastructure has been discussed. A recently 
published handbook on various aspects of design and 
implementation of Cyber Security Operation Centre (CSOC) by IDRBT 
covers details about cyber security infrastructure [9].  
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1. Abstract 

Security protocols are essential for establishing trust in electronic 
transactions over open networks. Currently used languages and 
logics for protocol specifications do not facilitate/force the designer 
to make explicit goals, intentional assumptions or record the 
preceding history across interactions among the stakeholders. This 
has resulted in gaps in specifications, which in turn have led to 
problems such as: (i) inefficient/non-optimal protocol designs, (ii) 
incompatible theoretical attacks discovered by analysers due to 
different threat models and (iii) faulty or insecure implementations 
due to insufficient inputs for the implementer. 
 
In this paper, we (i) demonstrate the problems due to incomplete 
protocol specifications with a classic example from the literature, 
and (ii) present several principles from the literature on designing 
secure distributed transactions. 
 

2. Introduction 

There has been a tremendous increase in the development and use 
of networked and distributed systems in the past three decades. For 
fully realizing the benefits offered by these systems, it is important 
to provide necessary functionality to the user while efficiently 
utilizing the resources. Security protocols are small programs that 
aim at securing communications over a public network like the 
Internet. Authentication protocols are a class of security protocols 
that are concerned with authenticity and confidentiality properties 
and aimed at establishing communication channels that protect the 
integrity and secrecy of the data sent between the intended protocol 
participants. Other examples of security protocols include protocols 
for e-commerce and for electronic voting. The task of designing 
cryptographic protocols is made particularly challenging by the scale 
and complexity of modern distributed architectures and the number 
of security properties that have to be simultaneously fulfilled. 
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In the literature on security protocol design and analysis, protocols 
are commonly described using an informal notation that only gives 
an intended trace involving the honest principals. These protocol 
descriptions/narrations often leave many properties of a protocol 
unspecified. In particular, there is no way to determine the initial 
conditions or assumptions about shared information, nor can we see 
under what conditions the principals will respond to messages. 

Designing cryptographic protocols is extremely complicated and 
error-prone. The Needham-Schroeder symmetric key protocol was 
published in 1978 [1] and became the basis for many similar 
protocols in later years. In 1981, Denning and Sacco demonstrated 
that the protocol was flawed and proposed an alternative protocol 
[2]. In 1994, Abadi demonstrated that the public key protocol of 
Denning and Sacco was flawed [3]. Seventeen years after its 
publication, Lowe [4] demonstrated an attack on the Needham-
Schroeder public key protocol and also proposed a change to the 
protocol that prevents the attack. 

In the intervening years, a whole host of protocols have been 
specified and found to be insufficient. Considering the increasing 
complexity of networks and their dependence on security protocols, 
a high level of assurance is needed in the correctness of such 
protocols. The development of methods for describing and analysing 
security protocols started in the early 1980s [5], [6], [7], [8], [9], [10], 
[11]. The seminal work of Meadows [12] and Lowe [13] showed that 
it was feasible for automatic tools to find attacks on security 
protocols that had gone unnoticed for years. While some of these 
tools rely on formalisms specially tailored for this task (e.g., [14], 
[15], [16]), some others are based on temporal logics, process 
algebras such as CSP and the Pi calculus, and other standard 
formalisms, sometimes in the context of various theorem-proving 
and model-checking tools (e.g., [17], [18], [19], [20], [21], [22], [23], 
[24], [25], [26], [27], [28], [29], [30]). The security properties that 
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these tools can verify include confidentiality and various forms of 
authentication. 

Overall, the use of these formal methods has increased our 
confidence in some protocols. It has also resulted in the discovery of 
many protocol limitations and flaws, and in a better understanding 
of how to design secure protocols. Some general principles for 
guiding the creation and understanding of protocols are proposed in 
[3], [31], [32], [33], [34]. Such principles serve to simplify protocols 
and to avoid many mistakes. They also serve to simplify informal 
reasoning about protocols and their formal analysis [21], [35]. 

However, despite all these advances in the specification, modelling 
and analysis of security protocols, carefully designed de facto 
standards like SSL [36] and PKCS [37], and even widely deployed 
products such as Kerberos [38] and EMV [39], [40] are beginning to 
show vulnerabilities. 

One of the main challenges in security protocol design has been to 
arrive at a clean specification that captures the intent and the 
necessary information that will enable local decisions satisfying the 
principles advocated by Abadi and Needham to ensure best possible 
protection. 
 

3. Challenges in Securing Multiparty Transactions 
 
3.1. The Needham-Schroeder Protocol (NS) 

Simplified version of the Needham-Schroeder protocol (NS) defined 
in 1978, assuming that each principal has cached public keys of all 
other principals, is as below: 

1. A → B : {Na, A}Kb 
2. B → A : {Na, Nb}Ka 
3. A → B : {Nb}Kb 

The above specification is intended to convey the following: 
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• Principal A wishes to communicate with principal B. A 
creates a fresh nonce Na, encrypts the nonce together with 
his identity with the public key of B (Kb), and sends it (m1 = 
{Na, A}Kb) to B 

• Upon receiving m1, B decrypts the message with his private 
key (Kb’), and understands (by looking at the identity in m1) 
that A wishes to have a session with him. B then creates a 
fresh nonce Nb, encrypts A’s nonce (obtained from m1) 
together with his nonce with the public key of A (Ka), and 
sends it (m2 = {Na, Nb}Ka) to A 

• Upon receiving m2, A decrypts the message with her private 
key (Ka’), and understands this as B’s reply to her request 
(due to the presence of Na). At this stage, A is convinced that 
the principal at the other end is B, because only B could have 
decrypted m1 and no other message contains Na. A then 
encrypts B’s nonce (obtained from m2) with the public key of 
B and sends it (m3 = {Nb}Kb) to B 

• Finally, B receives m3, decrypts it and verifies the content to 
be his nonce, and is convinced that the principal at the other 
end is indeed A, because m2 could only have been decrypted 
by A to know Nb. 

3.2. Lowe’s Attack on NS and a Fix 

Several extensions of NS were deployed for practical usage over the 
internet. However, 17 years after the protocol is published, in 1995, 
Lowe discovered an “attack” [4] on the Needham-Schroeder public 
key protocol. The attack is an interleaving of two runs of the 
protocol. In one run, A initiates a session with C. Instead of following 
the protocol normally, C initiates a session (another protocol run) 
with B with the objective of making B believe that he is having a 
session with A and succeeds. We present Lowe’s attack below, 
where C(A) denotes C impersonating as A. 
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1.1 A → C: {Na, A}Kc 

2.1C(A) → B: {Na, A}Kb 

2.2 B → C(A): {Na, Nb}Ka 

1.2 C → A: {Na, Nb}Ka 

1.3 A → C: {Nb}Kc 

2.3 C(A) → B: {Nb}Kb 

In the same paper, Lowe also suggested a fix to the problem for 
preventing the attack. Lowe’s fix was to replace step 2 in the 
protocol, 2: B → A: {Na, Nb}Ka, with 2′: B → A: {Na, Nb, B}Ka. In the 
modified protocol, the attack depicted above is no longer possible 
because, if C forwards B’s reply (2.2) to A, then upon decrypting it A 
would understand that this message is coming from B while she is 
expecting a reply from C. So, A would suspect foul play by C and 
would not reply back and might not have further communications 
with C. Lowe conjectured that the modified protocol is free from 
attacks, and indeed no formal analysis tool to-date has been able to 
find an attack on it. 

3.3. Perspective on Lowe’s Attack 

First, note that, in Lowe’s attack, it is principal B that is being 
attacked. Lowe’s attack was possible because, B, upon receiving 
message 2.1, had no way to deduce that it was indeed meant for 
him. Observing the information content of the message, because A’s 
identity and Kb are both public information, anyone could have 
prepared the message. Note that, Lowe’s fix does not address this 
concern, but, avoids attacks by preventing A from replying if 
message 2 received is not from the expected principal. We argue 
that, from B’s perspective (which is the affected party in the attack), 
lack of response (message 3) from A does not provide him any 
information about an attempted attack, because, lack of response 
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could happen due to a variety of failures including connection 
problems and loss of packets in transmission. 

4. Principles for Designing Secure Transactions 

To assist secure protocol design, several researchers have put forth 
guiding principles from their own experiences. We now present 
some of the most prominent principles. 

4.1. Principle of Full Information 

In [34], Woo and Lam propose the Principle of Full Information, 
which says that: 

Authentication protocols should be designed in such a way 
that its participants include, in every outgoing encrypted 
message, all of the information they have gathered so far in 
the authentication exchange. 

Further, they note that strict adherence to this principle could have 
eliminated many of the flaws in published protocols including their 
own protocol. 

4.2. Canonical Intensional Specification 
 

In [41], Roscoe observes that attacks generally result not from the 
overall protocol runs proceeding as intended, but from various 
nodes believing that a run has been completed when it has not. 
Based on this observation, they define Canonical Intensional 
Specifications as: 

No participant can believe a protocol run has completed 
unless a correct series of messages has occurred (consistent 
as to all the various parameters) up to and including the last 
message, the given participant communicates. 
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4.3. Abadi and Needham’s Principles 

In [3], Abadi and Needham present several principles for designing 
cryptographic protocols. 

Principle 1 

Every message should say what it means: the interpretation 
of the message should depend only on its content. It should 
be possible to write down a straightforward English sentence 
describing the content-though if there is a suitable 
formalism available that is good too. 

Principle 2 

The conditions for a message to be acted upon should be 
clearly set out so that someone reviewing a design may see 
whether they are acceptable or not. 

Principle 3 

If the identity of a principal is essential to the meaning of a 
message, it is prudent to mention the principal’s name 
explicitly in the message. 

Principle 4 

Be clear as to why encryption is being done. Encryption is 
not wholly cheap, and not asking precisely why it is being 
done, can lead to redundancy. Encryption is not synonymous 
with security, and its improper use can lead to errors. 

Principle 5 

When a principal signs material that has already been 
encrypted, it should not be inferred that the principal knows 
the content of the message. On the other hand, it is proper 
to infer that the principal that signs a message and then 
encrypts it for privacy, knows the content of the message. 
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Principle 6 

Be clear on what properties you are assuming about nonces 
(random numbers for one-time use). What may do for 
ensuring temporal succession may not do for ensuring 
association – and perhaps association is best-established by 
other means. 

Principle 7 

The use of a predictable quantity (such as the value of a 
counter) can serve in guaranteeing newness, through a 
challenge response exchange. But if a predictable quantity is 
to be effective, it should be protected so that an intruder 
cannot simulate a challenge and later replay a response. 

Principle 8 

If timestamps are used as freshness guarantees by reference 
to absolute time, then the difference between local clocks at 
various machines must be much less than the allowable age 
of a message deemed to be valid. Furthermore, the time 
maintenance mechanism everywhere becomes part of the 
trusted computing base. 

Principle 9 

A key may have been used recently, for example, to encrypt 
a nonce, yet be quite old, and possibly compromised. Recent 
use does not make the key look any better than it would 
otherwise. 

Principle 10 

If an encoding is used to present the meaning of a message, 
then it should be possible to tell which encoding is being 
used. In the common case where the encoding is protocol 
dependent, it should be possible to deduce that the message 
belongs to this protocol, and in fact to a particular run of the 
protocol, and to know its number in the protocol. 
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Principle 11 

The protocol designer should know which trust relations his 
protocol depends on, and why the dependence is necessary. 
The reasons for particular trust relations being acceptable 
should be explicit though they will be founded on judgement 
and policy rather than on logic. 

4.4. Abadi’s Principles 

In [42], Abadi notes that the informal description of a protocol as a 
sequence of messages is incomplete and needs to be complemented 
with explanations of other forms. 

Protocol narrations must provide the following explanations: 

• A specification should say which pieces of data are known to 
principals in advance and which are freshly generated 

• A specification should say how principals check the messages 
they receive, before responding to them 

• A specification should make explicit any permissible 
concurrency in message emissions 

• A complete specification should not rely on unclear, implicit 
conventions about concurrency and roles. 

Common themes in protocol properties: 

• The participants in security protocols do not operate in a 
closed world, but in communication with other principals. 
Some of those principals may be hostile, and even the 
participants may not be fully trusted. Thus, interaction with 
an uncertain environment is crucial 

• Security properties are relative to the resources of attackers. 
Moreover, it is common to attempt to guarantee some 
properties even if the attackers can accomplish complex 
computations. It is also common to assume that an attacker 
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can interpose a computer in all communication paths. A 
good protocol design will minimize the effect of such events 

• It is common to separate essential security properties from 
other properties such as functional correctness and 
performance. 

Authentication can serve both for assigning responsibility and for 
giving credit. An “authenticated” message M from a principal A to a 
principal B may be used in at least two distinct ways: (i) B may 
believe that the message M is being supported by A’s authority, and 
(ii) B may attribute credit for the message M to A. An authentication 
protocol must state whether it is intended to establish responsibility, 
credit, or both. 

Protocol Boundaries 
 
Often, the specification of a protocol and its verification focusses on 
the core of the protocol and neglects its boundaries. However, these 
boundaries are far from trivial; making them explicit and analysing 
them is an important part of understanding the protocol in context. 
These boundaries include: 

• Interfaces and rules for proper use of the protocol 

• Interfaces and assumptions for auxiliary functions and 
participants, such as cryptographic algorithms and network 
services 

• Traversals of machine and network boundaries 

• Preliminary protocol negotiations 

• Error handling. 

4.5. Principles for Evidence 

Murdoch and Anderson [43] propose principles for designing 
systems to produce robust evidence. 
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Principle 1 [Retention and disclosure] 

Protocols designed for evidence should allow all protocol 
data and the keys needed to authenticate them to be 
publicly disclosed, together with full documentation and a 
chain of custody. 

Principle 2 [Test and debug evidential functionality] 

When a protocol is designed for use in evidence, the 
designers should also specify, test and debug the procedures 
to be followed by police officers, defence lawyers and expert 
witnesses. 

Principle 3 [Open description of TCB] 

Systems designed to produce evidence must have an open 
specification, including a concept of operations, a threat 
model, a security policy, a reference implementation and 
protection profiles for the evaluation of other 
implementations. 

Principle 4 [Failure-evidentness] 

Transaction systems designed to produce evidence must be 
failure-evident. Thus, they must not be designed so that any 
defeat of the system entails the defeat of the evidence 
mechanism. 

Principle 5 [Governance of forensic procedures] 

The forensic procedures for investigating disputed 
transactions must be repeatable and be reviewed regularly 
by independent experts. They must have access to all 
security breach notifications and vulnerability disclosures. 
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5. Conclusions 

In this article, we have illustrated: (i) the challenges for specifying 
and verifying security of transactions, particularly when multiple 
parties are involved, and (ii) several principles for secure transaction 
design. To address these challenges, there is a need for a protocol 
specification language that makes explicit the intent of the designer. 
Further, such a language must adhere to the design principles and 
guidelines proposed in the literature. A formal specification language 
with these virtues will be of benefit to the designers, analysers and 
the implementers. 
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1. Abstract 
The central objective of Mobile Security is to minimize the risks that 
a mobile phone user encounters and ensure that mobile service 
providers are trustworthy. Mobile phone provides customized 
services, alerts, location and context based services in real-time. 
Hence, the protection of user’s identity, personal data, transaction 
secrecy and fulfilling quality of service requirements of users have 
become the paramount responsibilities of its various stakeholders 
such as Mobile Device Manufacturers (OEM), Mobile Network 
Operators (MNO), Software Developers, Service Providers, 
Regulators and Facilitating Entities. Here, we briefly discuss security 
goals, mobile security vulnerabilities and standards. Mobile security 
is classified into Device Level, Communication Level and Service Level 
security and we present the security vulnerabilities in each level along 
with their control measures. We discuss the importance and 
applicability of lightweight cryptography protocols, which are not 
only suitable for mobile devices but for various connected sensors, 
wearable and Internet of Things (IoT) devices in order to provide 
efficient security services with low latency and minimal energy 
utilization. We highlight the requirements and approaches of Mobile 
Application Security Testing and Mobile Forensics. Some useful 
security tips for users on mobile security are also provided.  

2. Introduction 
In this section, we present the significance, role of various 
stakeholders, threats, vulnerabilities and control measures of Mobile 
Security.   

2.1 Mobile Risks, Threats and Vulnerabilities  

Every mobile phone user has serious concerns about the safety of the 
device, privacy of data and security of transactions as it may contain 
sensitive data of personal and private use, critical data of transactions 
and professional requirements, usage and liking patterns, etc. Mobile 
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phones like computers have become the target of attackers and a 
source of new risks for organizations due to their direct connectivity 
with backend servers.  

Threats arise due to existence of exploitable vulnerabilities in an entity 
or system. Identification of the mobile security vulnerabilities is 
necessary to plug and insulate them from the attackers. Hackers 
intend to exploit the vulnerabilities to gain access into user’s mobile 
phone to do mischievous activities such as stealing, modifying and 
deleting data; injecting malware and running scripts to make it 
unusable; identity theft to impersonate as owner of the mobile phone;  
limiting access, blocking availability and disrupting services; draining 
the battery, damaging the device, using it as launch pad to spread 
viruses and carry out targeted attacks; manipulate the mobile device 
to communicate and send commands to make phone calls; record 
conversations between the user and others, etc. 

Attackers try to exploit weaknesses related to mobile phones that can 
come from – (i) channels of communication like Short Message 
Service (SMS), Multimedia Messaging Service (MMS), USSD, Wi-Fi 
networks, Bluetooth and GSM, (ii) software vulnerabilities present in 
mobile web browser, operating system, applications and APIs, (iii) 
mobile interfaces such as USB, keypad, camera, biometric plug-ins, 
micro-SD card, etc. and attack in the form of viruses and spyware, etc. 
Mobile Security Threats may originate from:  

(a) Rogue malicious applications – Impersonates mobile application 
or compromises the code of a genuine app and inject malicious 
software into the app 

(b) SMS Phishing/Spoofing – “Smishing” impersonates a text 
message (SMS) to obtain customer information. SMS 
Eavesdropping – intercepting and stealing information from text 
messages 

(c) Mobile-Enabled Web Application Vulnerabilities – Mobile-
enabled websites are subject to the same vulnerabilities as a 
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standard website, including Cross-site Scripting (XSS), SQL 
injections, malicious software, and URL redirects 

(d) Unauthorized Mobile Applications – Mobile applications that are 
not authorized by the manufacturer/bank or listed out in a mobile 
application store pose higher risk to the institution 

(e) Device Rooting/Jailbreaking – Removing or bypassing 
manufacturer controls to gain root access to the device, providing 
additional access to the device’s operating system and files, 
which increases risk  

(f) Plain-text Data Storage – Storing data on the mobile device 
(including usernames, passwords, account numbers, purchases, 
location information, etc.) in plaintext, e.g. without utilizing 
encryption 

(g) Insecure Application Development – Since mobile applications 
reside or operate over numerous levels of telcos, 
networks(2G/3G/4G/Wi-Fi), operating systems, device types, and 
app stores, this decentralized mobile ecosystems can lead to 
different vulnerabilities that require patches and updates at 
different levels, increasing risk to the institution and the user 

(h) Lost/Stolen Device – A mobile device is much easier to be lost or 
have been stolen than a desktop (or even a laptop) 

(i) Unauthorized payments/transfers – Theft or unauthorized 
access can lead to payments or transactions being performed by 
unauthorized individuals 

(j) Wireless Eavesdropping – Mobile payment information may be 
intercepted between the device and the Point-of-Sale terminal if 
proper encryption is not implemented 

(k) Identify Theft – Unauthorized access to mobile services may lead 
to stealing customer or transaction information, which may, in 
turn, lead to identity theft 
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(l) Fake Accounts – Using stolen identity information one can create 
fake accounts on stolen devices.   

2.2 Stakeholders, Roles & Responsibilities 

There are several stakeholders or entities who are responsible for 
enabling mobile services in a safe, secure and reliable manner. They 
are classified into three categories – demand side, supply side and 
facilitation side entities. Examples of entities are – (a) On the demand 
side are citizens, merchants and customers who form the largest pool; 
(b) On the supply side are those who provide the mobile services such 
as Banks, Telcos, Govt. Bodies, Social media sites, cloud service 
providers, etc.; (c) On the facilitation side are the Regulators (RBI for 
Banks, TRAI for Telcos), Standardization Bodies (MPFI, COAI, IAMAI, 
STQC, NIST), Payment Service Providers, Service Aggregators, 
Hardware Manufacturers (Mobile Device OEM, SIM card 
manufactures, NFC Device manufactures, Network Equipment and 
Access point manufacturers, etc.), Software Developers (Mobile 
Operating Systems, Mobile Application Developers, Mobile browser 
providers, etc.), Government Bodies, NGOs, Academia and Industries, 
etc. Each of these entities should act as per their roles and 
responsibilities to fulfil the specific security properties of mobile 
security. 

2.3 Security Properties   

The security goals or security properties that need to be fulfilled by 
entities as per the requirements and scope of mobile services are 
presented in the table below along with the enabling techniques to 
achieve them: 
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 Security 
Property 

Meaning Enabling 
Techniques 

Confidentiality Property that ensures 
that critical or 
transaction information 
remains a secret and 
cannot be known or 
viewed by unauthorized 
persons. 

Hiding and Coding,  
Encryption & 
Decryption 

Integrity Property that ensures 
that the original 
message or information 
remains intact without 
any modification, 
tampering or alteration 
at stored or 
transmission state.  

Hash Function,  
Error Correcting,  
Permission Control, 
Encryption/Decryp
tion 

Availability Property that ensures 
that services or 
resources are made 
available for access 
from anywhere and 
anytime.  

Security Policy and  
Filtering Non-
disruptions.  

Authentication Property that ensures 
that the claiming entity 
is verified as pre-
registered original 
entity.  

User, Mobile 
Device, Mobile 
Application and 
Mobile Transaction 
are to be verified.  
User is verified by 
three factors: 
Knowledge (like 
PIN), Possession 
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(like mobile phone 
or card) and 
intrinsic property 
(as biometrics). 

Authorization Property that ensures 
that an authenticated 
entity uses only the 
privileged resources 
and is stopped access 
from using any other 
unauthorized resources.  

Permission Control 
and Monitoring 
state and 
movement of the 
entity.  

Non-
repudiation 

Property that ensures 
that no one should be 
able to claim that the 
transaction on his/her 
behalf was made 
without their 
knowledge. 

Digital certificates 
& Digital 
signatures. 

Access Control Property that ensures 
that genuine entity is 
not denied access to a 
privileged service and 
unauthorized or 
impersonating entity is 
not allowed any access. 

Access Control 
Models (DAC, 
MAC, RBAC, Fine 
Grained AC, etc.), 
Firewalls, Intrusion 
Detection Systems 
(IDS), De-
materialized Zone 
(DMZ). 

Traceability Property that ensures 
that the original path 
traversed for the 
completion of a 
transaction is traceable 

Tracing the source, 
destination and 
intermediate 
nodes of the path 
by position, time 
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and is identified as 
genuine.  

and status logs as 
proof of evidence.  

Accountability Property that ensures 
that the entity is 
responsible for the 
actions that it has 
performed as per the 
rules and its role.    

Monitoring the 
actions, verifying 
compliance to 
Security Policy and 
Periodic Audit.  

Trust Property that ensures 
that the participating 
entity is trustworthy. 
Entity’s past actions and 
traits as making less 
errors, less failures, 
timely completion, 
others opinion, etc., 
count in 
trustworthiness.  

Statistical Analysis 
on adherence and 
violation of rules in 
free and forced 
conditions. 
Validation of 
Relations and 
Inheritance.  

Reliability Property that ensures 
that an entity (path, 
service, system, user) is 
reliable. It depends on 
consistent performance 
and assurance.   

Trust Level and 
Behaviour Analysis, 
Transparency, 
Scenario and Stress 
Testing. 

 
2.4 Quality of Security Service (QoSS) 

The Quality of Service (QoS) of Mobile Services need to be fulfilled by 
providers and stakeholders as demanded by users. These are 
prescribed and measured based on various parameters such as ability 
to provide priority services, meeting scalability demands, multi-lingual 
translation, text-to-voice and voice-to-text conversion, speedy 
response time, transmission delay, low latency, signal-to-noise 
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ratio, packet loss, bandwidth, throughput, availability, jitter, resource 
reservation, alternative routes to avoid network congestion, migration 
to improved technologies, customized user interface, easy navigation, 
choice of channel selection, no call drops, no crosstalk, no echo, no 
interrupts, no delay, delivery of relevant content and timely alerts,  
subscriber satisfaction level, etc.    

Examples of Quality of Security Services (QoSS) parameters are secure 
storage, secure communication, privacy preservation, no denial of 
service, resilient to intermediary attack and side channel attacks, 
strength of security protocol, time to break, secure standard version, 
multi-factor authentication, types of biometric authentication,  secure 
coding level, vulnerability level, attack graph index, etc. 

2.5 Classification of Mobile Security 

Mobile Security threats may be classified into the following three 
categories – (a) Mobile Device based Threats, which includes 
hardware, operating systems, database and interfaces, (b) Mobile 
Communication based Threats which includes long range and short 
range wireless communication channels and (c) Mobile Service based 
Threats which includes Mobile Applications, APIs, Mobile Web 
Browser. Each of these are explained in separate sections, so that 
proper steps are taken by the respective entities as manufactures, 
developers and providers to overcome various emerging mobile 
security threats.  

2.6 Mobile Security Standards 

(a) There are several International and National Bodies, which 
have prescribed various guidelines, and Standards pertaining 
to specific aspects of Mobile Security such as Device, 
Communication, Application Development, OS, Database, 
User Interface, Network Equipment, Device Interfaces, Data 
Privacy, etc. Popular among these are by OWASP, NIST, ISO, 
IEEE, ITU, EMV, PCI, NFC Forum, MTC, CERT-in, RBI, TRAI, 
STQC, MPFI, etc.  For example, Open Web Application Security 
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Project (OWASP) specifies the top-10 mobile risks observed 
worldwide and its Mobile Application Security Verification 
Standard prescribes the framework of security requirements 
needed to design, develop and test secure mobile apps on iOS 
and Android mobile applications. ISO 12812 Technical 
Specifications addresses the interoperable and secure 
systems for the provision, operation and management of 
Mobile Financial Services (MFS). The standard covers security 
requirement of the whole ecosystem of DFS. This standard, if 
read in conviction with NIST 1800-4B Mobile Device Security, 
approach, architecture and security characteristic, provides 
the complete methodology, consisting of requirements (ISO-
12812-2) supported by security assessment and evaluation of 
mobile devices. It provides security and data protection for 
mobile financial services and is intended to assist MFS 
developers and MFS providers (MFSPs) to evaluate and select 
security mechanisms for an MFS to be managed according to 
a pre-established security policy. It is also important for users 
of MFS to understand how security requirements and 
considerations come into play in the mobile environment.  

2.7 Control Measures of Mobile Security 

Proper control measures should be adopted to minimize mobile 
security threats and prevent them from attackers and hackers. 
Different control measures of security are being developed and 
applied to mobile devices – from security in different layers of 
software to the dissemination of information to end users. There are 
good practices, which are to be observed at all levels, from design to 
use, through the development of operating systems, software layers, 
and downloading of apps. Security mechanisms vary as all do not act 
at the same level, and they range from the management of security by 
the operating system to the user. The Control Measures for mobile 
services security are classified into three categories – (A) Generic, (B) 
User-specific and (C) Technology-oriented. 
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A. Generic Measures:  Generic measures to control mobile security 
threats and risks are regulation, business and social-oriented, 
which are as follows:  

i. Follow Regulatory Guidelines, Security Policy and Standards of 
Security. For example, IT Act 2000 & 2008   

ii. Impose Business Conditions. For example, limiting transaction 
amount for mobile payment through unencrypted channels 
such as SMS or USSD like Rs.5000/- 

iii. Follow Social Practices. For example, delivering content in 
native language of a user in a region, and use of proper 
symbols to avoid exposure risk.    

B. User Specific Measures: User Awareness is the main pillar of 
mobile security. Users knowledge about precautions of mobile 
security should be periodically updated.  If users are careful, many 
attacks can be avoided, especially phishing and application 
permissions on a device. Some useful mobile security measures, a 
mobile user should follow are given in Section 6.    

C. Technology Oriented Measures: For end-to-end mobile security, 
(i) security goals mentioned earlier in Section 1.3 need to be 
fulfilled across each layer (Physical, Data Link, Network, Transport, 
Session, Presentation, Application) of the Open System 
Interconnection (OSI) Model of communication; (ii) Surveillance of 
Network Systems and real time monitoring of communication 
traffic through Intrusion Detection Systems and Firewalls should 
be in place and Antivirus solutions with periodic updates need to 
be deployed; (iii) Secure coding practices need to be followed by 
developers; (iv) Security Testing of mobile application need to be 
done and valid certificate of security clearance be obtained from 
authorized testing body before deployment; (v) Periodic Security 
audit of entities and systems should be conducted by recognized 
entities; (vi) mobile operating systems (OS) must establish the 
protocols for introducing external applications and data without 
introducing risk through sandboxing, light weight cryptography, 
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fine grained access control, etc.; (vii) Mobile App Store Owners 
and Providers must ensure that their mobile apps for public use 
are compliant to mobile security standards such as OWASP, 
otherwise it degrades trust. 

  
2.8 Light Weight Cryptography 

Cryptology deals with cryptography and cryptanalysis. Cryptography is 
the process of making and using codes to mask information for 
securing it from unauthorized users during its life cycle (creation, 
storage, transmission, modification, destruction).  It provides various 
techniques for Key Generation, Encryption, Decryption, Hashing, 
Signing, etc., useful for information security as listed in the table 
below.  Cryptanalysis is the process of obtaining the original message 
(called plaintext) from an encrypted message (called ciphertext) 
without knowing the algorithms and keys used to perform the 
encryption. It provides techniques of identification of security 
vulnerabilities and test the strength of cryptography protocols.  

As mobile phones have energy constraints and user requires several 
services with quick response in real-time without compromising on 
security level, lightweight cryptography is the most suitable one. Here, 
we briefly discuss some lightweight Cryptography Protocols, which 
would be very useful to mobile, wearable and IoT devices. 
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(A) ECC: Elliptic Curve Cryptography (ECC) is a public key 
cryptosystem that relies on the believed difficulty of the elliptic curve 
discrete logarithm for its security. It was first suggested in 1985 by       
N. Koblitz and V. Miller and is accepted as an alternative to 
cryptosystems such as RSA and ElGamal over finite fields. Its security 
comes from the elliptic curve logarithm, which is the Discrete 
Logarithm Problem (DLP) in a group defined by points on an elliptic 
curve over a finite field. This results in a dramatic decrease in key size 
needed to achieve the same level of security offered in conventional 
Public Key Cryptosystem (PKC) schemes, which can be observed from 
the Table 1 above. ECC has the highest strength-per-bit compared to 
other public key cryptosystems. Small key sizes translate into savings 
in bandwidth, memory and processing power, which makes ECC the 
obvious choice for mobile, wearable and low-end devices. 

Classification of  
Cryptography Techniques 

Comparision in Key Sizes (Bits) 
of Different Algorithms 

Providing Similar Security 
Levels 

 

Symmetri
c Cipher 
Key Size 

ECC 
Key 
size 

RSA 
Key 
Size 

56 112 512 

80 160 1024 

112 224 2048 

128 256 3072 

192 384 7680 

256 512 15360 
 

 Table 1: Public Key Cryptosystem (PKC) 
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(B) GRAIN: Grain is a bit-oriented synchronous stream cipher where 
the keystream is generated independently from the plaintext. It has 
three main building blocks, namely Linear Feedback Shift Register 
(LFSR), Non-Linear Feedback Shift Register (NFSR) and output function 
h(x). Both shift registers LSFR and NFSR are 80 bits in size. Grain is 
designed to be very small in hardware, using as few gates as possible 
while maintaining high security. The cipher is intended to be used in 
environments where gate count, power consumption and memory 
needs to be very small. 

(C) SIMON: It has been proposed in June 2013 by NSA to meet the 
growing need for flexible and efficient lightweight cryptography as 
algorithms like PRESENT lack flexibility. Earlier, block ciphers had fixed 
block size and one or almost two key sizes, whereas SIMON supports 
block sizes of 32,48,64,96 and 128 and key sizes up to three for each 
block size. It uses non-linear function, which is composed of two 
rotations and a bit-wise requiring minimal hardware. 

(D) PHOTON: It is a lightweight hash-function family, available in 
different flavours and suitable for extremely constrained devices such 
as passive RFID tags. It uses a sponge-like construction as domain 
extension algorithm and an AES-like primitive as internal unkeyed 
permutation resulting in the most compact hash function. The speed 
achieved by PHOTON also compares quite favourably to its 
competitors as one can derive tight AES-like bounds on the number of 
active S-boxes., lowering drastically the area required. It extends the 
sponge framework in order to overcome interesting trade-off 
between speed and pre-image security for small messages, the 
classical use-case in hardware. 

(E) SPECK: It is a lightweight block cipher designed to provide 
excellent performance in both software and hardware. It is optimized 
for performance on microcontrollers. It supports block sizes of 32, 48, 
64, 96, and 128 bits with up to three key sizes to get along with each 
block size. A SPECK64/128 could be used if one does not require a full 
128-bit cipher.  
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(F) DESL: Data Encryption Standard Lightweight (DESL) is based on 
DES.  It is a block cipher, which is strong, compact and efficient. Due to 
its low area constraints, it is especially suited for Radio Frequency 
Identification (RFID) devices. Unlike DES, it uses a single S-box, which 
is repeated eight times, thereby it considerably decreases chip size 
requirements. The S-box has been highly optimized in such a way that 
DESL resists common attacks, i.e., linear and differential cryptanalysis, 
and the Davies-Murphy-attack. Therefore, DESL achieves a security 
level, which is appropriate for many applications. Further, a 
lightweight implementation of DESL requires 45% less chip size and 
86% less clock cycles than the best AES implementations with regard 
to RFID applications. 

 

2.9 QR Code, OTP, Biometrics, m-PKI 

QR Code: Quick Response Code (QR Code) is a two-
dimensional barcode, which is machine-readable and contains short 
information in an optical label. A QR code uses four standardized 
encoding modes namely, numeric, alphanumeric, byte/binary, 
and kanji to store data efficiently; extensions may also be used. Due to 
its fast readability and greater storage capacity compared to barcodes, 
it has gained popularity in a variety of applications including scanning 
through mobile phones for payments, product tracking, item 
identification, visiting card, time tracking, document management, 
hashtag for website, e-mail link, etc. A QR code consists of black 
squares arranged in a square grid on a white background, which can 
be read by an imaging device such as a camera, and processed 
using Reed–Solomon error correction until the image can be 
appropriately interpreted. The required data is then extracted from 
patterns that are present in both horizontal and vertical components 
of the image. Users and merchants can generate QR Code for any 
mode of mobile payment as IMPS, NEFT, AEPS, UPI and display for 
receiving funds or payments using Bharat QR Code standard of NPCI.  
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CAPTCHA: A CAPTCHA (Completely Automated Public Turing test to 
tell Computers and Humans Apart) is a type of challenge response test 
to know whether the remote user is a human being or machine. 
CAPTCHA codes are assumed difficult for machines to read. For 
example, it can be obscured sequence of letters or digits of a distorted 
image that appear on the mobile screen, which the user identifies and 
types the letters. Arithmetic and color puzzles and games are also 
being used as CAPTCHA.  

Biometrics: As smart mobile phones have various sensors embedded, 
the use of various types of biometrics for user authentication such as 
voice, fingerprint, iris, keying pattern, etc., are becoming popular.  

OTP: One Time Password (OTP) is a short key generated and used for 
dynamic authentication of the user and mobile device. Its use in banks 
has greatly reduced frauds in Internet and Mobile Banking.  

M-PKI: Mobile Public Key Infrastructure system provides digital 
certificate and key pairs to a user on his/her mobile phone. A user has 
his/her private and public keys stored on a tamper-resistant secure 
element embedded in the mobile phone, which are used for 
encryption/decryption and for digitally signing a message or dialogue. 
It is useful for ensuring mobile security in terms of confidentiality and 
non-repudiation. It is recommended to use  ECC ( ECDSA, ECIES, ECDH) 
in place of RSA on mobile devices for better efficiency and battery 
power saving.   

 
2.10 Formal Mobile Security Protocols 

Mobile Security Protocols, developed by researchers, such as user 
authentication, key establishment and traceability may be formalized 
and written using BAN Logic. It is suggested that such formal models 
of security protocols are verified by security testing tools such as 
AVISPA and Syther. 
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3. Mobile Device Level Security 

A mobile phone is an integration of content, container, computing, 
communication and coordination. Mobile Device consists of 
hardware, software and interfaces. From a system’s perceptive, it has 
following five sections : (1) Input Section – key board, touch screen, 
scrolling, swiping, switch, buttons, interface ports as USB, Micro SD 
card and SIM, Biometric, NFC, camera, mike, sensors, etc., (2) 
Processing Section – Microprocessor, Memory, Storage, IC Card, 
Operating System, Services, Application Programming Interfaces, etc., 
(3) Power Section – Battery, Charging, Wiring, Power Supply, Voltage 
controller, etc., (4) Communication Section – Transmission and 
Reception Antennas, Analog and Digital Signal Converters, 
Modulators, Channel Tuners, Multiplexers, Streamers, etc., and (5) 
Output Section – Visual Screen Monitor, Audio speaker, Status 
(Position, Time, Signal Strength), USB connectors, etc.  

Every unit of the mobile device can be a source of threat and target 
for attack. Hence, the responsibility of protecting the device, securing 
information and preserving privacy lies with the manufacturers, 
service providers and users. In order to provide efficient and secure 
mobile services, developers and providers should look into the 
essential features supported by a mobile phone of the user and its 
various user interfaces. This includes focusing on the mobile phone 
platforms, channels, applications, browsers, databases, processors, 
SIM, etc., as stated below: 

Physical Safety and Protection of a mobile phone is very important for 
a user as it contains valuable information. Some device level threats 
are:  

(i) Lost or Stolen Mobile Device: One may not only lose sensitive 
personal and organization-related information, but it may be 
misused  

(ii) Handling of mobile phone by unauthorized persons may lead to 
serious repercussions as users often store login credentials for 
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applications on their mobile devices so as to access to registered 
sites only by a click or tap. In this manner, unauthorized users can 
easily access corporate e-mail accounts, DigiLocker, wallet 
applications, bank and social media accounts, etc.  

(iii) Installing unlicensed applications may result in legal problems  

(iv) Updating of Apps need to be done regularly to fix vulnerabilities 
that could otherwise be exploited to gain unauthorized access 
and steal data from mobile phones  

(v) Misuse of specific electromagnetic waveforms of mobile 
antennas to spoof and inject commands via the audio interface 

(vi) Juice Jacking, which utilizes the dual purpose of the USB charge 
port, injects malware through malicious charging kiosks set up in 
public places, or hidden in normal charge adapters 

(vii) Smudge attack is about literally imaging the finger smudges on 
the screen to discern the user’s password 

(viii) As the use of wearables and IoT (Internet of Things) devices is 
growing, which gets connected and controlled by mobile phones, 
they are becoming sources of mobile threats.  

 

3.1 Mobile Hardware Security 
 
Modern mobile phones have advanced processors of 64 bits or higher, 
ranging from single core to multi-cores (Dual, Quad, Hexa, Octa, Deca, 
etc.) based on architectures such as ARM, FINFET, FLEXFET and 
MOSFETS. Some of the popular mobile processors such as ATOM, 
AMD, TURION, SNAPDRAGON, EXYNES, NVIDIA, KIRIN and HELIO have 
high capabilities of processing, communication and delivery. Every 
mobile phone has many embedded sensors.  

Manufacturers of hardware components of mobile device should 
ensure that they have been tested and certified. Mobile Device 
Manufacturers should follow the latest security standards of 

https://en.wikipedia.org/wiki/Smudge_attack
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International Bodies. Users should use standard and certified external 
components and interfaces.  

Mobile phone has slots for mini, micro or nano Subscriber Identity 
Module (SIM) Card interfaces. Smart phones have Universal 
Integrated Circuit Card (UICC) and Universal SIM (USIM) interfaces for 
secure authentication of the subscriber by the Mobile Network 
Operator. The data and any application installed Over the Air (OTA) 
onto the SIM by the Mobile Network Operators (MNO) should be well-
tested for security.  

 

3.2 Mobile OS Platform Security 
 
Operating System (OS) of the mobile device provides the platform for 
interaction among its users, services and hardware. It is responsible 
for the access and security enforcement. It incorporates flexible and 
appropriate features of Access Control Models such as Discretory 
Access Control (DAC), Mandatory Access Control (MAC), Role Based 
Access Control (RBAC), Fine Grained, Attribute and Mobile Cloud 
based Access Control.   Each mobile operating system such as Android, 
iOS, Windows and Symbian has specific design philosophy, strengths, 
weaknesses, compatibility and market acceptance. They undergo 
version upgradations due to additional features, functionalities and 
user expectations.  

Every Mobile Operating System has its strengths and security 
vulnerabilities due to growing interfaces and supporting features.  
Smartphone’s OS files, which are in ROM cannot be easily changed 
by malware. Some threats such as overwriting a file with a file of the 
same name, changing a pointer from a general configuration file to an 
editable file, modification in the security safeguards of the operating 
system, manipulation of firmware, changing the image of the firmware 
and malicious signature certificates, etc., do exist, so special care 
should be taken.   

Vulnerabilities in virtual machines running on certain mobile devices 
may bypass the byte code verifier and access the native underlying 

https://en.wikipedia.org/wiki/Mobile_OS
https://en.wikipedia.org/wiki/Read-only_memory
https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Firmware
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operating system. When an application is installed, the signing 
certificate of the developer is to be verified. Malware may target 
multiple platforms, by first attacking an OS and spreading to different 
systems.  

Malware can use runtime environments like Java Virtual Machine 
(JVM), Delvik VM (DVM)  or the .NET Framework and use other 
libraries present in different operating systems. Such malware may 
carry several executable files in order to run in multiple environments 
and they utilize these during the propagation process. It requires a 
connection between the two operating systems to use an attack 
vector to propagate virus through memory cards or synchronization 
software. Device OS and SIM OS interactions need to be monitored. 

The following techniques are used in mobile operating systems to 
control threats:  

I. Rootkit Detectors: The intrusion of a rootkit in the system is a 
great danger in the same way as on a computer. It is important to 
prevent such intrusions, and to be able to detect them as early as 
possible. There is a growing concern that with this type of 
malicious program, the result could be a partial or complete 
bypass of the device security, and the acquisition of administrator 
rights by the attacker. If this happens, then it is difficult to prevent 
the attacker from studying or disabling the safety features that 
were circumvented, deploying the applications they want, or 
disseminating a method of intrusion by a rootkit to a wider 
audience. The defence mechanism, as a chain of trust (in iOS) 
relies on the signature of the different applications required to 
start the operating system, and a certificate signed by an OS 
provider. In the event, that the signature checks are inconclusive, 
the device detects this and stops the boot-up. If the Operating 
System is compromised due to jailbreaking, rootkit detection may 
not work if it is disabled by the jailbreak method or software 
loaded after jailbreak disables Rootkit Detection. 
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II. Process Isolation: Android uses mechanisms of user process 
isolation inherited from Linux. Each application has a user 
associated with it, and a tuple (UID, GID). This approach serves as 
a sandbox. While applications can be malicious, they cannot get 
out of the sandbox reserved for them by their identifiers, and 
thus, cannot interfere with the proper functioning of the system. 
For example, since it is impossible for a process to end the process 
of another user, an application can thus not stop the execution of 
another. 

III. File Permissions: Linux provides file system permission 
mechanisms. They help with sandboxing i.e., a process cannot 
edit any files it wants to. It is therefore not possible to freely 
corrupt files necessary for the operation of another application 
or system. Furthermore, Android has a method of locking 
memory permissions. It is not possible to change the permissions 
of files installed on the SD card from the phone, and consequently 
it is impossible to install applications.  

IV. Memory Protection: In the same way as on a computer, 
memory protection prevents privilege escalation. If a process 
manages to reach the area allocated to other processes, it could 
write in the memory of a process with rights superior to their 
own, with root in the worst case, and perform actions, which are 
beyond its permissions on the system. It would suffice to insert 
function calls authorized by the privileges of the malicious 
application.  

V. Development through Runtime Environments: Mobile Apps 
are developed in high-level languages, which can control what is 
being done by a running program. For example, Java Virtual 
Machines continuously monitor the actions of the execution 
threads they manage, monitor and assign resources, and prevent 
malicious actions. Buffer overflows can be prevented by these 
controls.  
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VI. Security Software: Above the operating system security, there 
is a layer of security software. This layer composes of individual 
components to strengthen various vulnerabilities, i.e., to 
prevent malware, intrusions, the identification of a user as a 
human, and user authentication. It contains software 
components that have learned from their experience with 
computer security. However, on smartphones, this must deal 
with greater caution.   

VII. Secure Operating System: A secure kernel which will run 
parallel with a fully-featured Rich OS, on the same processor 
core will include drivers for the Rich OS to communicate with 
the secure kernel. The trusted infrastructure could include 
interfaces like the display or keypad to regions of PCI-E address 
space and memories. 

VIII. Trusted Execution Environment (TEE): It is made up of both 
hardware and software. It helps in the control of access rights 
and houses sensitive applications, which need to be isolated 
from the Rich OS. It effectively acts as a firewall between the 
normal and secure world. 

IX. Secure Element (SE): The SE consists of tamper-resistant 
hardware and associated software. It can provide high levels of 
security and work in tandem with the TEE. SE with self-
destructive property qualify – for the storage of private keys of 
user, for digital signatures useful for mobile services as 
payments, and important documents as certificates.   

 
3.3 Mobile Database Security 
 
Database is a structurally stored data with controlled access. Mobile 
database has two aspects: (i) database stored within a mobile phone 
and (ii) database installed on a server (Centralized Host or Distributed 
Cloud) that can be accessed by a mobile phone. Secure storage and 
secure access are the important requirements of a mobile database.  
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Appropriate light weight cryptography techniques should be chosen 
considering (a) Small memory footprint, (b) Flash-optimized storage 
system, (c) Data synchronization, (d) Low power consumption, (e) 
Embeddable in applications. Some popular mobile databases are 
Sybase SQL Anywhere, Oracle Lite, Microsoft SQL Server Compact, 
SQLite, IBM DB2 Everyplace (DB2e), etc.   

 
3.4 Control Measures for Mobile Device based Threats 
  

(a) Secure Data Storage System: Users store large amount of 
sensitive data. Third-party apps, unsecured Wi-Fi networks 
and risky consumer behaviour aggravate the security issues. 
Secure data storage system can be achieved primarily by 
deploying cryptographic operations. Due to computational 
capability and battery power constraints of mobile devices, 
highly secure but light computational cryptographic protocols 
such as elliptic curve cryptography is advised. Also, providing 
password to encrypt data every time a user enters, is really 
cumbersome and takes a lot of time which incurs high battery 
cost for mobile users. However, the lack of applying highly 
secure cryptographic operations on mobile phones results in 
vulnerability to attacks. In particular, mobile users require a 
storage system in which data is stored in a secure and efficient 
manner without being revealed to any unauthorized parties. 

(b) Data Storage & Privacy: Private and critical data of mobile 
users should be protected. The access control models used by 
the different operating systems of the mobile phones and the 
applications should be taken special care of by the developers 
as per the evolving users security requirements 

(c) Manufacturer Surveillance: In the production and distribution 
chain of mobile devices, it is the responsibility of 
manufacturers to ensure that devices are delivered in a basic 
configuration without vulnerabilities. Most of the users lack 
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expertise and are not aware of the existence of security 
vulnerabilities. Hence, the device configuration as provided by 
manufacturers will be retained by many users. Manufacturers 
and suppliers should ensure safe delivery  

(d) Remove Debug Mode: While manufacturing, phones in a 
debug mode must be disabled before its sale as it provides 
access to various features not meant for use by a user. In the 
process of speeding the production, some devices are sold in 
a debug mode, which is vulnerable to exploitation  

(e) Default Settings: When a smartphone is sold, its default 
settings must be correct, and not leave any security gaps. The 
default configuration is not always changed, so a good initial 
setup is essential for users. There are, for example, default 
configurations that are vulnerable to denial-of-service attacks  

(f) USB Debugging:  Ensure that mobile app dismisses key guard, 
run via USB cable and ADB shell commands, bypass lock screen 
regardless of security setting 

(g) Internal Storage: Read-write for app, deny-all for everyone 
else. User has no direct access via USB cable. Net: only way to 
get at the data is via the app. Can run apps as root, with access 
to all parts of internal storage. Run a file manager, copy off 
whatever is desired or use an app that bulk-copies entire 
internal storage for later analysis 

(h) Full-Disk Encryption: Entire internal storage bulk encrypted. 
Reboot locks down device, requiring manual entry of 
password. Many root attacks require a reboot. Only way to get 
at data is via encryption password 

(i) Cloud Service: It helps to keep the data off the mobile device. 
Many websites and apps have decent defence mechanism 
against brute-force attacks. So as long as user is willing to 
enter password every time, the data is secure. Flexible 
authentication models may be used that take care of 
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granularity in data. Encrypt data using public key generated 
using light weight Cryptography protocols as ECIES which 
helps to mitigate “always entering password”  

(j) Key Management: File layer encryption is not effective if an 
attacker accesses encryption keys. Many big data cluster 
administrators store keys on local disk drives because it is 
quick and easy, but it is also insecure as keys can be collected 
by the platform administrator or an attacker. Although the 
main encryption model is secure enough but since the master 
key (hash value) itself is stored in database, it is not very 
difficult for a determined attacker to get the master key in 
plain text and decrypt the data. Most of the encryption 
controls depend on key/certificate security. 

(k) Detection Evasion: Anti-virus, Intrusion Detection Systems 
(IDS), and Intrusion Prevention Systems (IPS) generally work 
by looking for specific patterns in content 

(l) Mobile Device Security Requirements: A mobile device 
should support appropriate security services which may 
include: (a) Secure execution of mobile financial application, 
(b) Authenticate the legitimate user of the mobile financial 
application, (c) Secure communication interfaces, (d) Support 
appropriate security controls for storing the mobile financial 
applications, ( e) Encrypt sensitive data required by the mobile 
financial services.  

(m) ISO 12812: There are five security levels for secure 
environments as specified in ISO 12812, which may be 
combined. Two levels are purely software security solutions – 
(L1) Software Security Controls: Rely usually on code 
obfuscation or diversification and generic operating system 
security architecture; (L2) Trusted Execution Environment 
(TEE) as pure software solution; (L3) Secure environment uses 
extended hardware. It has a Trusted Execution Environment 
(TEE) with specific hardware support (e.g. by managing 
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dedicated execution contexts). (L4) and (L5) secure 
environments require specific secure certified hardware for 
storage and execution purposes: (L4) Secure Element (SE) and  
(L5) Secure Element and Trusted Execution Environment (SE + 
TEE) are usually designed to provide a Trusted User Interface. 

 
4. Mobile Communication Level Security 

Mobile devices connect to the digital world through long-range 
wireless cellular or satellite networks or by connecting through local 
access points in a wired or wireless communication medium. Mobile 
phones have embedded antennas to transmit and receive signals by 
tuning to wave frequencies of voice, data and multimedia in short 
range or long range wireless medium. User should have the option to 
choose an appropriate channel depending upon the device features, 
link availability, safety in surrounding environment, cost, convenience 
and reliability.  

Channel is the physical communication medium through which the 
digital signals carrying messages travels from the transmitter to the 
receiver. There are two types of channels namely, point-to-point 
channels and broadcast channels which provide physical connection 
between the transmitter and the receiver. Wire lines, microwave links 
and optical fibers fall under point-to-point channel. On the other 
hand, the broadcast channel provides a capability where several 
receiving stations could be reached simultaneously from a single 
transmitter. For example, Geostationary Communication Satellite, 
Radio Speaker and Wireless Router.   

Wireless communications can be via – (a) Radio communication: The 
most widely recognized wireless technologies utilize electromagnetic 
wireless telecommunications. For example, radio or infrared signs  can 
be used inside the scope of the cell phone destinations that houses 
the vital equipment to transmit and receive the radio signals these 
devices emit, (b) Light, visible and infrared (IR): For example, 
consumer IR devices such as remote controls or via Infrared Data 
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Association (IrDA), (c) Microwave communication: For example, long-
range line-of-sight via highly directional antennas, or short-range 
communication, (d) Electromagnetic induction short-range 
communication and power. Applications may involve point-to-point 
communication, point-to-multipoint communication, broadcasting, 
cellular networks and other wireless networks, (e) Wi-Fi technology, 
(f) Sonic, especially ultrasonic short-range communication. 

Global System for Mobile Communications (GSM) is the global 
standard for digital cellular communication, implemented by all 
mobile telecom operators in India, which works with 900, 1800 or 
1,900 MHz frequency. Various generations of mobile communication 
technologies such as 1G, 2G, 3G, 4G, LTE and 5G have promoted 
convergence of voice, data and multimedia into digital media with 
faster data rate, efficient and secure delivery to large number of 
subscribers. Mobile phone has short-range and long-range 
communication channels based upon various standards such as GSM, 
ITU, IEEE, 3GPP, NFC Forum, etc. Various diagrams and tables given in 
the Annex. on mobile communications may be seen for details.  

 
4.1 Threats in Mobile Communication 
 
As mobile communication happens through broadcasting in wireless 
medium, so capturing packets and interception by adversaries may 
lead to several threats. Network exploits take advantage of flaws in 
various communication protocols and device applications to install 
malware on the mobile phone without user’s knowledge. Carrier-
based wireless networks have good link level security but lack end-to-
end upper-layer security. If the data sent from the mobile phone to an 
enterprise server is unencrypted, then it leaves scope for intruders to 
eavesdrop on users’ sensitive communication.  

All Mobile Network Operators in India offer Global System for Mobile 
(GSM) standard based communication services. Providers should 
overcome common and emerging threats as pointed below.  
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The main threat is the use of decommissioned algorithms (such as 
A5/1 and A5/2) and attempts to break A5 series of encryption 
algorithms used in the mobile network. Stronger public algorithms 
have been added to the GSM standard – the A5/3 and A5/4 (Block 
ciphers), otherwise known as KASUMI or UEA1, published by the ETSI. 
Even in case mobile phones are able to use 3G, 4G, 5G, which have 
much stronger encryption than 2G GSM, the base station can 
downgrade the radio communication to 2G GSM and specify A5/0 (no 
encryption). This is the basis for eavesdropping attacks on mobile 
radio networks using a fake base station commonly called an IMSI 
catcher. In addition, tracing of mobile terminals is difficult since each 
time the mobile terminal is accessing or being accessed by the 
network, a new Temporary Mobile Subscriber Identity (TMSI) is 
allocated to the mobile terminal, which is used as an identity of the 
mobile terminal the next time it accesses the network. The TMSI is 
sent to the mobile terminal in encrypted messages. Once the 
encryption algorithm of GSM is broken, the attacker can intercept all 
unencrypted communications made by the victim’s mobile phone. 

Wireless eavesdropping is the method where critical or sensitive 
mobile transaction information may be intercepted between the 
mobile device and the Access Point or Point-of-Sale terminal if proper 
encryption is not implemented. Specific controls that can be employed 
to secure wireless communication technologies are – Traffic Filtering 
– DDoS, Trusted Platform Modules, TLS, Tokenization, Transmission 
Encryption, Anti-malware software, Storage Encryption, etc. Strong 
security protocols must be made to secure the wireless like WPA and 
WPA2. Another approach to secure the wireless network is to have 
wireless intrusion prevention system. 

 

 

 

 

https://en.wikipedia.org/wiki/GSM
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4.2 Long Range Mobile Communication Channels 

Some long-range communication channels supported on mobile 
phones by telecom or mobile operators are: 

(a) SMS (Short Message Service): Short Messaging Service (SMS) is a 
text messaging service component of mobile phone, web, or 
mobile communication systems, using standardized 
communications protocols that allow the exchange of short text 
messages between mobile devices. It needs little bandwidth, 
works well in poor signal areas, available on even low-end mobile 
phones and easy-to-use.  

 Some attacks emerge from flaws in the management of SMS as it 
is unencrypted. Some mobile phone models have problems in 
managing binary SMS messages. It is possible, by sending an ill-
formed block, to cause the phone to restart, leading to denial-of-
service attacks. As per the standard, the maximum size of a mail 
address is 32 characters; i.e., if a user enters an e-mail address 
over 32 characters, it leads to complete dysfunction of the e-mail 
handler. SMS messages sent from the Internet can be used to 
perform a distributed denial-of-service (DDoS) attack against the 
mobile telecommunications infrastructure. The attack exploits 
the delays in the delivery of messages to overload the network. 

SMS Phishing/Spoofing (“Smishing”) – is about impersonating a 
text message (SMS) to obtain customer information. SMS 
Eavesdropping – intercepting and stealing information from text 
messages. Specific controls for SMS (text) based banking includes: 
Use of re-directed customer information such as account 
numbers/card no’s/other sensitive information sent via SMS, 
limited customer access (restricted functions), pre-registration, 
security tokens, pin authentication, periodic/regular pin change, 
continually update SMS/phishing awareness campaigns that can 
connect with consumers rather than appear bland messages 
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(b) GPRS (General Packet Radio Service): GPRS enables real data 
service supporting voice, data, video with high speed streaming 
feature on the mobile phone. It uses Internet Protocol and 
supports mobile web browsers and mobile web applications  

(c) MMS: Potential attack happens if a mobile phone receives 
Multimedia Message Service (MMS) message with an attachment 
infected with a virus. Upon receipt of the MMS, the user can 
choose to open the attachment. If it is opened, the mobile phone 
is infected, and the virus sends an MMS with an infected 
attachment to all the contacts in the address book 

(d) USSD (Unstructured Supplementary Service Data): USSD is a 
session-based service unlike SMS, which is a store and forward 
service. It is a GSM communication technology used to send 
messages between a mobile phone and a backend application 
server in the network. It is very much similar to SMS, but USSD is 
session-oriented as well as interactive. It is almost seven times 
faster than conventional SMS. USSD can be used by the user to 
send command to an application in the text format. USSD acts as 
a trigger for the application 

(e) Voice/IVRS: Voice based communication with persons, bots or 
computing systems and giving spoken instructions in the native 
language is the most convenient mobile phone channel for 
everyone. Voice uses DTMF (Dual Tone Multi Frequency) signals 
for transmission and caller expects real-time response, so low 
latency is required. It requires backend operator support or 
automated voice response with or without operator assistance. 
IVRS (Interactive Voice Response System) involves interaction of a 
backend computer with human being via voice and keypad input. 
It can handle large call volumes and supports 24/7 connectivity. 
Centralized IVRS services in all Indian languages may be provided. 
Interactive Voice Response System (IVRS) provides computer-
telephone integration (CTI) through the tones generated by each 
key on the telephone keypad known as dual-tone multi-frequency 



IDRBT Staff Paper Series 

80 

(DTMF) signals. A computer needs special hardware called a 
telephony board or telephony card to understand the DTMF 
signals produced by a phone. A simple IVR system only requires a 
computer hooked up to a phone line through a telephony board 
and some IVR software. The IVR software allows pre-recording of 
greetings and menu options that a caller can select using his/her 
mobile phone keypad. More advanced IVR systems include 
speech-recognition software that allows a caller to communicate 
with a computer using simple voice commands. Speech 
recognition software has become sophisticated enough to 
understand names and long strings of numbers. 

(f) WiMAX: Worldwide Interoperability for Microwave Access 
(WiMAX) provides business and consumer wireless broadband 
services on the scale of the Metropolitan Area Network (MAN). It 
has a range of up to 31 miles and a target transmission rate 
exceeding 100 Mbps. It is expected to challenge DSL and T1 lines 
(both expensive technologies to deploy and maintain) especially 
in emerging markets. The WiMAX Forum has numerous working 
groups. The certification working group for WiMAX product 
certification program ensures interoperability between WiMAX 
gear from sellers around the world and considers interoperability 
with the High Performance Radio Metropolitan Area Network 
(HiperMAN), the European Telecommunications Standards 
Institute’s MAN standard  

(g) LTE: Long-Term Evolution (LTE) is a standard for high-
speed wireless communication for mobile devices and data 
terminals, in view of GSM/EDGE and UMTS/HSPA technologies. To 
suit the necessity of high-speed package data service, the 3rd 

Generation Partnership Projection (3GPP) proposed Long Term 
Evolution (LTE) specifications. LTE of the UMTS Terrestrial Radio 
Access and Radio Access Network is aimed at high peak data rates, 
low latency, improved system capacity and coverage, and reduced 
operating costs. The primary arrival of LTE gives peak rates of 300 
Mbps, and one-way delay is set to be under 5 ms between base 
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station and terminal. Moreover, LTE Advanced is a noteworthy 
advancement towards international mobile telephony (IMT).  

Orthogonal Frequency Division Multiplexing (OFDM) is the key 
method of LTE downlink radio transmission, which is used to  
transmit data on a large number of parallel, narrow band sub-
carriers. OFDM supports multi-user access by assigning the sub-
carriers to various users in one scheduling interval. LTE uplink 
utilizes a Discrete Fourier Transform (DFT)-spread OFDM, 
sometimes also referred to as Single Carrier Frequency Division 
Multiple Accesses (SC-FDMA). DFT-spread OFDM has a small peak-
to-average power ratio than conventional OFDM, thus enabling 
power-efficient terminals. LTE supports operations in Frequency 
Division Duplex (FDD) and Time Division Duplex (TDD) modes to 
provide operators to allocate spectrum flexibly. The interference 
in LTE TDD System is of four types: Intra-cell Interference, Self-
noise, Inter-cell Interference and Crossed Timeslot Interference.  

(h) 5G-NR: 5th Generation New Radio (5G-NR) is an air interface 
network which is composed of Next Generation Radio Access 
Network (NG RAN) and 5G core network (5GCN). An air interface 
is the radio frequency segment of the circuit between the mobile 
phone and dynamic cell base station. The active base station can 
change due to mobility of the user in high-speed vehicle (up to 500 
km/hr) with automatic handoff. Enhancements in LTE, LTE-
Advanced and LTE Pro technologies help to migrate to 5G. The Third 
Generation Partnership Project (3GPP) standard of 5G NR 
Architecture through release 15 and 16 in 2018 is an enabler of 
innovations and new use cases for mobile and domestic users with 
IoT connectivity and enhanced Mobile Broadband (eMBB) services.  

The 5G NR is targeted to fundamentally enhance the performance, 
flexibility, scalability and efficiency of current mobile systems, and to 
get the most out of the accessible spectrum, be it licensed, shared 
or unlicensed, over a wide assortment of spectrum bands. It 
comprises of five interfaces: Xn, NG, E1, F1 and F2. 5G NR operates 
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from low to very high bands: 0.4-100 GHz. It uses new Channel 
Coding, for example, LDPC for data channel and Polar Coding for 
control channel. It provides native support for Ultra Reliable Low 
Latency and has Flexible and Modular Radio Access Network (RAN) 
architecture for split front-haul and split C-U plane. It has native 
end-to-end support for Network Slicing. 

The 5G NR must have the capacity to: convey a large number of 
varied services provided across a diverse set of devices with different 
performance and latency requirements; bolster an extensive variety 
of sending models from conventional macro to hotspot 
deployments; and enable new routes for devices to interconnect, for 
example, device-to-device and multi-hop mesh. Also, it must do this 
at remarkable levels of cost, power and deployment efficiencies. The 
core 5G NR design has three foundational elements: (1) Optimized 
OFDM-based waveforms and multiple access: The orthogonal 
frequency-division multiplexing (OFDM) and its variations are being 
explored for various use cases and deployments to ensure high 
performance at low complexity; support diverse spectrum bands, 
spectrum types and deployment models; and efficiently support and 
multiplex all the different use cases; (2) A common flexible 
framework: It would enable efficient multiplexing of diverse 5G 
services and provide forward compatibility for future services. It will 
enable lower latency as well as scalability at far lower latencies than 
is possible with current LTE networks, (3) Advanced wireless 
advances to convey the new levels of performance and efficiency: 
It will empower the extensive range of 5G services.  

The benefits of 5G NR along with advanced wireless technologies 
would be realized through various use cases focusing on: (A) 
Enhanced Mobile Broadband (eMBB): Data-intensive applications 
that need lots of bandwidth similar to video streaming or 
immersive gaming, to give a similar experience on a cell phone 
that we’d get from fixed fiber-optic. The technologies that will get 
it going include Gigabit LTE, massive MIMO, mm wave 
technologies, spectrum sharing techniques and advanced channel 
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coding; (B) Ultra-reliable and Low-latency Communications 
(URLLC) or Mission-Critical Control: Latency-sensitive services 
requiring extremely high degree of unwavering reliability, 
availability and security, for example, self-driving and Tactile 
Internet applications. Technologies are being produced that are 
particular to specific use cases, as cellular vehicle-to-everything 
(C-V2X) and real-time command and control for cellular drone 
communications, and in addition to those who support the ‘no-
failure’ prerequisite, like multiplexing to prioritize mission-critical 
transmissions over regular traffic or redundant links so that 
mission-critical devices interface over numerous systems; (C) 
Massive Machine Type Communications (mMTC) or Massive IoT: 
Low cost, low energy devices with small data volumes on a mass 
scale, like smart cities. Narrowband IoT will be improved with 
abilities like voice support, lower latency, location services, device 
mobility and broadcast for efficient over-the-air (OTA) firmware 
updates.  

 
4.3 Short Range Mobile Communication Channels 

A number of different wireless technologies have been standardized 
and developed for very short distances.  Some popular ones, which are 
also useful for connecting mobile phone with IoT (Internet of Things) 
devices at home, office or public places are: 

a. Bluetooth: Wireless communication used to transmit voice and 
data at high speeds using radio waves. Bluetooth on mobile 
devices have some security problems. One easy to 
exploit vulnerability: unregistered services do not require 
authentication, and vulnerable applications have a virtual serial 
port used to control the phone. An attacker may connect to the 
port to take full control of the device. Another example is, a 
phone must be within reach and bluetooth in discovery mode. 
The attacker sends a file via bluetooth. If the recipient accepts, 
a virus is transmitted. For example: Cabir is a worm that spreads 
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via bluetooth connection. The worm searches for nearby 
phones with bluetooth in discoverable mode and sends itself to 
the target device. The user must accept the incoming file and 
install the program. After installing, the worm infects the mobile 
device. 

b. NFC (Near Field Communication): Bi-directional 
communication between two NFC devices for data transfer 
within a short operational range of 10 cm distance with 13.56 
MHz frequency. Near Field Communication (NFC) feature is 
added in recent mobile phones. It is useful for transferring data 
from an NFC mobile phone to an NFC reader device located 
within a short range (10 cms). For contactless payment to 
merchants in shops, mobile based tap and pay is becoming 
popular using mobile wallet, so that user need not carry 
multiple cards such as credit cards, debit cards, loyalty cards, 
identity cards, AADHAR card, PAN card, etc. and do transactions 
without handing over any such card physically to other party. 
Securing critical information, sandboxing different issuer’s cards 
information, etc., is feasible with lightweight cryptography 
techniques such as ECC (Elliptic Curve Cryptography). Intruders 
may try to intercept transaction information or hacking NFC 
readers or introducing fake NFC readers, which should be 
protected through mutual authentication.   

c. Wi-Fi (Wireless Fidelity): Enables mobile phones to connect 
easily to Wi-Fi enabled computing devices, wireless access point 
or router for sharing and internet access. Wireless Fidelity (Wi-
Fi) network in private or public places and smart cities is used 
by mobile phones to connect to Internet through a local access 
point or wireless router or broadband wireless modem.  The 
data between mobile phone and wireless access point may be 
captured through sniffers – such eavesdropping is a major 
threat. Several mobile applications and web pages of websites 
accessed do not use proper security measures and sending 
unencrypted data across the network can be a serious threat. 
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WEP keys were initially used for security of wireless networks 
(WLAN) which was short encryption key for all connected 
clients. Migration to WPA for wireless networks uses “Temporal 
Key Integrity Protocol (TKIP)” on the equipment already 
deployed. WPA uses “pre-shared key” for encryption, which can 
be vulnerable if the length of the shared key is short. With 
limited opportunities for input (i.e. only the numeric keypad) 
mobile phone users might define short encryption keys that 
contain only numbers. This increases the likelihood that an 
attacker succeeds with a brute-force attack. The successor to 
WPA (Wi-Fi Protected Access), called WPA2, is supposed to be 
safe enough to withstand a brute force attack. Many 
smartphones remember the Wi-Fi Network they have earlier 
connected, and this mechanism prevents the user from having 
to re-identify with each connection. However, if an attacker 
introduces a Wi-Fi access point with the same parameters and 
characteristics as the real network, then it should be identified, 
stopped and penalized. Using the fact that some smartphones 
remember the networks, they could confuse the two networks 
and connect to the network of the attacker who can intercept 
data if it does not transmit its data in an encrypted form. 
Remote device login using SIS (Software Installation Script) can 
be a big threat if it happens without user interaction.  

d. Zigbee: It is a short-range wireless communication standard by 
Zigbee alliance. It covers up to 100 metres indoor range for 
sensor and IoT Devices. Zigbee 3.0 increases choice and 
flexibility for users and developers, and delivers the confidence 
that products and services will all work together through 
standardization at all layers of the stack. Zigbee 3.0 is built on 
the Zigbee PRO, which enhances the IEEE 802.15.4 standard by 
adding mesh network and security layers along with an 
application framework to become a full stack, low-power 
certifiable, interoperable Zigbee solution. It works on 2.4 GHz 
frequency of ISM band with 20MHz and uses AES 128 Encryption 
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Standard. The Zigbee PRO has become the primary 
development choice for low-power networking in IoT 
applications, facilitating ease-of-use and advanced support for 
larger networks comprising of thousands of devices. 

e. BLE: Bluetooth Low Energy (BLE) is a standard based on BT 
(Bluetooth) and is intended to provide considerably reduced 
power consumption and cost, while maintaining a similar 
communication range. It is designed and marketed by 
the Bluetooth Special Interest Group (Bluetooth SIG) and is 
suitable for wireless personal area network. It is aimed at novel 
applications in the healthcare, beacons, security, and home 
entertainment industries. 

f. Li-Fi: Light Fidelity (Li-Fi) is derived from the visible light 
communication (VLC), which is a point-to-point communication 
technique using intensity modulation and direct detection 
(IM/DD) to transmit data. Li-Fi differs from VLC, which stands 
for a complete wireless networking system including bi-
directional communication, multiuser access, user mobility 
support, handover, etc. It uses light-emitting diodes (LEDs) as 
the signal transmitter, which is more cost-effective and energy-
efficient when compared to antenna-based radio frequency (RF) 
technologies. Experimental works have demonstrated 5 GBps 
data rate by using a single Gallium Nitride µLED with a maximum 
optical power of around 3 mW. Due to existing design and 
fabrication process, the 3 dB bandwidth of LEDs typically ranges 
from 10 to 60 MHz. For even higher data rates, laser diodes 
(LDs) can be used as a promising alternative and from recent 
experimental results, it is anticipated that over 100 Gb/s data 
rate can be achieved under standard indoor illumination levels. 

Based on the fact that there is a widespread deployment of LED 
lighting in homes, offices and streetlights, Li-Fi can be added to 
the existing heterogeneous networks as an additional network 
layer. The benefit is that Li-Fi can greatly improve the overall 
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network capacity since it receives zero interference from, and 
adds zero interference to its RF counterparts. Also, since light 
does not pass through opaque objects, Li-Fi inherently offers 
higher information security than RF systems. Earlier works have 
studied an indoor VLC network integrated with power line 
communication (PLC). Limited by the achievable data rate of the 
power lines, only 1 Mb/s data rate was reported. Given that 
there are a large number of LEDs installed in an indoor 
environment, the capacity of a typical Li-Fi network is expected 
to exceed hundreds of Gbps. In this case, optical fibers become 
a suitable option to be installed as the backbone of high-speed 
Li-Fi networks. The infrastructure consists of a central office 
(CO), which is connected to a metro network and a number of 
Li-Fi access points (APs) via optical fiber links. Power cables are 
connected between a power supply and Li-Fi APs to provide 
electricity but not for information transmission. 

Between APs and mobile users are the Li-Fi links, through which 
both downlink and uplink communication are conducted, 
wirelessly. Therefore, Li-Fi transforms high-speed fiber links into 
wireless ones. Compared to metal wires, optical fibers offer a 
higher signal bandwidth and are able to transmit signals with 
lower losses. More importantly, optical fibers transmit only light 
signals, not electricity. Therefore, they are immune to 
electromagnetic interference, which is a problem that metal 
wires suffer excessively. Now, since Li-Fi links are used for data 
communication between LEDs and mobile users, the inter-user 
interference becomes an imminent problem that needs to be 
addressed in order to fully exploit the capacity of Li-Fi networks. 
Traditional methods are based on interference avoidance, such 
as time/frequency division multiple access (T/FDMA), in which 
multiuser interference is alleviated by dividing the totally 
available communication resources among users. However, 
these methods lead to inefficient use of the already-scarce 
wireless resources. A user-centric cluster formation technique 
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employing vectored transmission (VT) is useful for efficient 
interference mitigation in Li-Fi networks by focussing on 
exploiting the multiuser interference to improve the overall 
achievable rate of Li-Fi networks. These are based on non-
orthogonal multiple access (NOMA) with successive 
interference cancellation (SIC) approach. Multiple variants of 
optical orthogonal frequency division multiplexing (OFDM) have 
been proposed for Li-Fi such as Direct Current Optical OFDM 
(DCO-OFDM) which is a modulation technique, in which signals 
are transmitted in parallel on a number of orthogonal 
subcarriers with different central frequencies.  

g. Gi-Fi: Gigabit Wireless (Gi-Fi) is a wireless transmission 
technology, which guarantees rapid short-range information 
exchange with speed up to 5 Gbps within a range of 10m. The 
Gi-Fi operates on the 60GHz frequency band. It is manufactured 
using CMOS technology and is useful in new age gadgets and IoT 
devices.  

Gi-Fi is the world’s first transceiver integrated on a single chip 
that operates at 60 GHz on the CMOS (complementary metal–
oxide–semiconductor) process. Wireless transfer of audio and 
video data up to 5 gigabits per second, that is 10 times the 
current will be permitted. Maximum wireless transfer rate, at 
one-tenth of the cost, is usually within a range of 10 meters. In 
fact, Gi-Fi is a wireless transmission system, which is 10 times 
faster than Wi-Fi and is expected to revolutionise networking in 
offices and homes by implementing high-speed wireless 
environments. It utilizes a 5mm square chip and a 1mm wide 
antenna burning less than 2 mW of power to transmit data 
wirelessly over short distances, much like bluetooth.  

Gi-Fi technology provides many features such as small form 
factor, high speed of data transfer, ease of deployment, low 
power consumption, enabling the future of information 
management, etc. With developing customer selection of High-
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Definition (HD) TV, minimal effort chip and other fascinating 
highlights and advantages of this new innovation, it can be 
anticipated that the foreseen overall market for this innovation 
is tremendous.  The new innovation is anticipated to reform the 
way household unit devices converse with each other. Gi-Fi can 
be considered as a challenger to bluetooth as opposed to Wi-Fi 
and could discover applications going from new cell phones to 
customer electronics.  

Gi-Fi permits a full-length top-notch motion picture to be 
exchanged between two gadgets in seconds to the higher 
megapixel depending on the cameras, the expanded piece rate 
on our music files, and the higher determination of our video 
documents. In less than five years, we anticipate that Gi-Fi will 
be the overwhelming innovation for wireless networking. At 
that point, it will be completely portable, and also cost-efficient, 
have high broadband access with fast huge documents swapped 
inside seconds, which will create wireless home and office of 
future. Gi-Fi possibly can convey remote broadband to the 
endeavor in an altogether new way. Improvement to cutting-
edge gaming innovation is one of the alternate advantages of 
this innovation. The Nitro chipset in Gi-Fi technology by offering 
reduced size and power consumption, can be used to send and 
receive large amounts of data in a variety of applications. It is 
able to exchange gigabits of data within seconds and hence, it 
can be used for huge data file transmission and replacement of 
HDMI (High Definition Multimedia Interface) by chipset and 
create wireless home and office in the future. The Gi-Fi chip is 
uplifting news for personal area networking because there is no 
internet infrastructure available to adapt to it. It can have a span 
of 10 meters. The usable model may be less than a year away. 
With the help of Gi-Fi chips, sharing videos can be conceivable 
without obstacles.  

The Gi-Fi chip is one of Australia’s most lucrative technologies. 
The new gigabit wireless system provides multi-gigabit wireless 
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technology that expels the requirement for cables between 
consumer electronic devices and is more than 100 times faster 
than current short-range wireless technologies such as 
Bluetooth and Wi-Fi. This technology with high level of 
frequency re-use can fulfill the correspondence needs of 
different clients inside a little geographic locale. 

 Using Gi-Fi, an entire High-Definition (HD) movie could be 
transmitted to a mobile phone in a few seconds, and the phone 
could then upload the movie to a home computer or screen at 
the same speed. Present technologies such as Wi-Fi and 
bluetooth have a power consumption of 5mW and 10mW, 
whereas chip of Gi-Fi uses a 1mm wide antenna. The power 
consumption is less than 2mW, which is very small when 
compared to the existing point-to-point wireless systems that 
operates at 60 GHz, and have been used by the “Intelligence 
community for high security communications” and by the 
military for satellite-to-satellite communications. Gi-Fi 
technology is based on IEEE 802.15.3C and provides more 
security at the link level and service level. 

Wi-Fi’s part of the spectrum is increasingly crowded, sharing the 
waves with devices such as cordless phones, which leads to 
interference and slower speeds. Gi-Fi utilizes the 60 GHz 
millimeter wave spectrum to transmit data, which gives it an 
advantage over Wi-Fi. The millimeter wave spectrum (30 to 300 
GHz) is almost unoccupied, and the new chip is essentially 
hundred times faster than the average home Wi-Fi technology.  

Gi-Fi innovation has numerous alluring highlights that make it 
reasonable for use in numerous spots and gadgets. Gi-Fi 
innovation has diminished the chip size and power 
consumption, and can be utilized to send and receive a large 
amount of information in an assortment of uses. For instance, it 
is expected for use in an extensive variety of gadgets including 
PCs, tablets, and advanced mobile phones. The innovation’s 
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quick information synchronization rates empower the fast 
exchange of video, conveying the remote office closer to the real 
world.  

This innovation can be adequately utilized as a part of remote 
skillet systems, inter-vehicle correspondence frameworks, ad 
hoc data conveyance with point-to-point organize expansion, 
Media Access Control (MAC), imaging and different applications.  

Gi-Fi innovation can exchange gigabits of information inside 
seconds and thus, it can be utilized for enormous information 
record transmission and it is normal that this chipset replaces 
HDMI links and could create remote home and office of future.  

Gi-Fi innovation likewise can be utilized as a part of broadcasting 
video signal transmission system in sports stadiums and MM-
wave video-signals transmission systems. The innovation could 
likewise be utilized for radiating full HD video progressively and 
also be utilized by notepads and different PCs to remotely 
associate practically, all the development required for a docking 
station, including an optional display and capacity. 

  Gi-Fi’s chip uses only a tiny 1mm wide antenna and less than 2 
mW of power. Low-cost chip allows technology to be readily 
incorporated into multiple devices. The chip in Gi-Fi would likely 
cost less to build. Then a small design would allow cell phones 
and other small devices to add the technology without 
significantly driving up the price. Gi-Fi is based on an open, 
global standard. Mass adoption of the standard, and the use of 
low-cost, mass-produced chipsets, will drive costs down 
dramatically, which is very less in contrast with present 
technologies.  

Privacy and security of content in gigabit wireless is ensured by  
encryption technology. About 70% of firms have deployed their 
WLAN in a secure firewall zone, but are still using the old WEP 
protocol, which does not protect the application layer 
effectively. So, better encryption is direly required.  
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4.4 Control Measures for Mobile Communication based 
Threats 

(a) Network Surveillance: Network traffic exchanged by phones 
can be monitored by placing safeguards in network routing 
points in order to detect abnormal behaviour. As the mobile’s 
use of network protocols is much more constrained than that 
of a computer, expected network data streams can be 
predicted (e.g. the protocol for sending an SMS), which 
permits detection of anomalies in mobile networks. A firewall 
can watch over the existing traffic on the network and ensure 
that a malicious application does not seek to communicate 
through it. It may equally verify that an installed application 
does not seek to establish suspicious communication, which 
may prevent an intrusion attempt  

(b) Spam Filters: As is the case with e-mail exchanges, detect a 
spam campaign through means of mobile communications 
(SMS, MMS). It is therefore possible to detect and minimize 
this kind of attempt by filters deployed on network 
infrastructure that is relaying these messages. Encryption of 
stored or transmitted information can prevent a malicious 
entity from using any data obtained. However, key exchange 
for encryption requires a secure channel establishment 

(c) Telecom Network Monitoring: The networks for SMS and 
MMS exhibit predictable behaviour, and there is not as much 
liberty compared with what one can do with protocols such as 
TCP or UDP. This implies that one cannot predict the use made 
of the common protocols of the web; one might generate very 
little traffic by consulting simple pages, rarely, or generate 
heavy traffic by using video streaming. On the other hand, 
messages exchanged via mobile phone have a framework and 
a specific model, and the user does not, in a normal case, have 
the freedom to intervene in the details of these 
communications. Therefore, if an abnormality is found in the 
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flux of network data in the mobile networks, the potential 
threat can be quickly detected 

(d) Centralized Storage of Text Messages: One form of mobile 
protection allows companies to control the delivery and 
storage of text messages, by hosting the messages on a 
company server, rather than on the sender or receiver’s 
phone. When certain conditions are met, such as an expiration 
date, the messages can be deleted 

(e) Limitations of Certain Security Measures: The security 
mechanisms are to a large extent inherited from knowledge 
and experience with computer security, so common measures 
can be used, such as antivirus and firewall. However, the 
implementation of these solutions is not necessarily possible 
or at least highly constrained within a mobile device. It is 
recommended to use lightweight cryptography techniques on 
mobile devices and m-Governance applications such as ECC 
and blockchain protocols  

(f) Single-task System: Mobile operating systems, although 
single-tasking, should support antivirus and firewall to 
perform their monitoring while the user is operating the 
device  

(g) Energy Autonomy: It is important to ensure that the security 
mechanisms do not consume too much battery resources. For 
longer battery life, network utilization should not be too high. 
It is indeed one of the most expensive resources, from the 
point of view of energy consumption. Nonetheless, some 
calculations may need to be relocated to remote servers in 
order to preserve the battery. To resolve it, Mobile Cloud 
Computing (MCC) is useful. This balance can make 
implementation of certain intensive computation mechanisms 
a delicate proposition. Furthermore, it should be noted that it 
is common to find that updates exist, or can be developed or 
deployed, but this is not always done. One can, for example, 
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find a user who does not know that there is a newer version 
of the operating system compatible with the smartphone, or 
a user may discover known vulnerabilities that are not 
corrected until the end of a long development cycle, which 
allows time to exploit the loopholes. 

(h) Implement Secure Network Transmission of Sensitive Data: 
Mobile App users trust that developers will implement 
network encryption, although unlike web browsers, mobile 
devices do not show the user when an app is (or is not) using 
SSL/TLS. For many years, SSL (followed by TLS) has been the 
standard for encryption of web communications, including the 
web services that power mobile apps. But it is not enough, 
since in recent years, breaches of certifying authorities 
exposed many users to false, trusted certificates  

The Apple “got fail” bug further exposed the limits of SSL/TLS 
reliability for app developers. App providers are expected to 
use SSL/TLS effectively to secure passwords and private data 
on the network, and even go further and leverage app-layer 
encryption to protect their users. Use SSL/TLS, either with 
standard trust validation, or for higher security, leverage 
certificate pinning. To secure passwords and sensitive data on 
the network, protecting against flaws and attacks related to 
SSL/TLS, apps could use asymmetric or symmetric encryption 
to varying degrees of complexity and security 

(i) Limit Use of UUID:  Most of the mobile devices have a unique 
ID (UUID) created at the time of manufacturing for 
identification purposes. The ability to uniquely identify a 
device is often important to procure, manage and secure data. 
Developers quickly adopted the UUID for device identification, 
thus making it a foundation of security for many systems. 
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5. Mobile Service Level Security 

Mobile Service is a resource in the form of information, data, function 
or application provided, on a user’s mobile phone. It can  be classified 
based upon – (A) Service Provider Type: (i) Responsibility-wise as 
Direct or Indirect service, (ii) Management-wise as Centralized, 
Hierarchical, Distributed, (iii) Sector-wise as Production, Agriculture, 
Manufacturing, Education, Health, Service, etc., (B) User Type (i) 
Targeted user-wise as Personalized (Specific to an Individual User), 
Customized (Specific to user group or role) or Generic (Public service 
for use by anybody), (ii) Age Group-wise (Infant, Child, Teenager, 
Young, Middle aged, Retired, Old person), (iii) Gender-wise (Male, 
Female, Transgender), (iv) Language-wise as Primary (English and 
Hindi), Regional Language and Other Language based, (C) Service Type  
(i) Cost-wise as Free or Paid Service, (ii) Initiator-wise as Push (initiated 
by the provider) and Pull (initiated by the consumer) Service, (iii) 
Response-wise as Proactive (making available in advance), Reactive 
(providing  on demand) and Mixed type (partly available in advance 
and partly interactive in real time), (iv) Priority-wise as Normal, Alert, 
Emergency Service, (v) Geographic area-wise as Location Based 
service and Omni Service, (vi) Frequency-wise as Occasional, Seasonal 
and Anytime Service, (vii) Execution Cycle-wise as simple type where 
the request and response happens only between two entities namely 
requester and provider, and composite service type where the 
component tasks or sub-services are executed by different service 
providers. Such component services are ordered and combined for 
automatic execution and delivery.   

Usability, accessibility and user requirements need to be considered 
by designers, developers and providers of mobile services and mobile 
interfaces. The success of mobile services depends on how much 
convenient the services are to users in terms of simplicity, learnability 
and user-friendliness. UI Design of mobile applications should not only 
focus on visual aspects of look and feel of display, but also on user 
context, environment and changing goals as per user experience, 
language, environment, aesthetics, etc. A crucial aspect of mobile 
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services is localization, which implies delivery of content to meet the 
language, cultural and other regional requirements of a specific user.   

 
5.1 Mobile Application Security 

A mobile application supports services of specific functionality and is 
generally OS dependent. It may be pre-installed on a mobile phone or 
installed from external source as per requirement on demand. They 
are usually made available by the m-app provider or mobile OS 
providing organization’s website or authorized entity. Mobile 
applications mostly use web technologies to connect with external 
servers for mobile services. 

Mobile Applications are of three types: (i) Native, (ii) Mobile Browser 
based and (iii) Hybrid Application. Native Apps have performance and 
device features advantage, browser based ones have mobility and 
interoperability advantages and hybrid ones focus on optimization. 
The developers of mobile apps, services and functionality should 
follow the best practices of each stage of the Software Development 
Life Cycle (SDLC) consisting of Requirement, Design, Coding, Testing, 
Implementation and Re-engineering. Design documents of mobile 
applications using various diagrams of Unified Modelling Language 
(UML) such as Use Case, Sequence, Collaboration, Deployment, State 
chart, Class, Component and Object diagrams should be developed. 
Suitable mobile application development tools with Mobile Integrated 
Development Environment (IDE) may be used based upon the target 
mobile Operating System (OS) platform and the microprocessor (such 
as ARM, MIPS, Snapdragon, X86) of the mobile device.  

Mobile Application Developers face the challenge of developing 
mobile applications separately for each type of mobile operating 
systems such as Android, iOS and Windows. Cross-platform 
development or multi-platform development provides 
interoperability of mobile application across multiple mobile 
operating systems and relies on the principle of ‘develop in one but 
use it in all’. Appropriate cross-platform development tools may be 
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used for this purpose, which helps in faster development of a mobile 
application across multiple platforms with common design and 
uniform functionality.   

Mobile Applications from security viewpoint are of three types: (i) 
Legitimate applications are trustworthy since they execute only the 
desired functionality, consume minimum required device resources 
and fulfil security requirements, (ii) Malicious applications are 
specifically designed with the intention to commit fraud. For example, 
malware without user’s knowledge can send unsolicited messages 
using contact list or give an attacker control over the mobile device. 
Spyware is used to collect or use private data without user’s 
knowledge or approval. Data commonly targeted by spyware includes 
phone call history, text messages, user location, browser history, 
contact list, e-mail, and private photos. This stolen information could 
be used for identity theft or financial fraud.  

A malware is a computer program that aims to harm the system in 
which it resides. Trojans, worms and viruses are all considered a 
malware. A Trojan is a program that is on the smartphone and allows 
external users to connect discreetly. A worm is a program that 
reproduces on multiple computing devices across a network. A virus is 
a malicious software designed to spread to other computers by 
inserting itself into legitimate programs and running programs in 
parallel, (iii) Vulnerable Applications are mobile applications that (a) 
contain flaws which can be exploited for malicious purposes and (b) 
applications that are not necessarily malicious, but gather or use 
sensitive information for misuse and allow an attacker to perform 
undesirable actions.  

To qualify as a legitimate mobile application or service, security 
certification both internal clearance from developers and certificate of 
external authorized security testing agency are necessary. Users 
should download the mobile applications and services from 
authorized websites or app stores. Users should regularly upgrade to 
latest versions of applications, as developers frequently update apps 
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with patches and bug fixes. Users should also refrain from 
downloading new apps from unknown/non-reputed sites or from 
those developers whose apps are not extensively used (users should 
check public comments posted on app-stores for flaws, rating, number 
of downloads and issues, before downloading any app on their mobile 
phone). Users may get clarification from developers regarding any 
suspicious permissions the app needs before installation or later and 
report any such suspicious activity happening through the application. 

The following are important measures to control Mobile Application 
based Threats.   

(a) Antivirus: An antivirus software from trusted provider need to 
be deployed on a mobile device to verify that it is not infected 
by a known threat and malicious executable files are 
quarantined once detected to possess virus signatures  

(b) Security audit of apps: Government Application Developers 
and Mobile app store providers should examine the apps from 
different points of view (e.g. security, content, performance 
etc.). The security auditor should be particularly cautious, 
because if a fault is not detected, the application can spread 
very quickly infecting significant number of devices 

(c) Detect suspicious applications demanding rights: When 
installing applications, it is good to warn the user against sets 
of permissions that, grouped together, seem potentially 
dangerous, or at least suspicious. Frameworks such as Kirin, 
on Android, may be deployed to detect and prohibit certain 
sets of app permissions 

(d) Revocation procedures: Along with app stores appeared a 
new feature for mobile apps called remote revocation. This 
procedure can remotely and globally uninstall an application, 
on any device that has it. This means, the spread of a malicious 
application that managed to evade security checks can be 
immediately stopped when the threat is discovered. However, 
it is better to discourage remote login into mobile device from 
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a site or server as it may be a serious risk if authentication 
credentials are compromised  

(e) Avoid heavily customized systems: Mobile Device 
Manufacturers are tempted to overlay custom layers on 
existing operating systems, with the dual purpose of offering 
customized options and disabling or charging for certain 
features. This has the dual effect of risking the introduction of 
new bugs in the system, coupled with an incentive for users to 
modify the systems to circumvent the manufacturer’s 
restrictions. These systems are rarely as stable and reliable as 
the original ones, and may suffer from phishing attempts or 
other exploits 

(f) Improve software patch processes: New versions of various 
software components of a smart phone, including operating 
systems, are regularly published. They correct many flaws 
over time. Nevertheless, manufacturers often do not deploy 
these updates to their devices in a timely fashion. Thus, 
vulnerabilities persist when they could be corrected, and if 
they are not, since they are known, they are easily exploitable. 
Though users prefer automatic patch update on mobile 
device, they are concerned about the authenticity, which 
should be guaranteed  

(g) Linking UUID: The Users Unique ID (UUID) helps developers to 
uniquely identify a mobile device to manage and secure data. 
Many online systems have connected the UUID of a device to 
an individual user, which can enable tracking across 
applications, even when the user is not logged into the app. 
This advanced ability to track a user has become a threat for 
privacy.  Some device and OS providers have recognized both 
the privacy and security risks of UUID and removed developer 
access. So developers use MAC address of the wireless 
network interface to uniquely identify a mobile device, which 
in some cases has been spoofed  
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(h) Secure Coding Practices: Developers should focus on secure 
coding practices, which are updated from time to time. Some 
are as follows: (A) Coding: (i) increase code complexity and 
use code obfuscation, (ii) use strong cryptographic algorithms, 
which are neither broken nor likely to be broken in the next 
25 years. It is advisable to use lightweight cryptographic 
algorithms such as ECC, (iii) Test Third-Party libraries, (iv) 
Implement Anti-tamper Techniques, (v) Securely Store 
Sensitive Data in RAM, (vi) Avoid Query String for Sensitive 
Data; (B) Sensitive Data: (a) Implement Secure Data Storage 
Techniques, (b) Use SECURE Setting for Cookies, (c) Fully 
validate SSL/TLS, (d) Protect Against SSL Strip, (e) Treat 
Geolocation Data Carefully, (f) Implement enhanced/Two-
factor Authentication, (g) Implement Secure Network 
Transmission of Sensitive Data, (h) Validate Input from Client; 
(C) Caching  & Logging: (a) Avoid Caching App Data, (b) Avoid 
Crash Logs, (c) Limit Caching of Username, (d) Carefully 
Manage Debug Logs, (e) Be Aware of Copy and Paste; (D) 
Servers: (a) Implement Proper Web Server Configuration, (b) 
Properly Configure Server-side SSL, (c) Use Proper Session 
Management, (d) Protect Internal Resources; (E) Platforms: 
(a) Use the keychain carefully, (b) Avoid Cached Application 
Snapshots, (c) Use Automatic Reference Counting (ARC), (d) 
Follow vetting process for security issues, (e) Implement File 
Permissions Carefully, (f) Implement intents, with emphasis 
on implicit intents that specifies the targeted component and 
thus avoid activity/service hijacking and broadcast injection, 
(vii) Use Broadcasts carefully, (g) Implement Pending Intents 
Carefully with minimum activation time, (h) Avoid Intent 
Sniffing; (F) Weblogs: (i) Follow Web View Best Practices, (ii) 
Avoid Storing Cached Camera Images, (iii) Avoid GUI Objects 
Caching, (iv) Sign APKs, (v) Prefer to use signature on system 
applications, (vi) Implement Content Providers Carefully  
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(i) Application Level Security: Out of various standards which 
exists for application security, OWASP, Mobile App Sec 
verification 1.0, which defines following security verification 
levels is recommended: 

a. MASVS-L1: Provides a solid security baseline that is 
appropriate for most mobile apps 

b. MASVS-L2: Adds defense-in-depth-controls 

c. MASVS-R: Represents an optional protective layer for 
impeding reverse engineering and tampering 

d. MASVS-L2+R: Recommended for financial 
industry: online banking apps that allow the user to 
move funds, where techniques code injection and 
instrumentation on comprised devices pose a risk. In 
this case, controls from MASVS-R can be used to 
impede tampering, raising the bar for malware 
authors. 

(j) Security Certification: Mobile Applications certified by 
Authorized Security Testing Agency or provider should be 
published to protect public trust. It should be tested whether 
a given mobile application has justified reason to capture 
user’s location information or it has any malafide intention to 
capture such information for tracking the user, which is a 
violation of privacy. 

 

5.2 Mobile Web Service Security 

Mobile Web Browser of a mobile device is an interface for the user, 
which connects mobile device to the backend website of an 
organization or service provider through internet protocol using IP 
Address (V4 or V6). A mobile browser also called as a mini-browser, 
micro-browser or wireless Internet browser (WIB), is a web browser 
designed for mobile phones. Examples of some popular mobile 
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browsers are Google Chrome, Iris, Mozilla Firefox, Kindle, Apple Safari, 
Opera, Internet Explorer, Maxthon, Blackberry, UC browser, etc. In-
browser tools known as add-ons or extensions vary greatly by the type 
of jobs they perform. Websites are of two types: (1) Normal Websites, 
designed for access through client screens of Large Resolution as 
Desktops, Laptops and TV and (2) Mobile Websites, designed for 
access through mobile user device screens of smaller resolutions such 
as Mobile Phones, Tabs and Smartphones.  

Mobile phones access the web either through mobile browser or web 
applications. Browser exploits take advantage of vulnerabilities in the 
mobile web browser or software launched by the browser such as a 
Flash player, PDF reader, or Image viewer. Since mobile devices 
generally remain connected to the Internet all the times and 
frequently access web-based services, they are prone to several 
attacks such as:  

(i) Phishing, in which fraudsters use e-mail, text messages, audio calls 
and social media sites to send links to users to connect to wrongful 
websites by deceiving to appear similar to original website and 
capture critical information. 

(ii) Drive-By Downloads, in which automatic download of an 
application takes place while visiting a web page. In some cases, user 
needs to open the downloaded application, while in other cases the 
application can start automatically. Downloading pirated stuff through 
browser, mobile phones become victims of attack.  

Mobile Web Service enables local and internet website access onto 
mobile phone. Responsive mobile websites design is useful for mobile 
web services. Unlike a normal website, mobile website need to be 
designed for access through mobile devices of smaller screen 
resolutions. It has a set of web pages indexed in a home page through 
various interaction design patterns like the hub and spoke pattern, 
nested or filtered pattern and accessible through mobile internet 
using uniform resource locator (URL) linked with the IP Address.  
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Some important measures to control Mobile Web and Browser based 
Threats are:  

(a) Man-in-the-Browser attacks: Man-in-the-browser attack 
(MITB) is based on the presence of a proxy malware on the 
victim’s mobile device that infects the user’s 
browser exploiting its vulnerabilities. MITB is the greatest 
threat involving financial transactions. There is a proxy 
called Trojan horse that infects a browser by taking advantage 
of vulnerabilities in mobile browser. Usually MITB appears in 
the form of BHO (Browser Helper Object)/Active-X 
Controls/Browser Extension/Add-on/Plugin/API–Hooking. 
The malware is able to modify transaction content or conduct 
operations for the victims in a completely covert fashion. The 
malware is usually able to hide its transactions and bypass 
multi-factor authentication. Once the website authenticates 
the user that has provided the correct credentials, the Trojan 
Horse waits for the transactions to modify its content 

(b) Trust store API: Trust store API for generating and accessing 
app-private keys, unique per session, which makes it easier for 
non-system apps to store their data securely, without 
implementing key protection by themselves is suggested. 
Some tools for evaluation of mobile websites are provided in 
the Annex. 

(c) Web Server Configuration: Certain settings on a web server 
can increase security. One commonly overlooked vulnerability 
on a web server is information disclosure. Information 
disclosure can lead to serious problems, because every piece 
of information attackers can gain from a server makes staging 
an attack easier. So, a simple way to reduce information 
disclosure is to disable verbose errors. Verbose errors can be 
useful in a development environment, but in a production 
environment can leak critical information such as web 
framework information and versions. Attackers can use this 
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information to target attacks that are designed to exploit 
implementation-specific flaws 

(d) Server Side SSL: Many web servers allow lower encryption 
settings, such as the very weak export-grade 40-bit 
encryption. Ensure SSL certificates are properly installed and 
configured with only strong ciphers. Updating to the newer 
version of TLS should harden and foolproof the application. 
For example, the TLSv1 is to be updated with TLSv1.2 for 
stronger encryption 

(e) Pen Test Web Services: A compromised server has the 
potential to intercept user credentials and launch other 
attacks against app users. In general, a production web server 
must be thoroughly tested and hardened against malicious 
attacks. Production server software should be updated to the 
latest versions, and hardened to prevent information 
disclosures regarding server software and interfaces. 
Authentication forms should not reflect whether a username 
exists. If an attacker has a method to determine valid 
usernames, they have a starting point for brute force and 
phishing attacks. Prevent username harvesting by providing 
the same response back to the client for both “invalid 
user/pass combination” and “no such username found” 
events. All login forms and forms/pages exchanging sensitive 
data should implement and require HTTPS. Web servers 
should not allow client connections without SSL for such 
resources. Turn off verbose errors, remove any legacy 
unnecessary sites or pages, and continually harden web 
resources against potential attacks 

(f) Authentication Services: Central Authentication Service (CAS) 
protocol involves at least three parties: a client web browser, 
the web application requesting authentication, and the CAS 
server. It may also involve a back-end service, such as a 
database server, that does not have its own HTTP interface 
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but communicates with a web application. When the client 
visits an application desiring to authenticate to it, the 
application redirects it to CAS. CAS validates the client's 
authenticity, usually by checking a username and password 
against a database (such as Kerberos, LDAP or Active 
Directory). If the authentication succeeds, CAS returns the 
client to the application, passing along a security ticket. The 
application then validates the ticket by contacting CAS over a 
secure connection and providing its own service identifier and 
the ticket. CAS then gives the application-trusted information 
about whether a particular user has successfully 
authenticated. CAS allows multi-tier authentication via proxy 
address. A cooperating back-end service, like a database or 
mail server, can participate in CAS, validating the authenticity 
of users via information it receives from web applications. 
Thus, a webmail client and a webmail server can all implement 
CAS 

(g) Localization Services: Inputting of Indian language (IL) text on 
mobiles also requires a special keyboard driver to interpret 
Indian language text entry. Such keyboard driver can allow 
direct Indian language inputting, like Enhanced INSCRIPT 
phonetic like inputting (where IL is entered by using English 
keypad e.g. ghar ja raha tha), Multitap, C-DAC’s two key 
mechanism. Some existing standards like Enhanced INSCRIPT 
should be referred for mobile based inputting. Also, IL 
alphabets are required to be engraved on the keys of the 
mobile device. For mobile devices having touch screen 
interfaces only and where the screen size is small, 12-Key 
Virtual Keyboard inputting mechanism should be preferred. 
For smart phones where the screen size is more than three 
inches (measured diagonally), INSCRIPT based Virtual 
Keyboard should be preferred.   

(h) Listing in CSS (Cascading Style Sheets): Number schemes/ 
bulleting needs to be supported in Indian languages as well. 
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Some standards however need to be provided to those 
developing CSS so that by default user could have the facility 
to use bulleting in his own Indian languages. The word 
processors are sometimes used by the user to develop pages 
for the web. Therefore, standards are a must. In most 
applications, Devanagari order is followed for languages 
sharing the script, which unfortunately is not the correct thing 
while deciding on sorting/collation for Indian languages    

(i) CSS rendering problems in Indian script: There are many 
rendering issues associated with the application of CSS on an 
Indian script, so use Indian syllable 

(j) Inherent Indian language support: In order to handle complex 
scripts like Indian scripts, the mobile devices and the 
associated mobile operating system should inherently support 
Indian languages. The device should support, Unicode, Virtual 
Keyboard, Local data and fonts  

(k) Internationalized Domain Names (IDN): For Internationalised 
Domain Names (IDN), the mobile browser should clearly and 
legibly display the domain name. If by virtue of user settings, 
browser displays the PUNYCODE instead of actual IDN, it may 
flag so appropriately to the user. Autofill for ‘country code 
top-level domain (ccTLD) .BHARAT’ in Indian languages may be 
made available. 

 
5.3 Mobile Cloud Services Security 

Cloud Computing Service Models are mainly categorized as SaaS 
(Software as a Service), PaaS (Platform as a Service) and IaaS 
(Infrastructure as a Service). Cloud computing service deployment 
models are of three types, namely – (i) Public cloud (Cloud 
infrastructure is provided, hosted and maintained by the cloud 
provider and shared publicly by the end users), (ii) Private cloud (Cloud 
infrastructure is hosted and maintained by an organization’s IT 
Department  to offer internally hosted services behind a corporate 
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firewall to specific authorized people by retaining more control over 
their data) and (iii) Hybrid cloud (It combines public and private cloud 
options and allows users to manage some resources in-house 
particularly sensitive data for security reasons and some externally 
through a third-party cloud provider). 

A mobile cloud service (MCS) is any of these classes of services that is 
provided by the cloud service provider onto the mobile device. 
Examples of (i) SaaS: Mobile Wallet, (ii) PaaS: An Android OS based 
Mobile Phone executing an iOS or Windows OS based mobile 
application. An Android OS mobile phone without having MS-Word or 
Excel Application, executing such applications provided by the cloud 
provider, (iii) IaaS: Mobile Communication channels as USSD, GPRS, 
Voice and WIFI (Wireless Fidelity), Application Server, Web server, 
Database Server. MCS helps users to get IT services on demand 
without owning and managing them using network-enabled, multi-
tenant, and usage-based, subscription model. In addition, with that, 
users can access applications, data, infrastructure or platforms via the 
provider’s facilities. The benefits to end users are expected to be 
reduced cost (both CapEx and OpEx), flexibility, automated 
provisioning and energy efficiency thereby leveraging economies of 
scale of the assets by the provider. Providers should use standards-
based MCS ensuring interoperability, privacy and security across 
multiple cloud and m-Governance service providers. MCS help in 
mobility and to overcome the device constraints of energy, processing 
and display. 

 
6. Mobile Security Testing    

Testing is checking the goodness of an entity as per its performance in 
a given environment. If a target is known, it focuses on identification 
of the path leading to the target or verifying the closeness of the 
observed value from the expected target. Security Testing is more 
challenging as it involves identification of threats and vulnerabilities, 
which are necessarily not known. Mobile Security Testing includes the 
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testing of entities such as mobile device security, mobile 
communication security, mobile application security, mobile interface 
security and data privacy of mobile users.  

 
6.1 Mobile Application Security Requirements 

Testing of a mobile application is done to check the goodness of its 
functional, performance and security requirements and find the 
deviations between observed and expected targets. Security Testing is 
more challenging as it involves finding what the application does 
which it is not supposed to do. Developers and providers should get 
their mobile application vetted mainly for security by authorized 
testing bodies before it is launched. There are various generic and 
specific requirements, which a mobile application is expected to 
exhibit in order to be considered as highly secure, as given below: 

General Requirements of Mobile Application Security includes: (A) 
Enabling authorized functionality: The app must work as described; 
all buttons, menu items, and other interfaces must work. Error 
conditions must be handled gracefully, such as when a service or 
function is unavailable (e.g., disabled, unreachable, etc.), (B) 
Preventing unauthorized functionality: Unauthorized functionality, 
such as data ex-filtration performed by malware, must not be 
supported, (C) Limiting permissions: Apps should have only the 
minimum permissions necessary and should only grant other 
applications the necessary permissions, (D) Protecting sensitive data: 
Apps that collect, store, and transmit sensitive data should protect the 
confidentiality, integrity and privacy of this data. This category 
includes preserving privacy, such as asking permission to use personal 
information and using it only for authorized purposes, (E) Securing app 
code dependencies: The app must use any dependencies, such as on 
libraries, in a reasonable manner and not for malicious reasons, (F) 
Testing app updates: New versions of the mobile app must be tested 
to identify any new weaknesses. Well-written security requirements 
are the most useful to the auditors when they can easily be translated 
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into specific evaluation activities.  

A. Enabling Authorized Functionality  

An important part of confirming authorized functionality is testing 
the mobile user interface (UI) display, which can vary greatly for 
different device screen sizes and resolutions. The rendering of 
images or position of buttons may not be correct due to these 
differences. If applicable, the UI should be viewed in both portrait 
and landscape mode. If the page allows for data entry, the virtual 
keyboard should be invoked to confirm, it displays and works as 
expected. Analysers should also test any of the devices’ physical 
sensors used by the app such as Global Positioning System (GPS), 
front/back cameras, video, microphone for voice recognition, 
accelerometers (or gyroscopes) for motion and orientation-
sensing, and communication between devices.  

Telephony functionality encompass a wide variety of method calls 
that an app can use if given the proper permissions, including 
making phone calls, transmitting Short Message Service (SMS) 
messages, and retrieving unique phone identifier information. 
Most of them – if not all of these telephony events are sensitive – 
provide access to phone identifier information (PII). Many apps 
make use of the unique phone identifier information in order to 
keep track of users instead of using a username/password scheme. 
Many legitimate apps use the phone number of the device as a 
unique identifier, which can lead to loss of PII. To make matters 
worse, many of the carrier companies do not take any caution in 
protecting this information. Any app that makes use of the phone 
call or SMS messages that is not clearly stated in the EULA (End 
User License Agreement) or app description as intending to use 
them will be an immediate cause for suspicion. 

B. Preventing Unauthorized Functionality  

Some mobile apps (as well as their libraries) are malicious and 
intentionally perform operations that are not disclosed to the user 
and violate privacy and secure behaviour. This undocumented 
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functionality may include infiltrating confidential information or 
Personal Identifiable Information (PII) to a third party, defrauding 
the user by sending premium SMS messages with higher charges or 
tracking users’ location without their knowledge. Other forms of 
malicious functionality include injection of fake websites into the 
victim’s browser in order to collect sensitive information, acting as 
a starting point for attacks on other devices, and generally 
disrupting or denying operation. Another example is, the use of 
banner ads that may be presented in a manner, which causes the 
user to unintentionally select ads that may attempt to deceive the 
user. These types of behaviour support phishing attacks and may 
not be detected by mobile antivirus or software vulnerability 
scanners as they are served dynamically and not available for 
inspection prior to the installation of the app.  

Open source and commercially available malware detection and 
analysis tools can identify both known and new forms of malware. 
These tools can be incorporated as part of an organization’s 
enterprise mobile device management (MDM) solution, 
organization’s app store, or app vetting process. Even if these tools 
have not detected known malware in an app, one should not 
assume that malicious functionality is not present. It is essentially 
impossible for a vetting process to guarantee that a mobile app is 
completely free from malicious functionality. 

Mobile devices may have some built-in protection mechanisms 
against malware like app sandboxing and user approval in order to 
have access to subsystems such as GPS or text messaging. In this 
case, sandboxing makes it difficult for apps to interfere with one 
another or with the operating system; however, it does not prevent 
other types of malicious functionality.  

A final category of unauthorized functionality to consider is the 
communication with disreputable websites, domains, servers, etc. 
If the mobile app is observed to communicate with sites known to 
harbour malicious advertising, spam, phishing attacks, or other 
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malware, this is a strong indication of unauthorized functionality. 
Such websites should be blacklisted. 

 
C. Limiting Permissions  

Some of the mobile apps have permissions that are not consistent 
with EULAs, app permissions, app descriptions, in-program 
notifications, or other expected behaviour and would not be 
considered to exhibit secure behaviour. An example is a wallpaper 
app that collects and stores sensitive information, such as 
passwords or PII, or accesses the camera and microphone. 
Although these apps might not have malicious intent— they may 
just be poorly designed – their excessive permissions still expose 
the user to threats that stem from the mismanagement of sensitive 
data and the loss or theft of a device. Similarly, some apps have 
permissions assigned that they don’t actually use. Moreover, users 
routinely and reflexively grant whatever access permissions a 
newly installed app requests, enabling their mobile device OS 
perform permission requests. It is important to identify apps that 
have excessive permissions. It involves a subjective decision from 
an auditor that certain permissions are not appropriate and that 
the behaviour of the app is malafide. Excessive permissions can 
manifest in other ways including: 

i. File input/output (I/O) and removable storage: File I/O can be a 
security risk, especially whether I/O happens on a removable or 
unencrypted portion of the file system. Regarding the mobile app’s 
own behaviour, file scanning or access to files that are not part of 
an app’s own directory could be an indicator of malicious activity 
or bad coding practice. Files written to external storage, such as a 
removable Secure Digital (SD) card, may be readable and writeable 
by other apps that may have been granted different permissions, 
thus placing data written to unprotected storage at risk.  

ii. Privileged commands: Mobile apps may possess the ability to 
invoke lower-level command line programs, which may allow 
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access to low-level structures, such as the root directory, or may 
allow access to sensitive commands. These programs potentially 
allow a malicious app to access various system resources and 
information (e.g., finding out the running processes on a device). 
Although the mobile operating system typically offers protection 
against directly accessing resources beyond what is available to the 
user account that the app is running under; this opens up the 
potential for privilege elevation attacks. 

iii. APIs: Ensure that the mobile app uses designated APIs from the 
vendor-provided software development kit (SDK) properly and 
unauthorized API calls are not permitted. For the permitted APIs, 
the analyser should note where the APIs are transferring data to 
and from the app. 

D. Protecting Sensitive Data  

Many mobile apps collect, store, and/or transmit sensitive data, 
such as financial data (e.g., credit card numbers), personal data 
(e.g., AADHAAR or PAN numbers), and login credentials (e.g., 
passwords). When implemented and used properly, cryptography 
can help maintain the confidentiality and integrity of this data, 
even if a protected mobile device is lost or stolen and falls into an 
attacker’s hands. However, only certain cryptographic 
implementations have been shown to be sufficiently strong, and 
developers who create their own implementations typically expose 
their apps to exploitation through man-in-the-middle attacks and 
other forms.  

Federal Information Processing Standard (FIPS) 140-2 precludes 
the use of invalidated cryptography for the cryptographic 
protection of sensitive data. Invalidated cryptography is viewed by 
NIST as providing no protection to the data. A list of FIPS 140-2-
validated cryptographic modules and an explanation of the 
applicability of the Cryptographic Module Validation Program 
(CMVP) can be viewed in the CMVP website. Analysers should refer 
the CMVP-provided information to determine if each mobile app is 
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using properly validated cryptographic modules and approved 
implementations of those modules. It is not sufficient to use 
appropriate cryptographic algorithms and modules; cryptography 
implementations must also be maintained in accordance with 
approved practices. 

Cryptographic key management is often performed improperly, 
leading to exploitable weaknesses. For example, the presence of 
hard-coded cryptographic keying material such as keys, 
initialization vectors, etc., is an indication that cryptography has 
not been properly implemented by an app and might be exploited 
by an attacker to compromise data or network resources. Another 
example of a common cryptographic implementation problem is 
the failure to properly validate digital certificates, leaving 
communications protected by these certificates to man-in-the-
middle attacks.  

Privacy considerations need to be taken into account for mobile 
apps that handle PII, including mobile-specific personal 
information like location data, pictures as well as the broadcast ID 
of the device. This needs to be dealt with in the UI as well as in the 
portions of the apps that manipulate this data. For example, an 
analyser can verify that the app complies with privacy standards by 
masking characters of any sensitive data within the page display, 
but audit logs should also be reviewed when possible for 
appropriate handling of this type of information. Another 
important privacy consideration is that sensitive data should not be 
disclosed without prior notification to the user by a prompt or a 
license agreement. Another concern with protecting sensitive data 
is data leakage -- mainly through unauthorized network 
connections. Mobile Apps can use network connections for 
legitimate reasons, such as retrieving content, including 
configuration files, from a variety of external systems. Apps can 
receive and process information from external sources and also 
send information out, without the user’s knowledge. Analysers 
should consider not only cellular and Wi-Fi usage, but also 
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Bluetooth, NFC, and other channels of networking. Another 
common source of data leakage is shared system-level logs, where 
multiple apps log their security events to a single log file. Some of 
these log entries may contain sensitive information, either 
recorded inadvertently or maliciously, so that other apps can 
retrieve it. Analysers should examine app logs to look for signs of 
sensitive data leakage. 

 
E. Securing App Code Dependencies  

A mobile app must use coding practices. Specifically, an app should 
properly use other bodies of code, such as libraries, only when 
needed, and not to attempt to obfuscate malicious activity. 
Examples include: 

i. Native Methods: Native method calls are typically calls to a library 
function that has already been loaded into the memory. These 
methods provide a way for an app to reuse code that was written 
in a different language. These calls, however, can provide a level of 
obfuscation that impacts the ability to perform analysis of the app 

ii. External Libraries and Classes: This category includes any third-
party libraries and classes that are loaded by the app at run-time. 
Third-party libraries and classes can be closed sources, can have 
self-modifying code, or can execute unknown server-side code. 
Legitimate uses for loaded libraries and classes might be for the use 
of a cryptographic library or a graphics API. Malicious apps can use 
library and class loading as a method to avoid detection. From a 
vetting perspective, libraries and classes are also a concern 
because they introduce outside code to an app without the direct 
control of the developer. Libraries and classes can have their own 
known vulnerabilities, so an app using such libraries or classes 
could expose a known vulnerability on an external interface. Tools 
are available that can list libraries, and these libraries can then be 
searched for in vulnerability databases to determine if they have 
known weaknesses  
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iii. Dynamic Behaviour: When apps execute, they exhibit a variety of 
dynamic behaviour. Not all of these operating behaviours are a 
result of user input. Executing apps may also receive inputs from 
the data stored on the device. The key point here is the need to 
know the origins of the data used by an app and how it is sanitized. 
It is critical to recognize that data downloaded from an external 
source is particularly dangerous as a potential exploit vector unless 
it is clear how the app prevents insecure behaviour resulting from 
data from a source not trusted by the app. Data downloaded from 
external sources should be treated as potential exploits unless it 
can be shown that the app is able to thwart any negative 
consequences from externally supplied data, especially data from 
untrusted sources. This is nearly impossible, thus requiring some 
level of risk-tolerance mitigation  

iv. Inter-Application Communications: Apps that communicate with 
each other can provide useful capabilities and productivity 
improvements, but these inter-application communications can 
also present a security risk. For example, in Android platforms, 
inter-application communications are allowed but regulated by 
what Android calls “intents.” An intent can be used to start an app 
component in a different app or the same app that is sending the 
intent. Intents can also be used to interact and request resources 
from the operating system. In general, analysers should be aware 
of situations where mobile app is using non-human entities to 
make API calls to other devices, to communicate with third-party 
services, or to otherwise interact with other systems. 

F. Testing App Updates  

To provide long-term assurance of the software throughout its life 
cycle, all mobile apps, as well as their updates, should go through 
a software assurance vetting process, because each new version of 
an app can introduce new unintentional weaknesses or unreliable 
code. Apps should be vetted before being released. The purpose is 
to validate that the app adheres to a predefined acceptable level 
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of security risk and identify whether the developers have 
introduced any latent weaknesses that could make the IT 
infrastructure and mobile user vulnerable. It is increasingly 
common for mobile devices to be capable of and be configured to 
automatically download app updates. Mobile devices are also 
generally capable of downloading apps of the user’s choice from 
app stores. Ideally, each app and app update should be vetted 
before it is downloaded onto any of the mobile user’s devices. If 
unrestricted app and app update downloads are permitted, this 
can bypass the vetting process. So disabling all automatic updates, 
only permitting use of recognized app store, preventing the 
installation of updates through the use of application whitelisting 
software, and enabling mobile application management (MDM) 
features that make app vetting a precondition for allowing users to 
download apps and app updates are to be followed. 

 

6.2 Testing Approaches of Mobile Application Security 

There are various approaches to test the security of mobile 
applications to detect the presence of software vulnerabilities. Such 
testing may involve: (A) correctness testing, (B) analysis of the app’s 
source code or binary code, (C) use of static analysis, (D) use of 
dynamic analysis, and (E) manual or automatic testing of the app. 

A. Correctness Testing  

Software correctness testing is aimed primarily at improving quality 
assurance, verifying and validating described functionality, or 
estimating reliability as it reveals potential security vulnerabilities, 
which have a negative effect on the quality, functionality, and 
reliability of the software. Software that crashes or exhibits 
unexpected behaviour is often indicative of a security flaw. One of the 
advantages of software correctness testing is that it is traditionally 
based on specifications of the specific software to be tested.  

These specifications can then be transformed into requirements that 
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specify how the software is expected to behave under test. This is 
distinguished from security assessment approaches that often require 
the tester to derive requirements themselves; often such 
requirements are largely based on security requirements that are 
considered to be common across many different software artefacts 
and may not test for vulnerabilities that are unique to the software 
under test. Due to tight coupling between security and quality, 
functionality, and reliability of software, performing adequate 
software correctness testing for mobile applications is recommended.  

 

B. Source Code and Binary Code Testing 

A major factor in performing mobile app testing is whether source 
code is available or not. Typically, apps testing downloaded from an 
app store does not provide access to source code. When source code 
is available, such as in the case of an open source app, a variety of tools 
can be used to analyse it. The goals of performing a source code review 
are to find vulnerabilities in the source code and to verify the results 
of analysers. The current practice is that these tasks are performed 
manually by a secure code reviewer who reads through the content of 
source code files. Even with automated aids, the analysis is labour-
intensive. Benefits of using automated static analysis tools include 
introducing consistency between different reviews and making review 
of large code bases possible.  

Reviewers generally use automated static analysis tools whether they 
are conducting an automated or a manual review, and they express 
their findings in terms of Common Weakness Enumeration (CWE) 
identifiers or some other widely accepted nomenclature. Performing 
a secure code review requires software development and domain-
specific knowledge in the area of application security. Testing 
organizations should ensure that the individuals performing source 
code reviews have the necessary skills and expertise.  

Organizations that develop mobile apps should refer to guidance on 
secure programming techniques and software quality assurance 
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processes to appropriately address the entire software development 
life cycle. When source code is not available, binary code can be vetted 
which refers to either byte-code or machine code. For example, 
Android apps are compiled to byte-code that is executed on a virtual 
machine, similar to the Java Virtual Machine (JVM), but they can also 
come with custom libraries that are provided in the form of machine 
code, that is, code executed directly on the mobile device’s CPU. 
Android binary apps include byte-code that can be analysed without 
hardware support using emulated and virtual environments. 

 
C. Static Testing 

Analysis tools are often characterized as being either static or 
dynamic. Static analysis examines the app source code and binary 
code, and attempts to reason overall possible behaviours that might 
arise at runtime. It provides a level of assurance that analysis results 
in an accurate description of the program’s behaviour regardless of 
the input or execution environment. 

 Static analysis requires binary code to be reverse engineered when 
source is not available, which is relatively easy for byte-code, but can 
be difficult for machine code. Many commercial static analysis tools 
support byte-code, as do a number of open source and academic tools. 
For machine code, it is especially hard to track the flow of control 
across many functions and to track data flow through variables, since 
most variables are stored in anonymous memory locations that can be 
accessed in different ways. The most common way to reverse engineer 
machine code is to use a de-assembler or a decompiler that tries to 
recover the original source code. These techniques are especially 
useful if the purpose of reverse engineering is to allow humans to 
examine the code, since the outputs are in a form that can be 
understood by humans with appropriate skills. But even the best de-
assemblers make mistakes. Some mistakes can be corrected with 
formal static analysis. If the code is being reverse engineered for static 
analysis, then it is often preferable to disassemble the machine code 
directly to a form that the static analyser understands rather than 
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creating human-readable code as an intermediate by-product. A static 
analysis tool that is aimed at machine code is likely to automate this 
process.  

 
D. Dynamic Testing 

Dynamic analysis is performed by executing a mobile application using 
a set of input use cases and analysing the apps runtime behaviour. In 
some cases, the enumeration of input test cases is large, resulting in 
lengthy processing times. Methods such as combinatorial testing can 
be used to reduce the number of dynamic input test case 
combinations, thereby reducing the amount of time needed to derive 
analysis results. Testing organizations should consider the technical 
trade-off between what static and dynamic tools offer and balance 
their usage given the organization’s software assurance goals.  

For dynamic testing, the most important requirement is to be able to 
see the working of the code as it is being executed. There are two 
primary ways to obtain this information. First, an executing mobile app 
can be connected to a remote debugger, and second, the code can be 
run on an emulator that has debugging capabilities built into it. 
Running the code on a physical device allows the analyser to select the 
exact characteristics of the device on which the app is intended to be 
used and can provide a more accurate view about how the app would 
behave. On the other hand, an emulator provides more control, 
especially when it is open source and can be modified by the evaluator 
to capture whatever information is needed. Although emulators can 
simulate different devices, they do not simulate all of them, and the 
simulation may not be completely accurate.  

It may be noted that malware increasingly detects the use of 
emulators as a testing platform and changes its behaviour accordingly 
to avoid detection. Therefore, it is recommended that analysers use a 
combination of emulated and physical mobile devices so as to avoid 
false negatives from malware that employs anti-detection techniques. 
Useful information can be learned by observing an app’s behaviour 
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even without knowing the purpose of individual functions. For 
example, an analyser can observe how the app interacts with its 
external resources, recording the services it requests from the 
operating system and the permissions it exercises. Although many of 
the device capabilities used by an app may be inferred by an analyser 
(e.g., access to a device’s camera will be required of a camera app), an 
app may be permitted access to additional device capabilities that are 
beyond the scope of its described functionality (e.g., a camera app 
accessing the device’s network). Moreover, if the behaviour of the app 
is observed for specific inputs, the evaluator can ask whether the 
capabilities being exercised make sense in the context of those 
particular inputs. For example, a calendar app may legitimately have 
permission to send calendar data across the network in order to sync 
across multiple devices, but if the user has merely asked for a list of 
the day’s appointments and the app sends data that is not simply part 
of the handshaking process needed to retrieve data, the analyser 
might investigate ‘what data is being sent and for what purpose’. 

 
E. Automated Testing 

In most cases, an app vetting process uses automated tools that test 
an app for software vulnerabilities and generate a report of risk 
assessment. Finding the right set of tools to evaluate a requirement 
can be a challenging task because of the varied capabilities of diverse 
commercial and open source tools, and because it can be challenging 
to determine the capabilities of a given tool. Constraints on time and 
money may also prevent the evaluator from assembling the best 
possible evaluation process, especially when the best process would 
involve extensive human analysis. Tools that provide a high-level risk 
rating should provide transparency on how the score was derived and 
which tests were performed. Tools that provide low-level code 
analysis reports, should help analysers understand how the tool’s 
findings may impact their security. Therefore, it is important to 
understand and quantify what each tool and process can do, and to 
use that knowledge to characterize what the complete evaluation 
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process does or does not provide. In most cases, organizations will 
need to use multiple automated tools to meet their testing 
requirements. Using multiple tools can provide improved coverage of 
software vulnerability detection as well as provide validation of test 
results for those tools that provide overlapping tests. 

Classes of automated tools include: 

i. Simulators: Desktop simulators allow the use of a computer to 
view how the app will display on a specific device without the 
use of an actual device. Because the tool provides access to the 
User Interface (UI), the app features can also be tested. 
However, interaction with the actual device hardware features 
such as a camera or accelerometer may not be simulated and 
requires an actual device  

ii. Remote Device Access: These types of tools allow the analyser 
to view and access an actual device from a computer. This 
allows the testing of most of the device features that do not 
require physical movement such as using a video camera or 
making a phone call. Remote debuggers are a common way of 
examining and understanding apps 

iii. Automated Scripting: There are several tools available that 
allow creation of automated scripts to remotely run regression 
test cases on specific devices and operating systems  

iv. User Interface-Driven Testing: If the expected results being 
verified are UI-specific, pixel verification can be used. This 
method takes a “screen shot” of a specified number of pixels 
from a page of the app and verifies that it displays as expected 
(pixel by pixel)  

v. Data-Driven Testing: Data-driven verification uses labels or text 
to identify the section of the app page to verify. For example, it 
will verify the presence of a “Back” button, regardless of where 
on the page it displays. Data-driven automated test cases are 
less brittle and allow some page design changes without 
rewriting the script  

vi. Fuzzing: Fuzzing normally refers to the automated generation 
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of test inputs, either randomly or based on configuration 
information describing data format. Fault injection tools may 
also be referred to as “fuzzers.” This category of test tools 
emphasis is on fast and automatic generation of many test 
scenarios  

vii. Network-Level Testing: Fuzzers, penetration test tools, and 
human-driven network simulations can help determine how the 
app interacts with the outside world. It may be useful to run the 
app in a simulated environment during network-level testing so 
that its response to network events can be observed more 
closely  

viii. Test Automation: It refers to tools that automate the repetition 
of tests after they have been engineered by humans. This makes 
it useful for tests that need to be repeated often (e.g., tests that 
will be used for many apps or executed many times, with 
variations, for a single app) 

ix. Static Analysis Tools: These tools generally analyse the 
behaviour of software (either source or binary code) to find 
software vulnerabilities. If appropriate specifications are 
available, it can be used to evaluate correctness. Some static 
analysis tools operate by looking for syntax embodying, a known 
class of potential vulnerabilities and then analysing the 
behaviour of the program to determine if the weaknesses could 
be exploited. Static tools should not only encompass the app 
itself, but also the data it uses to the extent that this is possible; 
true behaviour of the app may depend critically on external 
resources 

x. Metrics Tools: These tools not only measure aspects of 
software not directly related to software behaviour, but also in 
estimating auxiliary information such as the effort of code 
evaluation. Metrics can also give indirect indication about the 
quality of the design and development process. Commercial 
automated app testing tools have overlapping or 
complementary capabilities. For example, one tool may be 
based on techniques that find integer overflows reliably while 
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another tool may be better at finding weaknesses related to 
command injection attacks.  

 
6.3 Mobile Forensics 

Mobile Phone has become a source of evidence for criminal 
investigation. Mobile device forensics is a new branch of digital 
forensics relating to recovery of digital evidence or data from a mobile 
phone under forensically sound conditions. Mobile phone saves 
several types of user’s personal information such as contacts, photos, 
calendar events and notes, SMS and MMS messages, video, e-mail, 
web browsing information, location information, places visited, chat 
history and social networking messages. Not only the types of data it 
contains, but also the way mobile phone is used to exhibit the user 
behavior. There exists a variety of mobile forensic tools to extract 
evidence from mobile devices; no one tool or method can acquire all 
the evidence from all mobile devices. So forensic examiners, especially 
those wishing to qualify as expert witnesses in court, undergo 
extensive training in order to understand how each tool and method 
acquires evidence; how it maintains standards for forensic soundness; 
and how it meets legal requirements.   

 
7. Mobile Security Tips for Users 

• Awareness is the key to avoid most of the mobile security 
problems. So, learn, update yourself and follow simple steps   

• Keep your mobile phone only with you – safely like a purse or 
ornament. Do not leave it unattended  

• Note Your Mobile Phone Number, SIM Card Number, IMEI 
Number and Your Mobile Network Operator’s Phone Number 
in a paper or diary and keep it safe. SIM Card Number is 
available on the SIM Card or its cover in printed form.  IMEI 
Number(s) of the Mobile Phone, which you can see printed on 
its packed box or manual. If you press *#06# in the phone 
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dialling pad of the mobile phone, then IMEI Number gets 
displayed. For dual SIM phones, one may get two IMEI 
(International Mobile Equipment Identity) Numbers, required 
to report and trace if the mobile phone is lost  

• Read the security features of your phone. These are available 
in the mobile phone manual  

• Using Settings and security, register your password for screen 
lock and other folders. Use screen lock to open your phone.  
Change the password periodically 

• Mobile Applications may come pre-installed at the time of 
purchasing a mobile phone or you may download and install 
on demand. Ensure that mobile app is downloaded from 
trustworthy sites only. If several mobile apps with similar 
name appears, choose appropriate one by looking at what 
functionalities it provides, whether it is certified, whether it is 
latest, has maximum downloads, what permissions it asks for, 
etc.    

• Be cautious while using free Wi-Fi services in public places.  

 
8. Conclusion 

Mobile Security is a challenging and evolving area. This article provides 
a holistic picture of mobile security from different perspectives. The 
information collated from multiple sources is acknowledged. 
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Annex.: Mobile Communication  
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Typical Frequencies of Wireless Communication 
FM Radio ~ 88 MHz 

TV Broadcast ~ 200 MHz 
GSM Phones ~ 900 MHz 

GPS ~ 1.2 GHz 
PCS Phones ~ 1.8 GHz 
Bluetooth ~ 2.4 GHz 

Wi-Fi ~ 2.4 GHz 
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1. Introduction 

Cyber Security is critical for financial sector given the risks involved. 
The Centre of Excellence in Cyber Security at IDRBT has been 
committed to resolving cyber security related issues of the banks. 
This article, describes our efforts and focus areas for strengthening 
cyber defense, especially for the financial sector. 
 

2. Research and Development 
 

The rapid proliferation of various delivery channels in the form of 
Internet Banking, Mobile Banking, ATM, etc., is increasingly exposing 
banks to new risks such as identity theft, hacker attacks and other 
security threats. These are issues, which are not confined to any one 
country but are global in nature given the widespread advances in 
computing and internet technologies.  
 
The Centre of Excellence in Cyber Security (CCS) serves as the “one 
stop” resource centre for all Cyber Security, Digital Forensics, tools, 
literature, and expertise for the banking sector. Our research team, 
consisting of Faculty, Ph.D. scholars, M.Tech. students, Interns and 
Research Associates, works on the following areas of research: 

 
2.1. Surveillance of Advanced Persistent Threat  

An advanced persistent threat (APT – also called Targeted Attack) is a 
set of stealthy and continuous computer hacking processes, often 
orchestrated by an adversary targeting a specific entity. An APT 
usually targets any entity for business or political motives. APT 
processes require a high degree of covertness over a long period of 
time. It employs sophisticated techniques using malware to exploit 
vulnerabilities in systems. The “persistent” process suggests that an 
external system is continuously monitoring and extracting data from 
a specific target. The “threat” process indicates possible human 
involvement in orchestrating the attack.  
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The lifecycle of an APT involves the following stages: 

• Initial compromise 
• Establish foothold 
• Escalate privileges 
• Internal reconnaissance 
• Move laterally 
• Maintain presence 
• Complete mission 

 
Following is an example of targeted attacks, considered as a superset 
of advanced persistent threat. 

On February 5, 2016, a large sum of money was transferred from 
Federal Reserve Bank of New York to a Sri Lankan non-governmental 
organization called the Shalika Foundation using Bangladesh Bank’s 
SWIFT code. This was done in four successful transfers out of nearly 
three dozen requests that came to the Federal Reserve Bank of New 
York. In the fifth transaction, the staff at Deutsche Bank noticed the 
misspelt word as Shalika “Fandation” instead of Foundation, while 
routing the funds. 

The Deutsche Bank requested Bangladesh Bank for clarification. The 
Bangladesh Bank cancelled the remaining transfers. After a cyber-
forensic investigation, it was found that the credentials needed for 
payment transfers were obtained by installing a sophisticated 
malware on the bank’s computer systems some time ago. It is still 
unclear how the machine got infected, the stages used for malware 
delivery, the zero-day attacks used, and the period from when the 
hackers started targeting Bangladesh Bank alone. These are highly 
sophisticated attacks where the exploits are developed using various 
stealth techniques and are delivered in multiple stages. Stealth 
techniques [1] are incorporated for achieving persistence, which 
makes these exploits undetectable for a long period. Sullivan [1] has 
indicated that APTs are long-term sustained attacks that are targeted 
at a specific organization for financial gain. 
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APTs is a special or sophisticated malware. The above type of 
malware is programmed with multiple zero-day exploits embedded 
in one or more executable or non-executable files with the 
command and control channels for dynamic delivery of newer 
versions of malware. The initial exploits are generally delivered by 
embedding the malicious exploit with non-executable files like office 
documents, Portable Document Format (PDF) files, image files, video 
files [1] or through social engineering techniques such as infected 
pen drives, malicious drivers, infected input devices like keyboard 
switch embedded key loggers [1]. This would be followed by the use 
of multiple executables and non-executable files, which get installed 
in the system with linkage to Command and Control (C&C) Channels. 

Detection of highly sophisticated cyberattacks like Advanced 
Persistent Threats (APT) are of paramount importance for securing 
systems and networks. Presently, there are no methods to detect 
APTs. Table 1 shows test results and performance of state-of-the-art 
endpoint security tools. It is evident from this figure that present day 
tools are not capable of detecting sophisticated attacks. 

The APTs are highly sophisticated multistage and multi-vector 
attacks using exploits and stealth techniques, targeted against 
specific organizations. Stealth techniques are incorporated for 
achieving persistence, which makes the exploits undetectable for a 
long period of time. Unlike ordinary malware, APTs are programmed 
with multiple zero-day exploits embedded in one or more executable 
or non-executable files with the Command and Control (C&C) 
channels for dynamic delivery. The initial exploits are delivered by 
embedding malicious exploit with non-executable files like office 
documents, pdf, image or video files. Social engineering techniques 
such as spear phishing e-mails, infected pen drives, malicious drivers 
and infected input devices can also be used for initiating APTs. This is 
because the adversaries (hackers) are depending upon multiple zero-
day vulnerabilities in operating systems, drivers and even on 
applications installed on these machines. Adversaries use concept of 
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shadow attacks for compromising systems. With expertise in the 
APTs, resources and persistence, it is possible for an adversary to 
breach any IT infrastructure. Such attacks cannot be stopped even 
with correct implementation of all the necessary perimeter-based 
security, and continuous monitoring of security incidents.  

In this research work [1-7], we have developed robust detection 
methods for securing systems and networks from APTs. This has 
three major parts. The first part describes how an adversary uses 
malicious, non-executable files for compromising the initial stages of 
an APT. 

COTS Endpoint 
Security Tools 

Detection Rate 
Tool A Tool B Tool C Tool D 

Malware Scan 
(.exe) Total 
Malware Files 
Scanned: 
4,00,000 

3,28,501 
(82.12 %) 

3,28,501 
(82.12 %) 

3,08,873 
(77.21 %) 

3,00,043 
(75.01 

%) 

PDF Files 11,156 
Malicious Files 

5,228 
(46.86 %) 

5,228 
(46.86 %) 

5,377 
(48.19 %) 

6,953 
(62.32 

%) 
Video Files 2,498 
Benign Files 2 
Malicious Files 

0 0 0 0 

PCAP Files 17 
Malicious Files 

0 0 0 0 

Table 1: Evaluation of four different COTS Endpoint Security Tools (As on July 
2015) 

We have performed threat modelling of usage of video files and pdf 
files for initiating APTs. A video file was embedded with malicious 
content, which leads to multiple stages of browser level exploits, 
that finally installs a malware in the targeted machine. A video file 
parser and a sequence of API calls has been developed for detection 
of malicious video files. A proof-of-concept has been used for 
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demonstrating how malicious content could be embedded into a pdf 
file. 

The proof-of-concept is capable of overriding all types of existing 
detection techniques. We have also demonstrated how stream data 
and the sequence of API calls can be used for detecting these 
malicious files. From the above two examples, it is clear that the 
problem lies with the vulnerabilities in the viewers. The viewer 
application can have zero-day vulnerabilities, which can be exploited. 
For any serious damage, system privilege is required. APTs exploit 
zero-day vulnerabilities and privilege escalation to inflict serious 
damage.  

Detection of zero-day privilege escalation exploits is another aspect 
that was focussed on. We have proposed a novel method for 
differentiating user initiated privilege escalation from automatic (by 
malware) privilege escalation. This method was tested against zero-
day vulnerability and found to be effective and reliable.  

The third and final part is for detecting shadow attacks. We have 
proposed a hybrid detection system for detecting shadow attacks 
and also came up with a proof-of-concept, for demonstrating 
shadow attack using key logger and mailer program.  

The combination of above methods forms a robust solution for 
detection of APTs including ransomware. As part of this work, two 
patents were filed on: 

• System and Method for Zero-Day Privilege Escalation 
Malware Detection  

• A System and Method for Detection and Prevention of Data 
Breach and Ransomware Attacks. 

 
The invention in the first patent is useful for detecting and 
preventing cyberattacks on computer systems. Before any 
cyberattack is initiated on a potential victim’s machine (client, 
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server), it begins with privilege escalation. Privilege escalation is the 
first step required to start an attack. If this step goes undetected, 
then the system will undergo cyberattack leading to various after 
effects like shutdown and non-availability of systems to users. Such 
privilege escalation is initiated and achieved by malicious programs 
(malware for short) and gets executed on infected machines and 
potential victim machines (like clients or server systems).  

In the first patent, a technique is described to detect the privilege 
escalation step and alert the system user/administrator about the 
impending cyberattack. Thereby, system owner/administrator can 
take appropriate steps to stop the attack. 

We are in the process of developing security products based on 
these patents, which will be useful for the banking and financial 
sector. 

2.2. Attack Graph Based Network Security Hardening  

With the widespread use of computer networks, especially in 
mission critical infrastructures, network security has become a 
primary concern. We would intuitively expect that such networks 
are well-monitored and protected. However, it is hard because of 
the constant discovery of new vulnerabilities, increase in the 
complexity and size of networks, frequent changes in the network 
or security configurations, and the emergence of multistage attacks. 

Attack graphs have been proposed in the past to uncover potential 
multistage, multi-host attacks in a given network. As risk 
assessment is an essential factor in human decision making, attack 
graph based metrics are useful to security managers for allocating 
scarce security resources efficiently and thereby achieving best 
possible network hardening. For a given network, obtaining 
hardening recommendations from the generated attack graphs 
remains an open issue. The major contributions to network security 
hardening proposed in this research are as follows: 
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Identification and remediation of the system vulnerabilities that pose 
the greatest risk are essential for maintaining the security posture of 
today’s computer networks. Existing vulnerability risk assessment 
metrics fail to consider the critical network risk conditions that affect 
the success of an adversary. To overcome this problem, we have 
proposed a comprehensive, integrated metric called Improved 
Relative Cumulative Risk (IRCR) for quantifying the security risk of 
each exploitable vulnerability in a given network. For a given 
exploitable vulnerability, IRCR takes into account the CVSS Base 
Score, its proximity from the attacker’s initial position, and the risk of 
the neighbouring vulnerabilities (i.e., the vulnerabilities from where 
the target vulnerability could be directly reached and exploited). 
Mainly, IRCR reflects the influential level of vulnerability instances 
more precisely and also accurately distinguishes among the different 
instances of the same vulnerability. Based on the IRCR 
recommendations, an administrator can accurately determine top 
vulnerabilities and prioritise the vulnerability remediation activities 
accordingly. 

Past studies have demonstrated that through adequate 
diversification of the vulnerable software/services, an administrator 
can increase the network robustness against the zero-day attacks. 
We have proposed an intra-path diversity metric and two inter-path 
diversity metrics called uniqueness and overlap to assess the 
diversification level of each attack path in a resource graph (zero-day 
attack graph). Applying such measures to the existing network 
security practices produce actionable knowledge that could be 
utilized for increasing the system robustness against the potential 
zero-day attacks. Further, we have come up with an algorithm for 
identification and diversification of the repeated services along the 
attack paths. Experimental results show that such additional metrics 
would undoubtedly benefit security administrators in increasing the 
network robustness against the potential zero-day attacks. 
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Assessing change in the attack surface of dynamic computer 
networks is a formidable challenge. Despite the proposal of many 
attack graph-based security metrics, there has been no work on 
assessing the temporal variation in the attack surface of dynamic 
networks. Therefore, the classical graph distance metrics based on 
the Maximum Common Subgraph (MCS) and Graph Edit Distance 
(GED) to quantify the distance between a pair of successive attack 
graphs generated for a dynamic network, can be used. Experimental 
results show that the MCS and GED-based metrics can successfully 
capture the temporal variations in the network attack surface and 
alert security administrator about the critical network/security 
events. 

Finally, we have applied a Change Distribution Matrix (CDM) based 
technique to identify the newly introduced changes in the network 
attack surface. To address this problem, we have reduced the 
problem of change detection in the network attack surface to the 
problem of an Error-Correcting Graph Matching (ECGM). Using CDM, 
security administrators can identify the newly introduced exploits 
and respective enabling conditions and determine portions of the 
attack graph that has significantly changed over time.  

2.3. Image Tampering Detection Techniques  

In this era of social media and information explosion, images act as a 
convenient medium for sharing news and information as it is more 
appealing than text. Human decision making is highly influenced by 
perceiving images appearing on social media, newspapers and the 
web, accepting it as a token of truthfulness. This fact, which the 
majority of humankind are susceptible to, can be exploited by 
malicious adversaries for deception in decision making to carry out 
forgery or fraudulent activities. Malicious image editing also known 
as image forgery or tampering has become sophisticated with the 
advancements in technology.  
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Many easy-to-use tools have made even naive users to perform 
complex image tampering operations effortlessly. This has become a 
challenging menace for the trustworthiness of the images. The 
branch of image analysis for detecting image tampering is called 
image forensics. Image-based deception on social media platforms 
using tampered images is easy for a perpetrator. The general public 
who fall for such images may not be willing to devote time for a 
background fact verification. Hence, it is required to detect if images 
on social media are tampered in the first place. 
 
Copy-move attack is the most common image forgery tampering 
technique that has been around for many years. This forgery 
technique is synonymous with region duplication and cloning, as 
they share more or less similar modus operandi. It involves copying 
of an image region and pasting it within the same image in some 
other region. This is done to conceal something in the image while 
exploiting the fact that certain parameters of the image remain the 
same, making it difficult for the analyzer to distinguish if the image is 
tampered or not.  
 
We have proposed two techniques for the detection of such 
tampering. In the first technique, we used a combination of 
segmentation and key points for detection of copy-move forgeries in 
images by clustering the key points. We tested our method on two 
datasets and the results were encouraging. In the second technique, 
we used clustered key points on the basis of regions identified using 
segmentation, followed by condition tests to check affine 
transformation preservation properties. The proposed method 
detects multiple copy-move regions in an image with considerable 
tolerance towards post-processing methods like JPEG compression, 
color reduction, blurring and noise addition. It also works well on 
various image transformations like translation, rotation, scaling and 
its combinations. 
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Image splicing or mosaicking, which is the next common type of 
tampering, involves copy pasting of image regions from different 
images to create a new image. We have proposed two techniques: 
(1) based on non-reference image quality metrics and (2) based on 
blocking artifacts and entropy of histograms. The former technique 
was tested on a benchmark dataset and satisfactory results were 
obtained. It was also tested on custom-built images with multiple 
image splicing and gave encouraging results. The method worked 
fine on a few images in which intentional blurring was done on the 
spliced region boundaries. The latter technique is tested on two 
publicly available datasets for splicing detection and the results are 
better than the existing ones. The technique is also able to detect 
some copy-move forgeries in the datasets. 
 
A hybrid method of texture analysis and artifact quantification is 
used to detect image tampering on social media with encouraging 
results. 
 
2.4. Video Tamper Detection Techniques  

Video surveillance systems are a vital source of information in crime 
investigations. A surveillance video must be recorded with correct 
field of view and be of good quality, otherwise, it may not be 
suitable for forensic investigation or other analysis. Videos are 
acceptable as evidence in the court of law, provided the authenticity 
and integrity of the video are scientifically validated. Perpetrators 
may tamper the recorded video or the physical device itself, in order 
to conceal their dubious activities. The visual content of surveillance 
videos can be altered locally or remotely. Such malicious alterations 
of video contents (called video tampering) are categorized into inter-
frame and intra-frame tampering.  
 
In inter-frame video tampering detection techniques, we used 
tamper traces from spatio-temporal and compressed domains. 
Pristine videos containing frames that are recorded during sudden 
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camera zooming activity, may get wrongly classified as tampered 
videos leading to an increase in false positives. To address this issue, 
we propose a method for zooming detection to be incorporated in 
video tampering detection. The proposed method is capable of 
differentiating various inter-frame tamper events and its localization 
in temporal domain. Frame shuffling detection, hitherto an 
unexplored area in video tampering detection, is also addressed in 
our work. It is evident from experimental results that our method is 
effective in detecting various kind of inter-frame video tampering 
like frame insertion, frame deletion, frame duplication and frame 
shuffling.  
 
Synthetic zooming, which is not a state-of-the-art video tampering 
technique, can be used for video content manipulation. It is 
performed by upscaling individual frames of a video at various scales 
followed by cropping them to original frame size. These manipulated 
frames resemble genuine natural camera zoomed frames and hence 
may be misclassified as a pristine video-by-video forgery detection 
algorithms. Even if such a video is classified as forged, forensic 
investigators may ignore the results, believing it as a part of natural 
camera zooming activity. Hence, this makes it suitable for a good 
anti-forensic method, which aims to hide or eliminate digital 
evidence. We propose a method for differentiating natural camera 
zooming from synthetic zooming for video tampering detection. 
Generally, surveillance systems are unmanned due to limitations of 
manual monitoring. Considering the difficulty in getting access to 
storage media and the expertise in tampering video, perpetrators 
may prevent the surveillance camera from recording its intended 
field of view. 
 
Automatic detection of camera tamper events is crucial for timely 
operator intervention. Because of these, automated analysis of live 
video feed and automatic detection of suspicious activity have 
recently gained importance. We propose methods for detecting 
camera tampering events like occlusion, defocus and displacement in 
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static and panning surveillance systems. Effectiveness of our method 
is tested through experimentation on public datasets. The results 
obtained are encouraging with high detection and low false alarm 
rates. The proposed method automatically detects routine problems 
with cameras like dirt on camera lens, fog and smoke. 
 

3. Executive Education and Development  

Apart from research, the Centre offers executive training 
programmes in various aspects of cyber security including: 

• Cyber Defense for banks 
• Malware Analysis 
• Digital Forensics  
• Vulnerability Assessment and Penetration Testing (VAPT)  
• Website Security  
• Cyber Frauds, Forensics and Cyber Laws  
• Certificate Course in Cyber Security 
• International Programmes in collaboration with University of 

Buffalo, SUNY, USA. 
 

4. Cyber Security Drills 

IDRBT conducts cyber security drills (Figure 1) every quarter, with 
the objectives to: 

• Assess the attack detection, response and remediation 
capabilities of the participating banks 

• Evaluate the performance of security devices like Firewall, 
IDS, IPS, WAF, etc., used in Bank’s Security Operations 
Center (SOC). 
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Fig.1 Cyber Drill Scenario 

   
5. IB-CART – Indian Banks Center for Analysis of Risks 

and Threats 

The financial services sector faces cyber and physical threats from a 
great variety of sources. With the increased usage of information 
and communication technology for various financial matters and 
with the increasing popularity of alternate channels of banking, a 
better security infrastructure is the need of the hour for the Indian 
financial services sector. Since the threat environment is common to 
all the members in the financial sector, a collaborative sharing of 
information is beneficial for better preparedness, protection, crisis 
management and to minimize the costs of security.  

Countries like US, UK, Netherlands, etc., have formed bodies like FS-
ISACs (Financial Services – Information Sharing and Analysis Centers) 
for monitoring threats and for disseminating security information 
throughout the financial services community. In light of the 
increasing cyber frauds in Indian financial services sector, a 
dedicated cell akin to the FS-ISAC under the aegis of IDRBT was 
formed as Indian Banks Center for Analysis of Risks and Threats (IB-
CART). 

The vision of IB-CART is to facilitate “safe and secured banking 
system in India”. The mission of IB-CART is to ensure that banks are 
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guarded against cyber and physical security events, provide 
proactive and actionable global threat intelligence and act as a nodal 
point for sharing security events amongst banks. The goals and 
objectives of IB-CART are as follows: 

• The primary goal of IB-CART is to share the information related 
to security vulnerabilities and possible counter measures among 
the Indian banking community by providing a forum for 
collaboration on security threats 

• Working closely with other Govt. of India and private sector 
agencies for critical infrastructure protection in respect of 
banking sector 

• Providing a forum for exchange of information and best 
practices on information/cyber security to the banks through 
alert system, training programmes, seminars, conferences, etc. 

 
The CISOs of banking sector played a pivotal role in the 
establishment of IB-CART, the membership of which is open to 
Scheduled Commercial Banks and NPCI. 

6. CISO Forum 

The Chief Information Security Officers’ (CISO) Forum is an active 
platform, which meets on a quarterly basis, for discussions about 
issues of common interest to the CISO fraternity. The results of the 
preceding cyber drill and IB-CART updates are deliberated upon in 
the meetings. Experience sharing on points of current interest and 
knowledge sharing sessions by experts too are key parts of the 
forum. 
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