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Cyber Security Drills

September 21 - 23, 2022

Coordinator: Dr. B. M. Mehtre, Professor, IDRBT

e-mail: bmmehtre@idrbt.ac.in

Introduc�on

Digital Banking has become very popular in the last few years, due to many advantages like

convenience and ease of banking. Financial frauds and cyber-crimes are also increasing at a

much faster pace. There is need to address this issue and make banking safe and secure.

Conducting cyber security drills is an important aspect for fostering cyber security in banking

sector. IDRBT has started cyber security drills/ exercise for banks about 8 years ago. The

participation in such cyber drills is also mandated by RBI in its circular of June 2016. The

participation of banks in cyber security drills is increasing every quarter but the attack

detection and mitigation of cyber-attacks needs lot more improvement. With this objective

in mind, this program is introduced for security teams of banks.

Contents

� Introduction to cyber drills

� Cyber Drills, a national perspective, by CERT-in

� Table top Exercise

� How to detect attacks

� Tools for cyber drill

� Hands on exercise

� Report preparation

Objec�ve

� To introduce officials of banks to cyber security drills

� To give hands on training for detection of attacks

� To improve skills of cyber-attack detection

End Use

� Better prepared to handle cyber crisis situation.

� Improved cyber-attack detection in cyber drills.

Who Can ar�cipate?P

Bank officials dealing with security aspects, SOC teams, Information security teams. It is

recommended that bank nominates team of at least 2 officials.

Nomina�ons

Nominationsshouldbesenttouslatestby emailtoby .SEPTEMBER15 22,20 program@idrbt.ac.in

While nominating, please provide the details of the participants (Name, Designation, Bank,

Mobile No / Phone No., email address) along with the nominating authority details (Name,

Designation, Bank, Mobile No / Phone No., email address, Fees billing address, GST No. of the

bank).

Venue & Timings of Programme

Venue: Timings:IDRBT AM to PM9.30 5.30

How to Reach IDRBT

A ajor landmark near Masab Tank flyover is NMDC. IDRBT is located just behind NMDC.m

Google Pin: http://bit.ly/IDRBT

Accommoda�on and Travel Plans

The boarding & lodging arrangements will be made at IDRBT, Hyderabad. The participants

will be provided single occupancy a/c rooms.

Check-in : From 3.00 PM on day, , 20 .Tues September 20 22

Check-out : 7.00 AM on , , 20 .Satur September 24 22day

Fee Details

Faculty

Faculty of IDRBT, Guest Speakers from the Industry & Practitioners.

Domes�c Par�cipants from

� RRBs & Coop Banks : Rs. /- (Rs. ,000/- + 1 % )41,300 35 8 GST

� All other Banks & FIs: Rs. /- (Rs. ,000/- + 1 % )46,020 39 8 GST

Foreign Par�cipants from

� SAARC Countries : US $ /- (US $ /- + 1 % )708 600 8 GST

� Other Countries : US $ /- (US $ 0/- + 1 % )1062 90 8 GST

The fees can be remi� ed through NEFTfor our programmes and the bank account details for

fee payment available at: h� p://bit.ly/PAYFEES.


