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Foreword

While releasing the first of the IDRBT Staff Paper
Series on the theme “Mobile Payments” in
September 2015, we had committed ourselves to
bring out such series periodically on the relevant
themes and our research teams started working on
the second volume on the theme “Payment
Systems”. The volume in your hands is a result of
the work putin by them.

There is no need to put forth any arguments to prove
the importance of the chosen theme for this volume
and its relevance to banking industry and hence to
the research initiatives of IDRBT. Payments are at the
core of banking and financial activities of a country
and technology is at the core of today’s payment
systems. Right from the introduction of MICR way
back in mid-eighties till the recent implementation
of Next Gen RTGS with I1SO 20022 standards, the
Reserve Bank of India has been the driving force
behind the technology based payment systems in
India. The Central Bank is encouraging innovation
in the payment systems while ensuring that the
trust in the system is not lost by immature or
indiscrete acts of a few players.

As part of its role in promoting innovation, the
Reserve Bank of India has entrusted to IDRBT the
conduct of Payment Systems Innovation Contest. Itis
a coincidence that the IDRBT Staff Papers on
Payment Systems are brought out during the grand
finale of the innovation contest.

There are four papers in the present volume of the
staff paper series on Payment Systems. The first
paper by Shri G. Raghuraj describes the process of
implementation of Next Gen RTGS by Reserve Bank
of India in 2013, focusing on adoption of ISO 20022
messaging standards. India is the first country to
adopt ISO 20022 standards for RTGS through
SFMS, the messaging system developed and
maintained by IDRBT for both RTGS and NEFT.

The second paper by Dr. Nagesh. B. Sristy is on fraud
detection techniques in the area of retail payment
systems. After presenting the latest techniques in
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fraud detection, the paper discusses the application
of some of those sophisticated techniques for
detecting frauds in card based payments, mobile
based payments and also in some of the new
areas like auctions, peer-to-peer payments and
digital currency.

Authentication is the key for digital payments,
especially the ones based on mobiles. However,
systems like PKI which support digital signatures are
difficult to implement both in terms of resources and
management. There is a need for simplified
authentication techniques for mobile payments.
Dr. N. P. Dhavale and Smt R. Jayalakshmi in their
paper dwell on simplified authentication
techniques for mobile payments.

Finally, the paper by Dr. MVNK Prasad and Dr. S
Ananth is a reality check on the modes of payments
utilized by migrant workers in two districts of the
neighbouring states of Andhra Pradesh (Kurnool) and
Telangana(Mahbubnagar). It brings out the extent of
usage of non-banking channels by the migrant
workers for their payments. The paper also
highlights the gaps in access, usability, security and
awareness among migrants for using technology
driven solutions provided by banks.

AsIDRBT is bringing out the current volume of its staff
paper series on Payment Systems, a team at the
Institute is working on setting up a Centre for
Payment Systems to carry out research and
developmentin thisimportantarea.

b ot

Dr. A. SL Ramasastri
Director, IDRBT
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Introduction

In the software world, the lifecycle of an application is considered to
be seven years. In the year 2010, the Reserve Bank of India reviewed
interbank applications, as, all banks had moved into processing
transactions through core banking systems by then. The MICR based
cheque clearing was moving towards image based transmission of
cheques avoiding physical movement of cheques between banks.
This improved delivery of cheque clearing services.

After reviewing the status, the RBI took up revamping of the RTGS
System which was in operation from 2004 onwards. At the time of
revamping, it is required to undertake a detail study and analysis of
the entire process and the application workflow. The present
processes are reviewed and new requirements based on
developments are to be considered for revamping the application
software. The RBI considered it was time to relook at how the
system is meeting the requirements as assessed afresh during 2010-
2011.

Approach and Implementation

The architecture of the workflow in RTGS was like a client-server
model where the participant banks would log in and send the RTGS
request through a dedicated channel. The approach of the RBI was
to strategise the adoption of ISO 20022 message format in India as a
product for implementation with focus on future possibilities. The
format of the messages being used was proprietary although they
were based on the ISO 15022 MT (Message Transmission) standards.

The first issue was to address the usage of these proprietary
message formats for RTGS is India. To address this, the RBI set up
Working Groups on different areas of the workflow to get
independent opinion, based on comprehensive discussions.
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To consider implementing a new message standard, the workflow
architecture of the application was required to be redesigned. The
settlement part and the messaging part needed to be segregated.

The Working Group which brought out an Approach Paper for NG-
RTGS recommended adoption of ISO 20022 standard message
formats. The process of adopting these standards was taken up with
the RBI formed Working Group on Adoption of ISO 20022. The
Working Group on Adoption of ISO 20022 message standards had
members from a mix of different categories of banks. They were:

SBI, HDFC Bank, HSBC Bank, ICICI Bank and ING Vysya Bank,
CCIL, NPCI, IDRBT and RBI’s Central Office Departments —
DPSS, DGBA and DIT.
The Working Group had the following Terms of Reference:

Designing ISO 20022 compliant message formats for RTGS
with the working name of Next Generation Real Time Gross
Settlement (NG-RTGS) and National Electronic Fund Transfer
(NEFT) payment systems
To suggest adoption of uniform referencing system for
payment transactions
Explore possibility of adopting uniform International Bank
Account Number (IBAN) by banks in India
Main issues and concerns:

= |SO based messages are four to six times longer

= require twice the bandwidth

= about twice the disk space for storage.

To address these concerns, benchmark testing of ISO compliant
messages were carried out with the involvement of member banks
and SWIFT. During benchmarking, it was observed that these
messages were, in fact, processed more efficiently, and have
versatile content structure for better MIS and regulatory reporting.
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The Working Group recommended that there is a need for adoption
of ISO 20022 message standard in India. It also found that it was
feasible to implement the standards for the enhanced RTGS planned
by RBI. While deciding to implement ISO 20022 message formats for
RTGS, RBI also included several other enhancements as not doing
them at that stage would have delayed their implementation by a
few years and the process could have become more complicated.

After prolonged discussions in various fora, the ISO 20022 compliant
message formats as finalized by the working groups were sent for
certification by the ISO 20022 Standards Group.

An application which had the ISO 20022 compliant RTGS, was
selected so as to leverage the features and to make the modified
RTGS product compatible with I1ISO 20022 message formats as
designed for India.

IDRBT, the provider of the messaging platform, Structured Financial
Messaging System (SFMS), was entrusted with the responsibility of:

Designing the mapping document between existing
proprietary (MT) message formats and ISO 20022 compliant
message formats

Preparation of XSDs [XML (Xtensible Markup Language)
Schema Definition]

Developing a convertor for temporary use of banks until they
migrate their systems to ISO 20022 compliant transaction
generation.

Independent assessment brought out some of the benefits of
Adoption of ISO 20022 standards. The major ones were:
Message transmission need not be limited to transfer of
funds from one account to another. The message format can
be leveraged to provide opportunities in end-to-end
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business process in areas such as Corporate Treasury
Management, Trade Finance and also Sales and Purchases
The initial cost of implementation was marginal

The concept was technically feasible for adapting within the
IT infrastructure available with RTGS participants.

Considering these major advantages, the working group suggested
proactive adoption of ISO standards.

In order to gear up for the new application of RTGS messages,
member banks suggested that early implementation would help
them in back-to-back automation up to the customer end.

The Working Group designed identical message formats for RTGS
and NEFT for customer payments so that interoperability can be
achieved without having to develop interfaces. These would enable
provision for introducing IBAN (International Bank Account Number)
in future. Introduction of additional fields to provide for trade in
business as well as retail trade up to the beneficiary customer, was
also suggested. These will take care of future requirements of MIS
and government reporting. The databases created through these
message formats can have extensive information which can be used
to:

Make NRE (Non-Resident External) or such other remittances

as per the RBI guidelines

Introducing mandatory field for ‘purpose code’ which will

improve reporting

Transparent communication to customers

Unambiguous regulatory reporting

Multi-currency remittance, payment and settlement.

Other message formats were included for interbank payments,
debit/credit notification, and net clearing requests. Flexibility was
also brought in to enable customers’ own account transfers. The
message formats available in library of ISO 20022 were adopted.
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ISO 20022 messaging formats were designed by the international
organization in a transparent and democratic process. As these are
based on XML formats, there are many advantages over the
standard MT (Message Transmission) type formats.

The advantages seen as experienced are:
Improvement by automated communication of corporate-to-
bank, bank-to-corporate and other entities through the
messaging channel
Communications on cash accounting and reporting
Ease of creating new message types in XML format using the
ISO 20022 norms
As XML format has classified approach to entities (fields), it is
much more convenient to work with interfaces with other
applications
Compatibility is assured in XML formats and hence exported
data is easily accepted
XML format does not have proprietary issues as it is open for
use only subject to internal use and thus saves costs on
implementation.

Considering all the above advantages, it was decided to adopt the
ISO 20022 message formats with a phased migration plan.

After a long phase of continued testing of the entire work flow,
multiple interactive sessions with different categories of banks, the
new RTGS was rolled out on October 19, 2013.

Thus, India became the first country in the world to implement ISO
20022 standard message format for Large Value Payment Systems
(LVPS).
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International Scenario

Different countries are approaching the proposal of introducing 1SO
20022 messaging formats for large value payment systems and other
payment systems depending on their level of electronic systems’
implementation and their local environments. The status in some
countries, as on December 2015, is as follows:

Australia: Implementation of ASX’s (Australia’s Securities Exchange)
technology transformation is now well underway. Commencing in
2015, the transformation is the biggest technology upgrade
undertaken at the ASX and impacts all core platforms. Aligning to
global standards/terms in the processing chain to enable this
technology is a key deliverable. Therefore, 1ISO 20022 is a key
component and will be managed in coordination with the local
Securities Standards Evaluation Group. The implementation of
structured data capture and dissemination for corporate action
event information (ISO 20022) in September 2014 has delivered
significant real time performance enhancements for customers of
ASX. Approximately 65% of all corporate action event information is
now disseminated in ISO 20022 with plans in progress to deliver the
balance.

Canada: Canada has led a collaborative industry level exercise to
adopt I1SO 20022 messages for Automated Funds Transfer (AFT),
Electronic Data Interchange (EDI) and Large Value Transfer System
(LVTS). They have planned an industry level forum to discuss the
probabilities. The consultative process involves all stakeholders and
a phase-wise PERT programme has been drawn up. The broad design
and approach towards areas of responsibility were declared in
September 2015. They are planning the launch in second quarter of
2016.

China: China has already adopted ISO 20022 in “China National
Advanced” payment systems. They conformed to an elaborate roll
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out plan which started in 2014. All high value, bulk retail and
settlement account processing is done through I1SO 20022 messages.
They are pursuing forex, cards and internal payments also. They have
brought in non-banking entities into messaging through ISO 20022.

Denmark: Denmark had challenges in convincing the entire
community to adopt ISO 20022. The proposal was driven by the
brand of ISO and the enabling standardization which was welcome.
The retail payments got rolled out in 2013 and in a phased manner,
other electronic payments are being brought under the 1ISO 20022
messaging standards. The plan is to cover all messaging platforms by
rolling out between 2016 and 2018.

European Central Bank (ECB): While the urgency to meet political
priority of integrating markets is imminent, usage of global standards
becomes a must. The challenges include handling multiple countries
with players from different backgrounds. Nevertheless, plans are
afloat to migrate Target-2 in a phased manner. It is expected to roll
out in 2020.

Korea: Korean payment systems are handled by Korean Financial
Telecommunication and Clearing Institute (KFTC). They gave an
insight into the structure of payment systems including high value,
DNS, and hybrid systems. A beginning has been made in ISO 20022
adoptions with offshore settlements and continuous linked
settlement. The Korean government has initiated steps to include
adoption of ISO 20022 in financial industry. The industry
stakeholders are responding positively.

Japan: In Japan, the Japan Securities Depository Center is pushing
adoption of ISO 20022 in the securities market. The design and roll
out plans are being discussed with all stakeholders. The existing BOJ-
NET (Bank of Japan Financial Network) has been upgraded in
October 2015. Forex, Yen Cross Border Transfers, transfer of Japan
Government Bonds and delivery verses payment have been
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migrated. There is a strong commitment from the management to
adopt ISO 20022 messaging standards. A new retail payment system
for domestic transfers is being implemented by the name ZENGIN. It
was found to be very effective as this is a recent development. This
may be taken up later for upgrading the standard.

USA: A stakeholder group is formed to assess whether ISO 20022 is
to be adopted. The Executive Payments Roundtable in September
2015 deliberated on the recommendations of the consultant who
was appointed to evaluate the business case. The adoption is to be
considered for both domestic and cross border messaging and
payment services. The adoption will be based more on strategic
reasons rather than financial business cases.

Annexure

Transactions in RTGS and Other Payment Systems:

Volume Value
Item (million) (billion)
2014-15 2014-15
Systemically Important
Financial Market Infrastructures
(SIFMIs)
1. RTGS 92.8 754,032.40
2. CBLO, G-Sec, Forex 3 672,455.60
Total SIFMIs RTGS 95.7 1,426,488.00
3. CTS, MICR, Non-MICR 1,195.80 85,439.30
4. ECSDR 226 1,739.80
5. ECSCR 115.3 2,019.10
6. NEFT 927.6 59,803.80
7. Immediate Payment Service
(IMPS) 78.4 581.9
8. National. Automated Clearing
House (NACH) 340.2 1,220.90
9. Credit Cards 615.1 1,899.20
10. Debit Cards 808.1 1,213.40
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11. Prepaid Payment

Instruments (PPIs) 314.5 211.9
Grand Total (1 to 15) 4,716.60 1,580,617.30
% share of RTGS 2.03 90.25

Being a high value payment system, RTGS constitutes only 2 per cent
of all interbank payment systems, whereas it has a very high share of
over 90 per cent of the value of interbank payments. Out of the
volumes of RTGS, over 95 per cent constitute customer-based
transactions, which proves that not only banks even customers are
eager to get their large value transactions settled quickly. This also
proves that RTGS has been very effective in financial markets and
with its assured and irrevocable nature of settlement, has met the
desirable feature of bridging the gap between payment and
settlement.

It is an interesting point to note that the turnover in real time large
value payment systems in a country exceeds its GDP by multiple
times. As per the table above, the turnover in RTGS during April-
March 2014-2015 was INR 1426.49 lakh crore, whereas the
published GDP for the same period was INR 106.44 lakh crore which
is more than 13 times.
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RTGS has a steady average volume of 3.5 lakh to 4 lakh transactions
per day. The distribution of transactions between customer-
originated and bank-originated ones is skewed with most of them
originated by the customers.
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Global Scenario in Large Value Payment Systems

The importance of Large Value Payment Systems (LVPS) is recognized
all over the world. Countries across the globe have revamped the
structure of their payment systems to give a different priority to
LVPS in terms of availability, preferential processing, adequate risk
mitigation measures to address issues in funds availability,
operations and technology.

12
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The volumes processed in LVPS (in millions) in some major countries
are shown below. As can be observed, the volumes of transactions
processed in LVPS are significantly less when compared with the
retail transactions (or those not classified as large value
transactions), across all countries.

Large Value Payment Systems: Global Scenario — 2014

LVPS Retail

LVPS Value % | Payments

Volumes in Total | Volumes
Country Participants | (Mil.) Payments | (Mil.)
Australia 88 10.63 61.79 9060.40
Belgium 45 2.52 95.37 1272.23
Brazil 172 36.52 97.00 799.74
Canada 123 7.92 86.11 6776.37
China 774 712.57 99.07 1435.80
Euro Area 4806 87.76 90.79 3872.25
France 367 9.38 94.17 13924.87
Germany 944 41.30 97.98 4075.30
Hong Kong 106 14.19 88.78 206.47
India 177 92.77 81.20 10888.29
Italy 669 11.48 96.55 1883.00
Japan 538 16.69 90.68 1514.86
Korea 133 3.52 76.56 4544 .31
Mexico 107 262.90 98.52 137.41
Netherlands | 161 6.38 97.38 1921.91
Russia 2495 2.93 39.46 919.67
Saudi Arabia | 23 62.95 0.00 0.00
Singapore 143 5.21 93.64 68.47
South Africa | 28 6.40 91.82 0.34
Sweden 30 4.06 90.50 903.00
Switzerland | 358 428.82 0.00 0.00
Turkey 49 2.85 84.68 266.61
United
Kingdom 21 36.52 92.06 518.46

13
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United

States 7866 244.40 83.34 28100.60
Average Value % of Large

Value Payments in Total Payments 88.55

In almost all the countries, the percentage of value of LVPS
transactions processed when compared with the total value of all
transactions is 90%, which could indicate that trading in securities,
government bonds, treasury investments and to some extent foreign
currency transactions, is a common feature in all countries.
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Generally, participation in LVPS is allowed to those who meet the
eligibility criteria and those are less when compared with the
number of retail participants. However, admittance to participate in
LVPS differs based on the regulatory environment in the country.
Some countries do not distinguish between the two systems for
admitting participants but may still process the two systems

separately.
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LVPS Volumes (Mil.)
800.00
700.00 H Australia
M Belgium
600.00 M Brazil
500.00 M Canada
M China
400.00 M Euro Area
M France
300.00 I B Germany
200.00 - M Hongkong
I M India
100.00 1 I - mitaly
0.00 ==, I U B RS BN SR
N N R ¥ R RO &
& o @o" °}o“ & & &\,,;\\b & v\«\“ é\é‘ &
S & ¥ @S
R S & &y
ST ) &
\)ﬂ‘

The volumes of transactions processed in the identified countries
shows a skewed picture in the case of some countries where the
distinction in processing is not shown. The volumes of LVPS
processed in India are on the higher side than most of the countries.
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Abbreviations Used:

RBI — The Reserve Bank of India

RTGS — Real Time Gross Settlement System

CTS — Cheque Truncation System

ISO — International Organization for Standardization

IDRBT — Institute for Development and Research in Banking
Technology

CCIL — Clearing Corporation of India Limited

NPCI — National Payments Corporation of India

IBA — Indian Banks’ Association

BIS — Bank for International Settlements

SFMS — Structured Financial Messaging System

MT — Message Transmission

XML — eXtensible Markup Language

XSD — XML Schema Definition

IBAN — International Bank Account Number

DPSS — Department of Payment and Settlement Systems, RBI
DGBA — Department of Government and Bank Accounts, RBI

DIT — Department of Information Technology, RBI

Sources:

RTGS Working Group Reports of the RBI
RBI Presentation at SIBOS-2013
BIS Publications

Country Presentations at ISO RMG Meet.
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Introduction

Payment Systems have been undergoing revolutionary changes in
the past few years with smartphone revolution making banking
transactions possible with a few clicks on the mobile phone. Transac-
tional costs are significantly reduced as more and more people adopt
mobile based payments. Mobile Wallets have emerged as digital
money accepted at various customer purchase points easing the
processes of low value financial transactions. The payment wallets
are supported by either traditional banks through their mobile bank-
ing applications, or retail stores allowing transactions on their site or
third parties like Paytm, Mobikwik, Oxygen and other applications.

The Payment Systems must support the multitude ways of perform-
ing transactions and also provide interoperability across various in-
tegration points. As the payment systems are growing vertically, they
have to address the transactional security from the associated
threats. Conventional payment system threats like credit/debit card
frauds are well-addressed through preventive measures like Chip
and Pin Technology (EMV: Europay, Mastercard, Visa) and also
through mitigation strategies like credit card transaction fraud detec-
tion. But even such a well-addressed problem too has enough loop-
holes that led to a severe reputation and financial loss for big busi-
ness organizations like Target group' (a leading retail store in US) and
Home Depot’. The attack on Target group resulted in the breach of
personal details of about 40 million customers. The Home Depot has
gone in for a settlement of $13 Million.

Smartphones, Tablets and other custom devices further made the
customer and payment system interaction to be not so trustworthy.
Blotware which coexists with the application software of the pay-

1 http.//www.target.com/
2 http://www.homedepot.com/
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ment systems leverages on the resources to perform sophisticated
attacks.

Customer presence on various social channels further increases the
number of threat sources. Compared to the traditional sources such
as e-mails through which phishing attacks happen for identity theft,
the social channels offer much easier platform for the worms to
spread. Spear phishing is often used to launch phishing attacks using
abundant personal information (friends, education, age, marital sta-
tus, etc.) available on social networks. (Bilge et al.,, 2009) show a
method of conducting a sophisticated attack on Facebook imperson-
ation by using automated profile creation.

The global trends of network breaches, identity thefts are worrisome
for business organizations all over the world. The number of identity
thefts reported during 2015 is staggering at 428 million®. 430 million
new unique pieces of malware are observed in 2015, which is up by
36 percent from 2014. The crypto ransomware based attacks in 2015
grew 35% compared to 2014. The increase in zero-day vulnerabilities
shows the alertness of fraudsters to make use of vulnerabilities be-
fore they are addressed by the vendors in the form of patches. India
ranks among the top-5 countries in terms of number of cybercrime
incidents such as ransomware, identity theft and phishing attacks. As
per the Minister of Communications and IT, Government of India,
cyber fraud cases worth Rs. 497 crore have been reported by the RBI
and CBI since 20114. Though these numbers tell part of the story, as
the authors of semantic security report 2016 felt, the actual number
of threats is much bigger, as not many would like to share the details
of the attack. The recent cyber attacks on Bangladesh Central Bank
further shows the skillfulness of the attackers to subvert millions of
dollars without anybody’s notice.

3h ttps://www.symantec.com/content/dam/symantec/docs/reports/istr-21-2016-
en.pdf

4p ttp.//www.freepressjournal.in/over-rs-490-cr-involved-in-cyber-fraud-cases-since-
2011-govt/
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As per Gartner’s report, globally 349 million smartphones were
shipped in the first quarter of 2016 up by 3.9% compared to Q1 2015
shipments. As more and more people kept switching to mobile based
platforms to perform financial transactions, the payment system
community responded with a bunch of applications. From traditional
banking organizations to new-age payment banks like Paytm, Airtel
M Commerce (renamed as Airtel Payments Bank), Reliance, Voda-
fone M-Pesa. The emphasis of these applications is to provide users
transactional ease.

Recently, National Payment Corporation of India (NPCI) has launched
a variety of services in India, revolutionizing the payment systems
service stack. IMPS (Immediate Mobile based Payment Service) facili-
tating the users to make payments with the help of mobiles. AEPS
(Aadhaar Enabled Payment Service) and UPI (Unified Payment Inter-
face) are applications much recently proposed for further digitizing
the large scale payment transactions reducing the usage of physical
cash. UPI Mobile Applications like mVisa further facilitate the users
to do the transactions with mere QR code scanning at the merchant
place. Near Field Communication (NFC) technology has also been ac-
tively used in this regard’. Banks are exploring innovative solutions
to be part of mobile based application platform and this area is cur-
rently in a transition phase, with disruptive technology innovations
expected soon.

Among the trends observed in the Semantic Security Report 2016,
the mobile based vulnerabilities increased in 2015 by 214% as com-
pared to 2014. Despite the sincere efforts of the payment system
community to make it more secure, fraudsters have been restlessly
trying to break the system through new innovative methods.

2h ttp.//www.icicibank.com/Personal-Banking/insta-banking/internet-
banking/pockets/touch-n-pay.html|
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Frauds in Payment Systems

As the horizon of payment systems is ever increasing, the scope and
veracity of crimes is also increasing at a rapid pace. Credit card fraud
is one of the well-studied problems of financial risk management.
ATM frauds like skimming, identity theft, money laundering are fur-
ther examples of payment frauds. Mobile banking application based
frauds are caused by leakage of information related to customer
credit cards, personal information such as social media accounts, lo-
cations frequently visited obtained from GPS sensors, one-time
passwords sent as part of the financial transactions via application
vulnerabilities, malware, etc.

Fraud Detection and Fraud Prevention are two ways of mitigating
risks of frauds. Detection approaches identify fraud at the time of
performing the transactions. Though holistic learning algorithms can
be designed for this task, the objective is to find a balance between
accuracy of predictions and ability to provide answers in real-time.
Too many false-positives cannot be tolerated if real-time response is
needed. Preventive approaches solve the problem of fraud mitiga-
tion using a set of techniques to disallow the fraud to happen. The
adoption of EMV cards is a way of preventing frauds. Multi-factor
Authentication is another example for preventive strategy. Preven-
tion strategies generally make the utility of the service to be of lesser
value.

Algorithms for Fraud Detection

Application of machine learning techniques for fraud detection in re-
al world scenarios faces multiple limitations. Availability of sufficient
labeled data is a prerequisite for applying large class of classification
algorithms for practical problems such as loan default prediction,
credit card fraud detection and credit scoring. We don’t have suffi-
cient number of labeled examples for frauds happening in realworld.
Large scale frauds happening over financial networks require tech-
niques from multiple domains to be fused to get a meaningful solu-
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tion. The Fraud Detection problem is often solved using a variety of
techniques applied for anomaly detection. A survey of techniques
used in anomaly detection can be seen in (Chandola, Banerjee, and
Kumar 2007). Another facet of the problem is the ability of the learn-
ing algorithm to deal with large amounts of data. Hadoop/Spark
based distributed frameworks are being effectively used for large
scale computation. MLlib, TensorFlow and Theano are examples of
machine learning libraries which can be extended to work with
Hadoop/Spark/GPU.

Anomalies (frauds) classified as point anomalies involve deviations in
the observations from the rest of the population based on
node/instance characteristics. For the credit card fraud detection
problem, a point anomaly can be thought of as significant deviation
of the transaction from other samples based on some attributes such
as time of the transaction and amount. Contextual Anomalies are
deviations from normal behavior based on context of usage. An ex-
ample for it is, a weekly credit card transaction bill of Rs. 50000 done
in October is treated as normal, whereas the same amount spent in
April is treated as anomaly. Depending on the context (time) of ap-
plication, the same amount is treated as anomaly.

The examples of classification algorithms commonly used in detect-
ing point/contextual frauds are decision trees, logistic regression,
support vector machines, neural networks and random forests. Each
of these algorithms has unique advantages of its own suiting certain
applications more aptly than others. In the context of fraud detec-
tion, the unique characteristics of the problem demand certain
changes to the design of these algorithms.

Collective Anomalies are deviations of a set of transactions or enti-
ties together compared to the individual transactions from the nor-
mal behavior. These are difficult to detect compared to the other
two kinds of anomalies. Collective Anomaly Detection is often
achieved by modeling the data as set of entities connected through
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an attributed graph. The attributes may be associated with nodes or
edges of the graph. Considering the way in which financial transac-
tions are being done between disparate parties, Collective Anomaly
detection is a more applicable fraud detection technique to uncover
frauds occurring on a gross scale.

As we have abundant amount of unlabeled data and some amount
of labeled data within which only a small fraction belongs to fraudu-
lent points, a graph based representation is preferred for the model-
ing. So the objective is to learn anomalies in graphs. As we have seen
in the introduction, the payment systems are growing vertically al-
lowing large number of transactions to happen in less stringent fi-
nancial institutions driven by unconventional business models. Fraud
detection techniques in these changing scenarios need to be more
innovative in terms of ability to model varieties of fraud.

Network (Graph) Fraud Detection

Graph based fraud detection algorithms are broadly divided into
structure based methods and relational based methods. Structure
based methods address the fraud detection problem by searching
for known structures of fraudulent activity. Network Intrusion Detec-
tion Systems are the earliest application area where such problem of
identifying anomaly in a graph is required. Google’s web search in-
dexing is based on PageRank algorithm which attributes relevance
scores to web pages. Knowing the structure of the algorithm,
spammers successfully designed spam farms with relatively small
number of nodes to make the PageRank score of a particular node go
up. Having identified the topology used by spammers, Google Pag-
eRank algorithm was later modified to tackle these structured spam
farms. This is one of the famous examples of structure based ap-
proach for graph anomaly detection.

Relational Classifiers are used to classify instances based on the rela-

tionships of the instance with other instances. Typical fraud detec-
tion problems are easily expressed as instances of relational classifi-
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ers. Relationships can be based on users visiting locations, users per-
forming transactions at merchant places or websites or user ratings
for specific products. An example matrix is shown in the figure be-
low. In this example, AB CD are items and 12 3 45 are users. If such
a matrix is given, the relational learning addresses the prediction
problem of whether a given user likes a particular brand or not. The
novelty of the approach lies in applying a transformation to the bi-
partite graph to convert it into unipartite graph and then apply graph
classification algorithms.

L O B P I S R
=
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-

The objective of this study is to explore the different cases of fraud
possible in retail payment systems and the fraud detection tech-
niques in place. As the payment systems are going through a major
transition from cash based payment to physical terminals to digital
channels to anytime, anywhere mobile-first technologies, the nu-
merous different methods of committing fraud increased significant-
ly. Fraud detection is a challenging area requiring solutions from ma-
chine learning, data mining and statistics. Section 2 explores the
credit card frauds and detection methods. Section 3 explores mobile
based frauds and attacks. Section 4 explores a set of powerful tech-
niques widely applicable to fraud detection area. This section ex-
plores problems solved areas of tax evasion, peer-to-peer payment
networks and virtual payment networks like Bitcoins.

Card based Frauds

Card based transactions decrease the operational costs of banks and
other financial institutions. They also bring convenience to the cus-
tomers as they need not be limited by the amount of cash they carry.
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Debit cards are issued by banks for allowing customers to do trans-
actions at seller machines (POS terminals). Credit cards serve a dif-
ferent purpose of allowing customers to do transactions with the op-
tion of post payment of transactional amount towards the end of a
month. The statistics on Indian payment systems published by RBI
indicate that there are nearly 643 million debit cards, 227 million
credit cards, 2,20,000 ATMs, 11,00,000 POS terminals, 18 authorized
prepaid service providers, transaction level of 45 million debit card
transactions for Rs. 7,000 crores in value per month and 69 million
credit card transactions for Rs 12,000 crores in value per month.
These numbers indicate the scale of payment sector and it can also
be observed that they are increasing rapidly over the past five years.

With the advent of e-commerce portals which engage and convince
the customers to purchase products aggressively, the purchasing
patterns have been changing and are being actively monitored by
multiple agents across the globe. With the increase in volume, the
fraudsters are also constantly trying to increase their pie from the
total sales. Among the various types of financial frauds, credit card
fraud is the most common fraud. Credit card fraud accounts to bil-
lions of dollars globally. It is a wide-ranging term for theft and fraud
committed using or involving a payment card, such as a credit card
or debit card, as a fraudulent source of funds in a transaction. The
purpose may be to obtain goods without paying, or to obtain unau-
thorized funds from an account.

Various machine learning algorithms are used as a solution to prob-
lem of identifying the credit card fraud. There are multiple aspects of
the problem which make this seemingly simple classification prob-
lem much complicated. The typical number of fraudulent transac-
tions provided for the learning system is much less making it a much
skewed learning problem. Another aspect of the problem is that the
number of ways in which fraudsters commit fraud might be ever in-
creasing and evolving over time as fraudsters most likely adopt a
strategy not overlapping with any of the patterns of the past. Anoth-
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er difficulty unique to this problem is the availability of sufficient
amounts of training data. It has been observed that when datasets
pertaining to a problem domain are made available to public, the
problem is solved by different research communities and one can
achieve best possible solution for the given problem. As the data is
very much tied to the reputation and legal process of the financial
organizations, no real world dataset of reasonably larger size is avail-
able. Despite these intricacies in the problem, the solution for this
problem has to address another requirement of providing the pre-
dictions in real-time.

There are broadly two kinds of credit card frauds:

a. Application Fraud: This kind of fraud involves fraudsters obtain-
ing credit cards from issuing companies using false information
or other person’s information

b. Behavioral Fraud: 1t occurs when fraudster possesses the card
details through some illegal means

- Theft Fraud: A credit card is physically stolen or lost and
used by someone other than the card holder

- Card mail non-receipt Fraud: Credit cards are intercepted
before they reach the customer

- Counterfeit Fraud: A credit card is physically faked and used

- Bankruptcy Fraud: A person receives and uses credit, know-
ing that they will be personally bankrupt in future

- Card-not-present Fraud: Credit card details are taken and
used remotely by someone other than card holder. Com-
mon in telephone sales, internet commerce and mail or-
der.

In 1970s, the credit card frauds were restricted to stolen cards and
forgery. So fraudsters possessed the card physically while using. In
the 80s and 90s, the usage of credit cards has been extended by al-
lowing orders through telephone or mail. With the advent of inter-
net, the usage has been extended to multitude of methods through
e-commerce portals and bank’s website.

26



IDRBT Staff Paper Series

The more recent techniques adopted by behavioral fraudsters are
usage of phishing through authentic-looking websites, where fraud-
sters advertise and sell goods at highly discounted prices. Once the
customers enter credit-card number and pin, these very details are
utilized for making other purchases. Only after several days, the
merchant and card owners realize about the fraud.

To illustrate the typical fraud prevention methods, let us consider
the problem of data breaches in Target® and Home Depot (Weiss and
Miller, 2015). Customers should be aware of the risks in attaching
credit cards and debit cards to the e-wallets and m-wallets. There
are many facets of the risks involved in such usage of credit cards.
These data breaches are not originated on customer mobiles, but are
large scale identity thefts happening at the business entity level
where the customer details are kept as part of the business process.
There are two problems because of which this breach happened. The
servers of Home Depot have Semantic Endpoint Protection (SEP) as
the antivirus. The option of “Network Threat Protection” was not
turned on, which could have prevented network intrusions. The
payment network is meant for magnetic strip based cards, which
have the problem of using data unencrypted in their POS machines.
As the malware penetrated into Home Depot servers, it used RAM
scraper to read the contents of the memory of POS machines, which
resulted in revealing the credit card details completely to the mal-
ware. Cleaner segregation of network or even the point-to-point en-
cryption (even with magnetic strip based cards) could have prevent-
ed the breach. As a remedy for this problem, chip-and-pin
technology is being made mandatory in US.

The most commonly used fraud detection methods are rule-based
techniques, decision trees, random forests, Artificial Neural Net-

6https://corporate. target.com/about/shopping-experience/payment-card-issue-
FAQ
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works (ANN), Support Vector Machines (SVM), logistic regression,
and meta-heuristics such as genetic algorithms. These are often
complimented by other meta-learning algorithms or ensemble learn-

ing.

Impact of Fraud: Interestingly, the credit card holders are least
bothered about the frauds typically happening in the card-based
transactions. The existing legislations and card holder protection pol-
icies as well as insurance schemes in most countries protect the in-
terests of the cardholders. Merchants have to bear all the loses due
to chargeback, shipping cost of goods, card issuer fees and charges
as well as their own administrative costs. Banks have the responsibil-
ity of setting up the software and other resources for combating the
frauds. They are also at the receiving end of fraud loss due to delays
in the payment of transactions which can run up to months.

Initial Studies

The study by (Ghosh and Reilly 1994) is one of the foremost pub-
lished works solving the problem of credit card fraud detection using
neural networks. The core problem of identifying fraudulent credit
card transactions in real-time is addressed in (Dorronsoro et al.,
1997) using neural network based algorithm. These studies solved
the problem of fraud detection using supervised learning paradigm.
In this paradigm, a set of labeled examples are provided as training
data for the neural networks to adjust their weights. Both these
studies used proprietary credit card datasets for proving the efficacy
of their algorithms. The features used in these studies are restricted
to day and time of transaction, current transaction (amount, geo-
graphical location, merchant industry code and validity code), trans-
actional history, payment history, and other account information like
age of account (Ghosh and Reilly 1994) (they are not revealed in
most cases). This system was reported to handle 2 million transac-
tions per two months.
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As it is the case with other practical problems of interest, credit card
fraud detection too is further explored by researchers with various
machine learning techniques addressing the severe class imbalance
problem it poses. Typical ratios of positive vs. negative class tuples as
seen in various studies range from 0.001:1 to 0.00005:1. Traditional-
ly, in machine learning, generative approaches (Naive Bayes) suffer
in such scenarios and discriminative algorithms (SVM, Logistic Re-
gression, Neural Networks, etc.) are resilient (Jordan 2002) for the
class imbalance problem to some extent.

Performance Measures

Credit card fraud detection is usually posed as a classification prob-
lem and the performance metrics used for measuring the effective-
ness of a classifier are classification accuracy, precision, recall, f-
score, Area Under a Curve (AUC). Most of these are derived from the
extracted data using the confusion matrix shown in table below:

Confusion Matrix for Classification

Actual Positive Actual Negative

Predicted Positive | True Positive (TP) False Positive (FP)

Predicted Negative | False Negative (FN) | True Negative (TN)

These formulae give equal importance to both positive class exam-
ples and negative class examples. In the case of typical problems
seen in fraud detection, the imbalance of the class distribution
(number of positive vs. number of negative samples) mandates that
the weights of positive and negative examples should be different in
the calculation of these metrics. One reason for taking different
weights is that the penalty incurred in misclassifications such as clas-
sifying a fraudulent transaction as genuine would be more costly
than the cost of wrongly labeling genuine transaction as fraudulent.
The cost should also be dependent on the transaction value.
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When a fraudster gets hold of a credit card, he tries to utilize the
card by doing transactions till their limit. So, he might do multiple
successive transactions in emptying the limit. So, in such a situation
it looks more sensible to account for the total amount of eligible
transaction amount, because the fraud management strategy should
disallow the first transaction in the sequence itself. It is still required
to translate such strategy into underlying algorithm (such as decision
tree/SVM algorithm for classification). A method demonstrated in
(Sahin, Bulkan, and Duman 2013) illustrates such cost-based decision
tree construction yielding better fraud management.

Strategies for Tackling Class Imbalance: (Chan and Stolfo 1998) ad-
dress the problem of class imbalance using meta-classification tech-
nique. The method consists of partitioning the dataset consisting of
majority class tuples into multiple groups depending on the ratio of
majority class vs. minority class. Each such partition is combined with
the set of minority class tuples in such a way that it has balanced
representation of tuples from each class. A separate classifier is built
using each such partition. A meta classifier is used for building the
overall classifier. One can use Adaboost or Bagging in the same sce-
narios.

(Chawla et al. 2002) is another strategy for synthetic oversampling
(SMOTE) technique used in dealing with imbalanced datasets. (Phua,
Alahakoon, and Lee 2004) have shown that having a single meta-
classifier along with bagging of partitioned multiple base classifiers
approach works better than the approaches such as SMOTE, in terms
of the cost-savings. R has a package DMwR (Torgo 2013) which has
an implementation of SMOTE. Weka also provides SMOTE function.

Though the classification accuracy is proven to be improved using
specific machine learning techniques in various studies, the problem
of credit card fraud detection has to address a much complicated in-
ference problem as the amount of information captured in a single
transaction is too less. Usually fraud is successfully traced in many
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cases by looking at the patterns running over multiple transactions
done by the same user in the form of profile specific statistics. (Jha,
Guillen, and Christopher Westland 2012) have shown a method of
aggregating summary statistics over different granules of time spans
ranging from average amount of sales over week, month, multiple
months and merchant type.

Unlike the previous approaches, the authors in (Van Vlasselaer et al.,
2015) consider network based features for improving the credit card
fraud detection accuracy. A scoring model is developed using the
network influence propagation model. The network consists of
nodes for card holders, merchant and transaction, representing a
tripartite graph. A power iteration method is used for obtaining
scores associated with each node by using a starting score vector de-
rived using the scores of known fraudulent transactions. The authors
obtained better fraud detection accuracies using a set of features
derived from transaction details and user profile and risk scores giv-
en by the network propagation model.

Another prominent type of fraud in card related issues is ATM ma-
chine related frauds like physical attacks, skimming and transaction
reversal fraud. (Priesterjahn et al., 2015) have shown a method pro-
tecting ATMs in a generalized method. Usually, the ATMs are pro-
tected by software which detects certain known types of attacks. A
problem with this approach is that, if a new kind of attack emerges
after installation of the software, it is rather difficult to update it
across all the ATM terminals. (Priesterjahn et al., 2015) model only is
the known normal behavior of the system. Any deviation from this
normal system behavior is treated as anomaly. A variety of anomaly
detection techniques can be applied in this regard.
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Frauds in Mobile based Applications

IDC statistics’ reveal that the volume of smartphones shipped during
first quarter of 2016 is 334.9 millions. With the advent of social me-
dia revolution, the customer behavior and spending patterns are
largely affected. Capitalizing on these fundamental changes, multiple
players penetrated into the market places facilitating the buyers to
purchase targeted products or to purchase from a targeted retail
store. In Indian context Paytm, Mobikwik, Pay U Money, Oxygen, etc.
are some of the key players in this segment. Traditional Public Sector
and Private Sector banks are not far behind and each of them devel-
oped their own mobile based payment platforms. These applications
have been undergoing changes in many facets. Recently, RBI re-
leased a circular8 granting payment bank license to 11 of these play-
ers allowing them to do transactions (with some limitations).

The release of UPI (Unified Payment Interface) is observed as a mile-
stone in the history of Indian Payment Systemes. It allowed all the re-
tail payment to be simplified through unified APl. Mobile wallets,
which are perceived as a growing sector, are standardized and seam-
lessly integrated based on multiple identities such as Aadhaar Cards,
Mobile Number or any virtual address. This framework facilitates in-
teroperability across multiple payment systems.

There are many types of frauds possible in mobile platforms through
tools such as malware, ransomware and phishing. Most of these
tools are used for identity theft. Social Media tools are easy targets
for spreading phishing attacks. Spear Phishing is yet another form of
fine-grained targeting of the customers, which requires additional
knowledge such as GPS information or call logs. This additional
knowledge is gathered often through malware. Malware can get en-
try into the mobile through applications installed on the mobile.

7 http://www.idc.com/getdoc.jsp ?containerld=prUS41216716
8 https://www.rbi.org.in/Scripts/BS_PressReleaseDisplay.aspx?prid=34754
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Ransomware like Cryptolocker and CryptoWall, enter the mobiles
unknowingly (through various ways) and encrypt the files on the de-
vice, demanding the users ransom amount for decrypting them to
original form. The identity of the attackers is hidden in virtual cur-
rencies. Millions of dollars are lost in such attacks every year.

Zeusd is a Trojan designed to steal one-time passwords and it also
operates as bot. Zeus monitors all incoming SMS messages and for-
wards them to a remote malicious website. A Zeus attacker can in-
tercept the banking credentials and exhaust the victim’s bank ac-
counts. ZitMo, a mobile version of Zeus, has been found in Symbian,
BlackBerry and Android. A particular problem in the case of Android
based devices is the inherent delay in identification of the vulnerabil-
ities and subsequent patches for them. Usually vendors take more
time to implement the update covering patches. Some of the older
devices never get the updates despite the patch being available.

The security of mobile based financial applications is largely depend-
ent on the underlying SSL/TLS security layer. Heartbleed!? Bug is a
serious vulnerability found in the OpenSSL cryptographic library.
SSL/TLS is also vulnerable to Man-in-the-middle (MITM) attack
where the attacker positions himself in the middle of communication
between SSL server and client. The attacker is able to see data being
communicated in the original form rather than the encrypted form.
All the details such as username/password, credit card number are
exposed to the attacker.

Malware detection algorithms are broadly classified as signature
based approaches and anomaly based approaches. Signature based
approaches identify known signatures of malware and search for the
occurrences of these signatures in the application code. Anomaly de-
tection techniques use machine learning algorithms to learn whether

9 https://en.wikipedia.org/wiki/Zeus_(malware)
10 https://en.wikipedia.org/wiki/Heartbleed
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the code in an application is benign or malware using the systems
call sequence. A survey of these techniques can be seen in (Amamra
et al.,, 2012).

Some of the malware detection strategies like anti-virus are not
100% successful. One can use alternate sources of information to
prove that the application is indeed a malware. To illustrate the utili-
ty of such a method, consider how ransomware enters the android
system when a user installs an application from the Google
Playstore. Malware characteristics in the playstore are detected by
bouncerll. The bouncer is able to detect only fraction of malware
applications. There are tricks to evade the detection algorithm of
bouncer. Along with these tricks to enter the playstore, the malware
authors also create a set of users rating these applications very high-
ly, so that the application’s overall rating is boosted. If we consider
the network of applications and these users, they form near clique (a
graph structure with large number of edges). (Mahmudur Rahman,
2016) shows technique for fraud detection in Google Playstore by fo-
cusing on near-cliques in the application and user review network to
find malware applications. Here, the novelty lies in utilization of ap-
plication-review network available on Google Playstore for identify-
ing the fake application rather than relying on application calls seen
in the code.

Despite various solutions being developed for tackling phishing,
malware and ransomware, awareness is the key for users to remain
secure. Irrespective of the number of ways in which protection is ap-
plied, humans can be trapped through to one or another form of
their weakness.

11 https://en.wikipedia.org/wiki/Google_Play
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Frauds in Corporate, Auctions, P2P Lending, Crypto
Currency

Corporate Fraud

The fraud detection approaches for identifying frauds in enterprise
level require complex models. We review two fraud detection ap-
proaches, one involving tax evasion fraud and another involving so-
cial security fraud. The work in (Junqué de Fortuny et al., 2014) ad-
dress the problem of identifying the tax evasion plot scripted by
creating multiple foreign companies to transact with a single Belgian
company. They modeled the transactions between Belgian and for-
eign companies as a relation matrix. The objective is to find the
fraudulent foreign companies based on the associations with the
Belgian companies. The bipartite graph is transformed using foreign
companies as the source nodes is transformed into a unipartite
graph where there are only nodes for the foreign companies and the
weights of the edges represent the relational strength in the original
bipartite graph.

Bankruptcy fraud is common problem wherein fraudulent companies
transfer their resources to other places and they declare themselves
to be insolvent. The authors in (Vlasselaer et al., 2015) proposed a
technique for identifying fraud scores of the resources and compa-
nies. The resources and companies form a bipartite graph with edge
weights determined by a time decaying function. They further devel-
op a fraud propagation model in line with PageRank algorithm.

Auction Fraud

Websites such as eBay, uBid, Bidz and Yahoo support online auction-
ing. Like all online activities, auctioning too is the target of fraudsters
posing as genuine suppliers. Frauds happening in online auction
networks have been identified as 25% of the complaints to Federal
Internet Complaint Center. If we use node based features such as
age of the supplier, geolocation and session history alone, we will
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not be able to correctly identify fraudsters. Fraudsters can look like
normal users in all these aspects by deliberate effort through invest-
ed additional users. But they act in a specific manner so that whoev-
er is observing the whole graph of transactions can easily identify the
structure of a fraudster. But such an analysis has to be performed in
an automated fashion on large scale transactional data which moti-
vates the demand for the design of fraud detection algorithms.

Auction sites have a reputation system to give scores to participants
of the auction based on past history. Fraudsters try to fool this sys-
tem through creation of additional users called accomplice. The ac-
complices have interactions with fraudsters as well as honest users.
The interaction between fraudster and accomplice is through selling
of items (cheap) to receive good feedback for boosting the reputa-
tion score. Honest users trade between themselves and also with ac-
complices who look like normal nodes. (Pandit et al., 2007) have
modeled these characteristics in eBay auction networks using Mar-
kov Network and used Belief Propagation Algorithm for the infer-
ence over the network. The reputation scores obtained can be used
as input features for the other classifiers.

(Li, Xiong, and Liu 2010) model specific kind of sub-graphs to identify
the groups of merchants who increase the price of a specific brand
by overpricing within themselves. Later, they successfully leave the
sub-graph by selling it to others.

Peer-to-Peer Networks

Peer-to-Peer lending (P2P Lending)12 and crowdfunding are two
emerging lending frameworks which have found much interest in the

recent past. Consumer loans (Prosperl3, Lending Club14, Lenddol5),

12 https.//rbidocs.rbi.org.in/rdocs/content/pdfs/CPERR280416.pdf
13 https.//www.prosper.com/landing
14 https://www.lendingclub.com/

15 https://www.lenddo.com/
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startup financing (Kickstarter1®) are examples of such networks. They
facilitate funding for economically unviable people or organizations.
People or organizations approach such forums only when the need-
ed fund cannot be provided by conventional fund sources such as
banks. The financial credit score popularized by FICO (US) and Cibil
(India) rely on the attributes such as consumer’s debt level, length of
credit history, on-time payments. But all these attributes are non-
existent for low-income or startup businesses. The credit worthiness
of the borrower is to be judged by such websites using alternate
sources of information. For example, Lenddo uses a variation of
Google PageRank" for this purpose using the prospective lender’s
email profile or social profile such as Facebook, LinkedIn. Such a
credit scoring model has to address the spamming behaviors of us-
ers. A study in (Chen et al., 2014) provides an overview of different
approaches for trust score.

The work in (Zhdanova et al., 2014) illustrates a plug-in developed in
Predictive Security Analytics tool, which can track smurfing (an act of
money laundering in mobile based payment systems). This work uses
a finite-state-machine for keeping track of activities in a process
based security system. This was demonstrated by simulated mobile
based money transfer workload?8.

Crypto Currency

Crypto Currency systems are alternate payment networks popular-
ized by the success of Bitcoins. Unlike traditional payment systems,
which are governed and monitored by central banks, Bitcoins
(Nakamoto, 2008) are payment systems recently developed for de-

16 https://www.kickstarter.com/

17y ttp.//lending-times.com/2016/02/29/lenddo-the-google-of-lending-

algo-
rithms/?utm_content=buffera71a7&utm_medium=social&utm_source=twitter.com
&utm_campaign=buffer

18 http://repast.sourceforge.net/repast_simphony.php
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centralizing the authority structure of the payment system. A user
registers with bitcoin network through a wallet. Each wallet is asso-
ciated with one or more virtual addresses which correspond to a
unique public-key/private-key pair. Bitcoin network allows the users
to transfer bitcoins among peers. A transaction involving transfer of
bitcoins from account A to account B consists of digitally signing the
hash of previous transaction, which is involved in A receiving the
bitcoins and public-key part of B’s virtual address. For the transac-
tion to be accepted by the bitcoin community as a valid transaction,
a Proof of Work (PoW) has to be generated by the community of us-
ers called miners in the form of a block. Miners get incentive for
sharing their computational power in adding blocks to the bitcoin
block chain. Being low cost payment solutions, bitcoins became the
avenue for fraudsters, and business community is divided over ac-
ceptance of bitcoins. But the technology per se drew the attention of
Industry/Research Community.

A user in bitcoin network can be associated with multiple virtual ad-
dresses. (Ron and Shamir, 2013) show a method of analyzing the
bitcoin network transactions. They converted the original graph into
heuristic based condensation to get more compact graph. Through
this graph they were able to identify spurious patterns. One such
analysis involves linking larger scale transactions to multiple individ-
ual transactions again forming a single value using merge and fork
structures. This structure is repeated multiple times.

As bitcoin system evolved, there is one hindrance which has become
a bottleneck for its growth. It takes above 10 minutes to complete a
transaction on average, which is not acceptable in most places.
There are solutions proposed to this problem. It was initially sug-
gested in Bitcoin FAQ (2013) that the customers need not wait for
the full duration of 10 minutes. It led to an exploration by (Karame et
al., 2015) shows how double spending (spending the same bitcoins in
two different transactions) can be done in such faster modes of per-
forming bitcoin transactions.

38



IDRBT Staff Paper Series

Conclusion

This study is meant for reviewing the state-of-art techniques for
fraud detection being practiced in the area of payment systems. We
have reviewed current state of payment systems in Indian context.
Different payment card fraud detection techniques are reviewed in
the later section. Mobile based frauds and detection techniques are
discussed. We further explore the harder problems faced by pay-
ment systems community such as locating frauds in e-commerce
auction networks, tax evasion, fraud analysis related to the crypto-
currency and peer-peer payment networks. As markets are more lib-
eralized, we expect that the techniques discussed in this paper will
play a key role in finding the balance between trust and ease of use.
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Abstract

The development of electronic signature is essential for the
advancement and expansion of the electronic commerce since it
provides security and trust in the system. Today, more and more
financial transactions are done online on e-commerce platforms. E-
signatures provide security for online transactions with authenticity
and integrity.

With the rapidly growing usage of mobile telephones, different
technologies and infrastructures have been developed with the aim
of implementing mobile signature processes for authentication.
Some are based on the SIM card, while others work over the
middleware of the mobile device and cryptographic providers.
Finally, there are some frameworks which are independent of
specific mobile device technologies and make mobile signatures
available to application providers, thereby opening a great range of
possibilities.

In this paper, we review the different solutions till date to provide
electronic signature by deploying the features available in mobile
devices, to obtain a global view of the current and future tendencies
of authentication techniques using mobile phones.

Introduction

Authentication is a basic element of software and service
deployment that is commonly taken for granted. Many internet
facing systems are accessed with single-factor authentication — user
name and password. Security professionals generally agree that
usernames and passwords are inadequate for strong authentication.
The weakness in this system is that passwords can often be stolen,
revealed, forgotten, or guessed. Security workarounds for password
weaknesses, such as requiring users to frequently change their
passwords, often backfire as users resort to writing their passwords
down so that they can be remembered.
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In order to strengthen this process, many internet facing systems
require a second authentication factor, such as a token, digital
certificate, or other out-of-band methods, in addition to the
password. Authentication factors are usually grouped into
“something you know” (typically a password), “something you have”
(for instance, a token), and “something you are” (probably a
biometric). Combining factors makes breaking into an account more
difficult than any single factor, unless users try to subvert these
measures — for example, by writing their passwords on the back of a
token. Strong identification and authentication forms a solid layer
within a larger defense-in-depth strategy.

Authentication Techniques

For decades, hardware-based tokens have been the standard for
secure two-factor authentication (TFA):

= The One Time Password (OTP) will be generated by a small
electronic device, known as the TFA Token that is in the physical
possession of the user. To generate the OTP, a user will press
the “power” button on the front of the token. A different OTP
will be generated each time the button is pressed.
= Alternate Methods of obtaining OTP without TFA Token:
> Answer five challenge questions online
» Have the OTP sent to your smartphone.

Mobile devices are increasingly popular as a second factor. Mobile
identity based authentication can not only solve security problems
plaguing online services, but can also be extended to other services
requiring reliable authentication; everything on the move.

An interesting development is SMS-based authentication codes
through mobile phones. SMS can be used to send a one-time pass
code to a phone. The advantages of using this authentication factor

44



IDRBT Staff Paper Series

are that the phone is something the user already has and that the
pass code travels out of band. Because the user already has a phone,
the website doesn't have to purchase tokens and ship them to each
new user, and the phone by definition serves as “something you
have.” This is important because the high cost of provisioning,
replacing, revoking, and managing physical tokens has been a barrier
to widespread implementation.

A pioneer in this field is Phone Factor. The Phone Factor system
allows users to choose the authentication method they prefer, such
as phone call, text message, or smartphone app, all with the same
level of out-of-band security and convenience. Additional security
features, such as PIN, voice recognition, and transaction verification,
can be implemented for particular users or groups. For example,
Phone Factor would send an automated phone call to the user’s
trusted device, and the user would answer and press '#' or a button
specified to authenticate.

Additional factors are a huge improvement, and mobile devices —
even simple feature phones — can be the universal device to make
authentication stronger.

Multiple Authenticators

Users may be given a choice of device and authentication method
each time they log in -- an authentication solution that works for
everyone and that supports all phone types — from smartphones
(on all platforms) to landlines — and lets users authenticate using
any of the following:

0 Push — Push notification for login request approval/denial

o Mobile — One-time pass code generation via mobile application

o Voice callback — Push button authentication

0 SMS — One-time pass code sent via SMS text

o Digital certificates — user authentication certificates issued by
a licensed Certifying Authority.
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Digital Certificates on Mobile Phone

Digital signatures are highly recommended and backed by the IT Act
in India and thus guarantee highest levels of security and legal
validity.

Digital signatures are now being used in filing returns with Registrar
of Companies, Income Tax and for e-Procurement processes, etc.
However, the penetration has been limited to around three million
users in the country having a population of over 1.2 billion, as till
now it is mostly used by tech-savvy netizens only through
computers. Despite a legal framework as per IT Act 2000 being in
place for several years, the use of digital signatures has not been
very popular amongst the people of India owing to the lack of
mobility in signing documents.

The number of mobile phones is expected to exceed the world’s
population and mobile subscriptions in almost all the countries have
now exceeded internet/broadband penetration. This fast growing
mobile phone penetration also brings with it increasingly
sophisticated mobile devices, which outpace ordinary computers.

This is due to the fact that these devices continually incorporate new
advanced features related to communication and entertainment, for
example, downloading of information, e-mail, instant messaging,
video telephony, etc. Furthermore, during the last few vyears,
computation and storage capabilities offered by the handsets have
improved considerably in order to provide these advanced features.
Thus, as a consequence of its growth and the advanced features,
today the development of new services for these mobile devices
constitutes one of the most important business markets because any
service developed could, potentially, be offered to any person in the
world.
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At the same time, the mobile network infrastructure has improved
and, along with GSM (first generation in mobile technology -1G-),
other technologies such as CDMA and W-CDMA (UTMS) have
appeared. They constitute what is known as the third generation
technology or 3G.

Mobile phone has become very convenient for making transactions
on move with Banks and Telecom Service Providers. In fact, it is
already been put to use for m-payment of bills, m-bank statement,
m-banking and m-trading. However, these transactions are neither
authenticated nor secure. These transactions don’t follow basic
requirements of security i.e. Authentication, Non-repudiation,
Verification and Confidentiality.

Digital signature is the legal equivalent to hand written signature.
The mobile signature is created by typing a secret code (i.e. your
signing PIN) into the signing device (for example: your mobile
phone). This secret code in combination with your key storage token
(for example: SIM card) and a chosen text triggers a cryptographic
algorithm to generate the (digital) signature. Each of the
mobile/digital signatures can be linked to a digital certificate (an
electronic record) that vouches for one’s real-world identity.

Mobile signatures provide new and promising solutions to the
existing problems related to digital signatures and open endless
opportunity for the deployment of an infrastructure for
identification purposes using mobile phones.

Fortunately, digital certificates are compatible with most of the
leading mobile operating systems, so it's easy to implement and
enforce the same security policies even on mobile devices. Installing
certificates onto mobile devices varies a bit between operating
systems. The overall process is conveniently designed to be user-
friendly.
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Digital Certificates are time tested, successfully securing networks
and data for nearly two decades. Their basis in public key encryption
technology makes them an excellent choice for strong
authentication — significantly more secure than just passwords. But,
it is their support for a broad range of security requirements, not just
authentication or encryption, that makes them so valuable.

Why Digital Certificates Are Essential for Managing Mobile
Devices?

Digital Certificates can be used to protect websites, VPN'’s, wireless
networks, and other applications. It's the flexibility of having one
credential that can support a variety of enterprise authentication
security tasks that makes certificates so widely accepted and used.
Digital certificates are well-supported by laptop, tablet, and mobile
smartphone operating systems such as Apple i0S®, Android, and
others. Many, if not most, enterprise networking and software
applications support digital certificates. The predominant
applications using certificates on mobile devices include, but are not
limited to, those shown in the diagram below.

Secure email
(digital signing &
encryption) from
davice using 1055
Secura Wi-Fi & S/MIME Secure weksite
access using access (SSL) using
certificates client certificates

Applications

using Secure access to
certificates Microsoft
on mobile Exchangs/
ActivSync

devices...

Figure 1: A digital certificate infrastructure can serve a number of
enterprise applications. Digital certificates provide a far better user
experience
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Possible Methodologies

There exists different ways of classifying electronic signature
solutions for mobile devices. We can classify them according to
several criteria such as signature platforms, technologies, standards
and features supported. Thus, from the point of view of signature
platforms used to perform electronic signature processes in mobile
devices, we can classify them into four main groups based on:

SIM cards

Handheld sets

Hybrid solutions that require interface between SIM Card and
mobile devices for performing different tasks of e-signature
processes

High level services which are independent of the mobile
device’s specific signature technology from the point of logic of
the application.

a. SIM Cards

The SIM, an abbreviation for “Subscriber Identity Module”,
establishes the security of mobile networks by authenticating the
subscribers. The SIM is also technologically capable of providing
security, privacy, and trust functionality for mobile services. It
includes secure tamper-proof storage capabilities as well as the
required cryptographic modules. In general, SIM based applications
ensure that the data used is from who it says it is from
(authentication) and that it hasn’t been changed without
authorization (integrity).

GSM phones and WAP phones support mobile signatures generated

either on a mobile phone or on a SIM card. The mobile signature
services on SIM cards can be supported by almost all GSM phones,
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regardless of their capacity. In the near future, 3G-phones and other
portable devices will feature a similar mobile signature application.

Nowadays, SIM cards are multi-application cards, in which different
services are working simultaneously (Figure 1), and is the central
point of mobile communications. Each one of these applications has
its own functionality and some of them offer electronic signature
support.

A SIM card usually has two different kinds of memory. In ROM
memory, the physical layer that includes the SIM card operative
system, the memory management and the input/output interface
are present. Next, on top of it, the Java Card Virtual Machine that
interprets the applications, the card manager that manages the
lifecycle of each application, the SIM Toolkit Security that adds
security headers to the short messages and different APIs for
developers are present. In this memory zone, the GSM application
that is stamped by the manufacturer, which cannot be removed
from the SIM card is available.

There are different applications available in EEPROM memory. This
memory zone can be modified during the lifecycle of the SIM card by
the card manager. The GSM application controls communication
over GSM networks and stores the GSM files inside EEPROM
memory. These files contain the GSM keys, the address book, the
short messages, and so on.

The USAT applets are applications developed with SIM Application
Toolkit technology, like USAT interpreter. The WIM application
enables the possibility of performing cryptographic operations inside
the SIM card.
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Figure 2: Multi-application SIM Card Architecture

Dual SIM Slots: There are mobile phones with dual SIM slots, to have
one SIM card meant for normal communication and the other
(Signature based SIM card) for digitally signing the data or
transactions.

Enabling Digital Signatures in a SIM Card: Digital Signatures can be
generated and stored in the SIM card that has the secure approved
digital signature algorithm preloaded. This is a specialized SIM card
that is enabled with signing functionality as well as the functionality
of a normal SIM. This can be achieved either by leaving some free
space on the SIM card, on which the components of the signature
creation device can be installed later on, or by shipping SIM cards
with pre-installed signature functionality that has to be initialized
and activated. This technology is mostly supported currently by GSM
phones regardless of their capacity and operating system and WAP
phones.

Different Technologies that Facilitate the Performing of
Electronic Signature Processes on a SIM Card Application:

(a) Wireless Identity Module (WIM)
WIM is a security specification that defines how to store and manage

cryptographic credentials (symmetric and asymmetric keys), user
and trusted third parties certificates, and authentication objects like
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Personal Identification Numbers. It also defines how to perform e-
signature processes in a tamper-resistant SIM card. A tamper-
resistant module is a device that has certain physical hardware
protection to make the extraction of the information contained in
the module unfeasible. The WIM standard is based on PKCS#15,
which enables a flexible information format on a cryptographic
token. The WIM is defined as an independent smart card application,
like GSM or SAT applets. Therefore, it can be used to perform
cryptographic operations from different protocols from the
handheld, like TLS or S/MIME, and different applications of the SIM
card, like proprietary SAT applets or USAT-i.

(b) USAT-i

The Universal SIM Application Toolkit — Interpreter (USAT-i) [1] is a
new SAT application of the 3G SIM cards. This technology is
alongside the other standard 3G SIM card applications, such as GSM,
USAT or WIM applets.

The 3G networks offer other protocols like HTTP or TCP/IP, but their
availability depends on the network operator infrastructure. At
present, SMS is the most extended transport protocol. The 3GPP
defines that the USAT-i browser of a SIM card can be extended by
each manufacturer through plug-ins.

A USAT-i plug-in is a JavaCard applet which implements a shareable
interface and is installed on the SIM card in the manufacture phase,
allowing USAT-i browser to invoke the plug-in commands. When a
manufacturer supports plug-ins for the USAT-i browser of a
SIM/WIM card, it usually offers PKI plug-ins. These special plug-ins
are able to work with the WIM application of the card for performing
cryptographic processes. The main PKI plug-ins are the Asymmetric
Decryption plug-in (AD) for asymmetric decryption, the PKCS#7 plug-
in (P7) for asymmetric signature of plain text with What-You-See-Is-
What-You-Sign (WYSIWYS) interface, and the Fingerprint Plug-in (FP)
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for asymmetric signature of byte array in PKCS#1 format. These last
two plug-ins provide a feasible mechanism for performing electronic
signature processes from the USAT-i browser inside a SIM/WIM card.

@ 1. Requesting a URL
O T
4. Sending byte codes

Gateway

1. Requesting a WML page

Application Server:
/\

SMS /TCPIP /HTTP

3. Sending WML page

Figure 3: USAT-i Infrastructure

S. No. | Advantages Disadvantages
1 installation of heavy applets This technology is
“over the air” is not supported over an
necessary additional network
infrastructure which must
be provided by the network
operator that requires
some investments by the
network operator.
2 The applications are packed In order to offer electronic
into byte-codes that are sent | solutions based on this
to the SIM card, interpreted infrastructure, it would be
by it and easily removed. required that all network
operators offered this
infrastructure to their
users.
3 The integration with the WIM
application through the PKI
plug-ins ensures that the
private keys are never
compromised
USAT-i browser does not
need any software in the
device side and is able to
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communicate with the GSM
network directly via short
messages.

SIM based Digital Signatures

S. Advantages Challenges
No.
1 It doesn’t require any The usual PIN used to control

service provider resources the access to the telephone
functions is not sufficient,
since users can keep their
phones and SIMs unlocked for
convenience.

2 SIM itself is very secure and | Using a single smart card for
not easy to break multiple purposes raises new

guestions and challenges.

3 SIM based digital signatures | The SIM-card is issued by the
don’t depend on the telecommunication provider,
operating system of the while the Digital Signature
mobile phone used. The Certificate (DSC) is issued by a
SIM can be used in any Certifying Authority (CA).
phone. Combining both functions in

one card raises the question
that who will have the control
over the keys and certificates.

b. Technologies based on Handheld

The cryptographic capability of mobile devices is ever greater. There
are different mobile smartphone operating systems such as Apple
loS, Android and others that let us perform electronic signature
processes on a handheld device.
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c. Hybrid Technologies

There are a large number of services that are not possible to
implement completely in the SIM card side or in the device side.
These services usually need to take advantage of the device
characteristics (rich user interface and high processing capabilities)
and the security of the SIM card. In this section, we analyze the main
technologies in order to integrate applications in both sides (device
and SIM card).

WML Script / XHTML Script

This section describes how the web applications developed for
mobile devices can make use of the cryptographic features of the
WIM application in the SIM card. At present, the most extended
languages for mobile web applications are Wireless Markup
Language (WML) and eXtensible HyperText Markup Language
(XHTML). Both languages have script libraries for developing
asymmetric processes on the client side. One of the libraries of these
languages is the Crypto library, which is included in the browsers
that support WMLScript (for WML language) or XHTMLScript (for
XHTML) and it is equivalent to the use of Javascript in HTML. The
Crypto library has only one function called SignText which carries out
e-signature processes from plain text. When this function is invoked,
the WIM application contained in the SIM card is responsible for
performing the signature operation and returning that signature
according to the PKCS#7/CMS format. In this process, the WIM
application uses one of the user’s private keys stored inside the SIM
card.

This kind of application is executed in the browser of the mobile
device, so the manufacturer has to implement this functionality.
The most important benefits derived from this solution are the use
of the standard PKCS#7/CMS, the development of signature
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processes in a web application and the integration of the WIM
application of the SIM card side. This last advantage implies that the
private key never leaves the card in the signature process. Therefore,
we could consider that this technology provides qualified signatures.

SATSA

The Security and Trust Services APl (SATSA) is a specification for Java
ME which provides the possibility of opening a communication
channel between a Java ME MIDlet and a “security element” (for
example, a SIM card). Through the use of SATSA, also known as JSR-
177, a SIM card can perform security processes (like electronic
signatures or user’s authentication) in Java ME applications.

SATSA defines three different ways of communication with the SIM
card. The communication mode depends on the type of SIM
application. These alternatives are based on three packages; the
APDU package for sending APDU commands to USAT applets
through ISO 7816 protocol; the JCRMI package for requesting Java
Card RMI objects, and the PKI package for using the WIM application
of the SIM card in cryptographic processes like requesting a user’s
certificate or performing an electronic signature. Thus, the electronic
signature processes are carried out through the class CMS Message
Signature Service (contained in the javax. Microedition security
service package) that uses the CMS standard. When a Java ME
MIDlet invokes the methods of this class, a channel is opened with
the WIM application of the SIM card in order to perform the
cryptographic operation. As we commented before, as a result of the
use of the WIM, the user’s private key never leaves the security
element.

Although this proposal provides a high-level of abstraction to the
Java ME applications, there are not many mobile devices today that
support the SATSA specification. However, the manufacturers are
gradually including this capability in the new handhelds. As a
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conclusion, we can say that SATSA has some important advantages,
like the portability of the MIDlets between different devices and the
use of a WIM application for performing signature processes based
on standards.

d. Independent-Handheld Solutions

Electronic signature is an important issue in mobile commerce to
provide non-repudiation services. The application providers on the
internet need to provide applications that are based on electronic
signature to cope with non-repudiation. This means that an
application provider has to develop software that can make use of
electronic signature in each different mobile device. However, due to
the fact that there are many types of mobile devices, this approach
involves a lot of investment, probably, more than the possible
return. To solve this problem, the application provider requests a
server that the client signs some information by way of Mobile
Signature Service as follows:

Mobile Signature Service

The Mobile Signature Service (MSS) was born to facilitate the
development of solutions based on mobile signature for the
application providers. The definition of this service comprises several
technical reports and specifications published by the ETSI.

In the MSS, one can differentiate several roles: end-user, smart card
issuer, Registration Authority (RA), Certification Authority (CA),
Mobile Signature Service Provider (MSSP), Application Provider (AP),
roaming MSSP and contractual management coordinator.

In this proposal, the end user has a mobile device or handset

containing a smart card provided by the smart card issuer (usually
the mobile operator). This smart card contains a signing application
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that can provide electronic signature in order to validate the identity
of the user. This signing application is protected with a Signing-PIN
that the smart card issuer provides to the user. At any moment, the
user is able to change the Signing-PIN; he could even be forced to
change it after a time or a specific number of signatures with the
same PIN.

The signing application is able to generate new keys as well as store
the certificates associated to the generated keys. The certificates are
obtained from a CA by means of a RA that is responsible for verifying
the end user identity. This application could be invoked by the MSSP
(the entity that provides the mobile signature service) in order to
obtain an electronic signature from some data. Before the signature
is generated, the user has to introduce the Signing-PIN in his/her
mobile device in order to validate that it is the user who is validating
the electronic signature. Therefore, the electronic signature process
is always under the control of the end user. Each end user has to be
registered with an MSPP in order to use the MSS. By means of this
registration process, the MSSP activates the signing functionality in
the user’s mobile device. Additionally, the MSSP could provide some
value-added services such as time stamping, user’s web page to
qguery the transactions, etc. Usually, this MSPP will be the end user’s
mobile operator.

In this approach, the application providers do not have to provide
any software to the end user. Now, when application providers
require an electronic signature in a transaction, they request it from
the MSSP, and the MSSP is responsible for contacting the end user’s
signing application to obtain the signature of some information that
is provided by the AP when he invokes the MSSP. Thus, the process,
in detailed, would be the following:

1. The end user accesses the services provided by an application
provider. Then, in order to access a specific service or to make a
transaction, the end user confirms it
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.The AP informs the end user that his mobile signature
application is going to be invoked in order to confirm the
transaction

.The AP sends a signature request to the MSSP in order to
indicate that he wants a particular user to sign some data
related with the transaction

. The MSPP processes the request and sends it to the end user

. The data of the transaction is shown in the mobile device. Next,
if the end user agrees to the transaction, s/he is asked to
introduce his/her signing-PIN in order to compute the electronic
signature

. The electronic signature is returned to the MSSP

. The MSSP processes the response, makes some added-value
services (if required) and returns it to the AP

. The AP processes the response and sends a transaction
confirmation to the end user

. The transaction or the service is provided by the AP to the end
user.

These are the steps followed when the end user and the AP work
with the same MSSP. However, in many cases, the AP and the end-
user do not have the same provider or the user is not in his/her

“home” network. For these cases, there is the role of roaming MSSP.

This entity is responsible for forwarding the AP’s signature requests

to the end user’s home MSSP to communicate with the end user’s

signing application. This process is similar to that followed in the

GSM voice roaming.
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There are some enterprises, such as Valimo Ltd., that are offering

services based on the above method.

S. No. | Advantages Disadvantages

1 Application Providers do not have | AP has to establish an
to know anything about the | agreement with a
development of signing- | MSSP  that provides
application for specific mobile | these services.
devices or handsets which is the
responsibility of the MSSP.

2 With this solution, no third party | Not all the mobile
will be allowed by the operator to | operators offer this
access the SIM card. solution at the

moment.

3 Although the application provider

does not request the electronic
signature from the end user, he
can specify an advanced aspect
related to the electronic signature
such as signature format, data to
be displayed, key to be used, etc.,
so that the application provider
the
process according to his needs.

can configure signature

International Experience

Turkey

Mobile signatures, which can be used on any GSM phone, have

emerged as a fascinating — and very real — solution. Presently in

Turkey, nine major banks are offering mobile signatures to their

customers, covering 80% of the local financial market.
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The mobile operator, Turk cell, has bought a mobile signature service
infrastructure and has now signed up eight Turkish banks to enable
them to use mobile signatures for online user authentication. Other
services relying on mobile signatures are:

Securing the withdrawal of small loans from an ATM

Processing custom work flow processes by enabling applicants

to use mobile signatures.
Valimo Wireless provides the engine that delivers mobile signatures.
Valimo’s mobile signature solution is currently being used by over 40
customers in several European countries, such as Finland, Italy,
Slovenia, and Spain. The European Telecommunications Standards
Institute (ETSI) manages GSM and 3G specifications. Valimo’s
solution, compliant with ETSI mobile signature standards (ETSI MSS),
also provides for roaming of trusted transactions across international
borders.

Finland

The Finnish government authorized the deployment of a common
derivative of the ETSI-based mobile signature service standard, thus
allowing the Finnish mobile operators to offer mobile signature
services. The Finnish government CA also issues the certificates that
link the digital keys on the SIM card to the person’s real world
identity. Finland-based firm Valimo has implemented a third party
solution for Mobile Signatures.

Sweden

In Sweden, a consortium owned by banks and mobile operators
specified a mobile signature service infrastructure that is first used
by banks to authenticate online banking users. Later on, the mobile
signature services are supposed to be available for other applications
as well.
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Estonia

The Estonian government has issued all citizens a smart card, but
citizens are using the digital identity sparsely. There is now a
concerted effort from the private industry to leverage the Estonian
CA landscape and deploy mobile signature services, thus enabling
Estonian citizens to port their existing digital identity to the mobile
phone.

Japan

In Japan, NTT DoCoMo, the largest mobile phone operator in Japan,
deployed mobile devices containing the FeliCa contactless IC chip
developed by Sony. The FeliCa chip makes it possible for mobile
devices to contain multiple forms of data including personal
identification, bank account numbers and balances, credit account
information, transmit passes and more. As a result, not only were
the FeliCa chips used for mobile payments, but also can be used as
credit cards, as RFID card readers can detect the chip.

Korea

Mobile banking based on smart IC chips is currently being used only
in Korea and some other mobile juggernauts. As of now, one chip
can accommodate mobile banking service for just one bank, which
means customers are required to exchange chips specific to a certain
bank every time they make a transaction. In an effort to resolve this
issue, mobile carriers led by SK Telecom are seeking to invent new
types of chips that will include several credit cards and debit cards in
a single smart chip.

Conclusions
Mobile signatures not only address security concerns, they also
enable many new services and compelling business cases, sustained

by a convenient and appealing user experience. Yet, many
organizations remain dissatisfied with traditional hardware-based
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authentication, which can be costly and cumbersome for
administrators and users alike.

The corporate perimeter has changed; users no longer access
applications and data from their corporate network alone. Company
resources are accessed with smartphones, tablets and other on-the-
go devices. In addition, many businesses are required to employ
authentication solutions, as mandated by the Payment Card Industry
Data Security Standard (PCI DSS), FFIEC Authentication Guidance and
other regulations.

The mobile PKI gives users more mobility and independence, while
service providers benefit from secure user identification and instant
transaction commitments. Secure transactions can now be made
without a Personal Computer.

Considering the growing market for mobile and smartphones and
the rapidly increasing number of useful mobile and internet
applications, we expect mobile PKI to become a relevant and
economically justifiable service.

In this paper, we have presented the state-of-the-art of the most
important solutions related to the provision of e-signature in mobile
devices. Based on the status of present developments, we can
conclude that there are still some open issues related to e-signature
in mobile devices. At the moment, all the efforts of the solutions
introduced are centered on providing the necessary technology to
make the processes of creating and verifying e-signatures.

The challenge is the development of a trust framework for the
secure distribution of private keys and the storage of certificates

suited to various handsets, operators and distribution networks.

However, up to now, the verification process in the different
solutions is only based on checking that the e-signature is valid and
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matches the sender’s certificate. However, in this process of
verification, the validity of the certificate must also be checked in
order to verify that the certificate was not revoked. For this process,
we need to build a certificate chain to a trusted point and, then
validate all the certificates in that chain.

Thus, this process must be covered with similar solutions to the
mobile service signature framework, but now, is applied to verify the
status of certificate involved in a transaction. In fact, it could be
provided as an extension of that framework. Therefore, it is
necessary to improve the different solutions by defining and
including a certificate validation service. This service, apart from
building the certificate chain and validating it, could store the
evidences collected in this process. Thus, these evidences can be
used in processes where an electronic signature has to be validated
for longer periods of time.

Another open issue is the definition of a simplified S/MIME format in
order to be included in MMS, because this sort of message is long
enough to send data and include e-signatures and certificates. The
development of this new format would allow these special MMS to
be processed properly by an e-signature application that
automatically verifies the e-signatures contained in that message.
Additionally, several interfaces should be defined so that the mobile
handset responsible for managing the MMS could communicate with
the WIM to sign the MMS. Currently, the MMS are only processed by
the mobile handset, unlike SMS that are processed by the SIM
application. But, instead of sending the whole message to the WIM,
we propose to send the hash of the message instead of the whole
MMS because, on the contrary, the processing of the MSS would be
slow since the WIM would have to process a critical mass of bytes.

Finally, taking into account that in a WIM card, we could have several

m-commerce applications (Javacard applets) installed, for example,
banking applications, e-wallet applications, etc., a standardized
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interface or APl should be defined so that these applications are able
to sign information based on keys and certificates stored in WIM.

Thus, we would avoid m-commerce application providers having to
develop components in order to manage and use keys and
certificates. This APl could be provided by a new applet that would
allow us to list the certificates stored and to choose which one to use
to make a cryptographic operation. The access to this applet would
be restricted to those applets which the user trusts. At the same
time, it is an interesting feature for the end-user because s/he could
use the same keys without having to generate new ones for each
different application. At this moment applets are, in general,
generating and using keys and certificates that are not stored in the
WIM, but in the applet itself. Therefore, both the key and the
certificate are only for one application. For the use of keys and
certificates stored in the WIM, it is necessary that in this process, it is
clearly defined how these applications access the WIM information
in a secure way and protect user’s interests.

Annexure

Alternate Methodologies in Place of Digital Signature — A Case
Study — Income Tax e-filing

The Income Tax Department’s IT returns e-filing process is
mandatory for companies and for individuals, whose income is above
Rs. 10 lakh. While the companies have no choice but to authenticate
and digitally sign their IT return, individuals are given an option of e-
filing their IT return without using a digital signature. The process of
e-filing of IT return by individuals without having to use digital
signature is as follows.

After completing the process of completing the IT return form and
submitting the IT return form, it is necessary to e-verify (as option
against having to use digital signature). The process of e-verify which
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is called EVC, involves logging in through tax payer’s internet banking
account. The tax payer is given a choice to select his bank and then
login to internet banking of his bank. In the internet banking portal,
the income tax payer who is the customer of the bank is asked to
generate an OTP which is sent to registered mobile of the tax
payer/bank customer. On successful entry of the OTP, the tax
payer/bank customer is redirected to income tax department’s e-
filing website. At this site, the tax payer clicks a button and the
income tax return is e-verified and accepted by the income tax
department as a valid IT return on par with digitally signed or
physically signed IT return.
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Introduction

Electronic payments have increased at a rapid pace in the past few
years. Increasingly they are considered an integral part of the
economy and in our everyday life. They have helped reduce the costs
to businesses and consumers apart from speeding up the economic
and trade cycle. Despite the increase in migration in the past few
decades, the use of electronic payments has been slow among
migrant populations. It is to encourage payments that on August 19,
2015, the Reserve Bank of India (RBI) permitted 11 entities to start
payment banks with the explicit intention to increase banking
services to facilitate financial inclusion among the low income
households, unorganised sector and small businesses’. It is hoped
that these entities will evolve business models and innovations in the
payments processes, systems and instruments to serve migrants and
other sections including micro, small and medium enterprises
(MSMEs). Our study attempts to understand the existing payment
systems and other issues related to payments among migrant groups
in the two states of Andhra Pradesh and Telangana.

Objectives of the Study

The objectives of the study are to primarily understand the payment
systems presently in place for migrant workers and gaps in the
operations of the banking sector. They include among others:

1. Understand and analyse the present payment systems,
requirements, processes and channels among migrant
workers

2. Understand if the banking sector is able to serve the
segment and identify gaps in the present payment systems

! https://rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=32615
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3. Understand if migrants are able to utilise existing technology
and services presently offered by the banking sector and if
they are satisfied with the institutional structures

4. Suggest measures that facilitate improved access to banking
services based on the missing processes and systems.

Scope, Methodology and Sample Size

The study covered two distinct areas across the two states of Andhra
Pradesh and Telangana. The sample covered both rural and urban
areas. The districts of Kurnool (Andhra Pradesh) and Mahbubnagar
(Telangana) were the focus areas to understand the migration and
payment dynamics in rural areas while the City of Hyderabad was the
focus of the study to understand urban dynamics. The sub-districts
(Mandals) covered in the study include Makthal, Maganoor, Utkur,
Chinna Chintakunta in Mahbubnagar district and Yemmiganur,
Nandavaram, Gonegandla, Mantralayam, Peddakadabur in Kurnool
district. The Greater Hyderabad Municipal limits were covered to
understand the impact in urban areas.

The study deployed two methods: structured questionnaire based
survey and unstructured interviews. A total of 255 migrants were
covered in the structured questionnaire survey and 39 unstructured
interviews. The respondents were chosen randomly with the first
willing migrants in a village interviewed. Researchers would visit a
village, enquire about migrant households and would approach them
randomly. The Mandals were selected due to high incidence of
migration in the two districts. In both the districts, a minimum of
three Mandals were selected. The sample in Hyderabad City was
larger due to the geographic spread, population size and the large
migrant population. In Hyderabad City, 'Bastis' were visited
randomly. In the case of other two districts, parts of the district (or
sub-districts which are referred to as Mandals in AP and Telangana)
that are known to have a large migratory population were the focus
of our study. The details of the sample are as follows:
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Table 1: Details of Sample

Survey
Place Sample Male | Female | Unstructured
Size Interviews

Greater Hyderabad 103 103 0 10
Mahbubnagar 76 72 4 8
District

Kurnool district 76 55 21 21
Total 255 230 25 39

Age Profile of Respondents

Unsurprisingly, a large part of the respondents are able-bodied
persons. Approximately 70 per cent of the respondents are between
26 to 40 years while another 22 per cent are between 41 to 50 years.
The number of respondents above 50 and below 60 years age group
decreases substantially and they account for about 7 percent along
with migrants aged over 60 years. The following table provides an
overview of the age profile of the migrants. This sample includes 13
(or about 5 per cent of the total respondents) who have migrated
and have permanently settled down in the place where they
migrated to in search of work.

Table 2: Age Profile of Respondents (Percentages in Brackets)

Age Group (in Years) | Hyderabad | Mahbubnagar Kurnool
Below 25 10(3.92) 20 (7.84) 11 (4.31)
26-40 68 (26.6) 36 (14.11) 36 (14.11)
41-50 18 (7.05) 17 (6.66) 21 (8.23)
51-60 6 (2.35) 3(1.17) 7 (2.74)
Above 60 1(0.39) 0 1(0.39)
Total 103 76 76

The above demographic trend indicates immense possibilities for the
expansion of payment systems in the banking sector. Assuming that
people tend to migrate till they reach the age of 50 years, it would
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indicate that a financial service provider can retain their customers
for at least a decade, if not more.

Salient Features of Migration

Mobility of labour and capital has been the hallmark of capitalism
since its beginning. Economic causes underscore migration in a
number of districts. Historically, though the precise causes for
migration have varied over the centuries, broadly, the aspiration for
a better economic life has underscored the mobility of labour. Rural
distress migration is correlated to the monsoon rains (or lack of it).
Though the destinations are often the largest cities, migration by the
poor has many facets. Its salient features vary and the decision to
migrate is dictated by many factors including socio-economic
conditions, geographic location, peer behaviour, history and reach of
their social network. The two largest urban regions close to the areas
we studied are Hyderabad and Bengaluru. These cities are also the
important destinations in our sample.

Internal migration, especially in search of better economic
opportunities has emerged as an important phenomenon over the
past few decades. There are an estimated 400 million internal
migrants in the country®. This is an increase from 314 million as per
the 2001 census’. The sixty fourth round of the NSSO survey (on
Migration in India: 2007-08) observes that the undivided AP had a
migration rate of 88 per 1000 households or about 8.8 percent of the
total population — one of the highest migrant populations in the
country®, with nearly 61 per cent of the migration among males

’http://timesofindia.indiatimes.com/india/Internal-migrants-make-up-
1/3rd-of-Indias-population/articleshow/24313033.cms

? http://censusindia.gov.in/Census_And_You/migrations.aspx

4 Migration in India: 2007-08, National Survey Sample 64" Round, National
Survey Sample Office, New Delhi, A-95.

71



Payment Systems

being due to economic reasons’. An interesting feature of migration
that comes through in our study is that there is substantial number
of people migrating from one district to another in search of work.
Historically, Kurnool district witnesses large migration of people
seeking work for a few months in the neighbouring Guntur district.
Internal migration is high in many villages in Kurnool and
Mahbubnagar district. In certain villages, it is as high as 35 per cent.
In parts of Mahbubnagar district, there is a discernible decline in
migration as compared to a decade ago, due to factors like better
irrigation facilities and more importantly, the unwillingness of labour
contractors to take a risk due to losses suffered in the past. In
Makthal Mandal of Mahbubnagar district, a labour contractor
mentioned that he gave up the business because it was increasingly
becoming difficult to enforce agreed terms and conditions — a
problem that is aggravated because of the informal nature of
contracts.

The decision to migrate for work is often a well thought out decision
and is dependent on a number of factors. These include past
relationships and experiences, facilities offered by employers,
distances required to travel, peer connections, type of work,
possibility of family working in one place in a similar kind of work,
etc. The family needs are often an important consideration. A
number of migrants from Kurnool pointed out that they prefer to
work in the neighbouring Guntur district of Andhra Pradesh since the
family can work in one place/field. This is considered important
because when a whole family works on one site, it is possible for the
more productive workers to complete the work of the laggards. In
Guntur district, families from Kurnool work in cotton fields and
parents often prefer the place since they can take their children
along. Parents can work too at times when the children are not able
to complete a given task quickly.

? Migration in India: 2007-08, National Survey Sample 64" Round, National
Survey Sample Office, New Delhi, p.132.
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A large part of migration is facilitated by relatives/friends or through
agents (professional labour contractors). In a number of cases, the
agents/contractors make frequent rounds to the villages. In
Mahbubnagar district, a labour contractor (often a hereditary
occupation) signs contractual agreement with large companies for
supply of labour. These real estate and/or infrastructure companies
require large supply of manual labour for their business activity. The
labour contractors often supplies labour in thousands to various
Hyderabad.
Payments/remittances are largely facilitated by friends and family

large builders and infrastructure companies in
followed by the banking sector. In certain parts, the need for
remittances is restricted by historic practices that include the system
of taking an advance before the commencement of migration. The

following table provides details of the place of migration:

Table 3: Migration Destination

Place of Migration Kurnool Mahbubnagar Total
Responses
Neighbouring District 51 (35.52) 3(1.97) 54
State Capital* 16 (10.52) 24 (15.78) 40
Other cities in the 8(5.26) 2 (1.31) 10
State
Neighbouring States 33(21.71) 11 (7.23) 44
Mumbai 5(3.28) 12 (7.89) 17
Bengaluru 31 (20.39) 19 (12.5) 50
Gulf 1(0.65) 0 1
Others 0 7
Migration to multiple 51 (35.52) 1 (0.65) 52
destinations in a year
Total Size of Sample 76 76

*Excludes the Hyderabad City Sample; (Percentages in Brackets); Multiple responses

given.
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Occupational Profile of Respondents

A large number of respondents are daily wage earners. Table 4 offers
further details of the occupational profile of the respondents. The
profile of the respondents indicates that the ability of the
respondents to hold cash earned with them on person without
remitting the same is limited, thereby requiring the need to use
some form of money transfers and payments mechanism. In
Mahbubnagar district, respondents pointed out that they prefer to
migrate and invest the upfront 'advance' to build a house rather than
borrow from the high cost informal moneylenders. One respondent,
Padma, shared that she was migrating for the past five years and she
invests one lakh rupees advance that she received from the labour
contractor each year to build a house. She informed that she will
stop migrating for work as soon as the house construction was
completed. The occupational details in Table 4 offer an interesting
insight: a large number of self-employed often migrate for work. The
likely cause for this was observed in the case of Kurnool, where
earning potential for the self-employed declines in the villages as
large number of people migrate. This forces the self-employed to
follow the other members of the community by migrating for work.

Table 4: Occupational Profile of Migrants (Percentages in Brackets)

Hyderabad | Mahbubnagar | Kurnool
Own Business 5(1.96) 1(0.39) 0
Agriculture 0 9 (3.52) 20(7.84)
Other Self Employed 20 (7.84) 11 (4.31) 43
(16.86)
Non-Farm Activity 3(1.17) 13 (5.09) 9 (3.52)
Employed 0 0 0
Others - daily wages 75 (29.41) 39 (15.29) 2(0.78)
Total Responses 103 (100) 73 (96) 74
(97.36)
Total Sample Size 103 76 76
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Duration of Migration

A large number of respondents in the sample migrate for more than
three months (215 of the 255 respondents or 84.31 per cent). Table
5 indicates that in the summer months (April-May usually a period
when there are few employment opportunities in the rural areas),
the number of migrants is as high as 235 or 92 per cent of the
sample. Almost all the migrants return to their villages by the end of
May and wait for the monsoons since the start of the agricultural
season will offer employment. The following table elaborates on the
number of days that people migrate.

Table 5: Number of Days Migrated (Percentages in Brackets)

Kurnool Mahbubnagar | Hyderabad
Less than one month 0 0 1(0.39)
1 to 3 months 16 (6.27) 0 1(0.39)
Only during summer 9(3.52) 11 (4.31) 0
3 to 6 months 21 (8.23) 1(0.39) 0
More than six months 28(10.98) 29 (11.37) 4 (1.56)
Throughout the year 2 (0.78) 34 (13.3) 96 (37.64)
Others 0 1 0
Total Responses 76 (100) 76 (100) 102 (99)

The above table on the duration indicates that the long-term
potential for remittances and related payments is likely to be far
higher than estimated in the past since a large part of the sample (or
84.25% of the respondents) depend on migration for their livelihood
and hence are dependent on remittances for their livelihoods. The
number of days a person migrates is the highest in Mahbubnagar
compared to Kurnool. In Mahbubnagar, the importance of migration
is indicated by the fact that nearly half of the respondents (34)
migrated almost the whole of the year while another 29 respondents
migrated for more than six months.
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In the case of Hyderabad, an overwhelming number of migrants
interviewed, remained in the city throughout the year. The number
of days in which a job is sought has a high degree of correlation to
the earnings ability of the migrants or their households. In the case
of Kurnool district, a large number of them migrate at least once to
the neighbouring Guntur district. High earnings means migrants from
these places tend to remit more money to families. A large number
of migrants from Kurnool often migrate to more than one place in a
year. This is because most of the households prefer agricultural
work. This contrasts with migrants from Mahbubnagar who migrate
only to one place in a year and take up various kinds of non-
agricultural work. There is a high degree of correlation of income and
the migration destination. The income of migrants to large cities is
higher. The migrants in Hyderabad earn the most (average annual
income of Rs. 97,340) followed by those from Mahbubnagar district
(average annual income of Rs. 83,317) and Kurnool district (average
annual income of Rs. 50,723).

Educational Qualifications

A large number of migrants are either illiterate or those who are
barely literate — almost 61 per cent of respondents. In the case of
Mahbubnagar district, an overwhelming number of migrants are
either literate or those who have dropped out of school. The
following table highlights the details of the educational qualifications
of the migrants:

Table 6: Educational Qualifications (Percentages in Brackets)

Kurnool Mahbubnagar | Hyderabad
llliterate 15 (5.88) 10 (3.92) 7 (2.74)
Literate and attended 35(13.72) 52 (20.32) 37 (14.50)
school
Up to 7" Class 10 (3.92) 6 (2.35) 17 (6.66)
Up to 10" Class 10 (3.92) 8 (3.13) 26 (10.19)
Up to 10+2 level 3(1.17) 0 8(3.13)
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College 3(1.17) 0 7 (2.74)
Others 0 0 0
Total Responses 76 (100) 76 (100) 102 (99)
Total Sample 76 76 103

Our study indicates that education/skill levels and earnings are
correlated. Those with higher levels of education earn more and vice
versa. In the case of Kurnool district, most of them have low levels of
education and skills forcing them to depend on work as agricultural
wage earning labourers where the wages are relatively lower and
possibility of wages growing faster is less considering the limited
negotiating power among migrant agricultural labour.

Occupationally, a large majority (44 of the 51 such respondents or
86%) are either involved in agriculture or are self-employed in a
village indicating that agriculture is an important source of earning
livelihood. This contrasts with the migrants surveyed in Hyderabad
city where 15 members have educational levels that exceed Class X.
The income range of migrants in Hyderabad City with education
levels in excess of Class VIl varies from Rs. 54,000 (Lowest) to Rs. 6
lakhs with a total of 19 members earning more than Rs.1 lakh a year.
This contrasts with those from Mahbubnagar where the highest
educational qualification is Class X. Their incomes range from
Rs.25000 to Rs. 1.4 lakhs with only two members earning more than
Rs.1 lakh.

In the case of Kurnool, there are only 16 members who have
educational levels in excess of Class X. Their earnings vary from Rs.
30,000 to Rs. 80,000 with none of them earning more than Rs.1 lakh
— a factor that may have its roots in the largely agricultural work that
people undertake. Hence, we find that the earning ability of migrants
is far higher in the large cities and their ability to earn is linked to
their educational levels, which in turn influence their ability to
acquire skills. However, very few migrants actually have skills

77




Payment Systems

acquired through formal training. Most of the skills seem to have
been acquired on the job.

Estimating the quantum of remittances to a household is skewed by
the practice of taking an upfront payment ("advance") that is in
vogue in some parts. This practice is dominant in parts of
Mahbubnagar district. In Mahbubnagar district, the amount of
money taken as advance is as high as Rupees One Lakh. The
importance of the advance is difficult to estimate. One of its
advantages is that it saves interest for a household. Our sample
consists of 24 respondents, mostly from Mahbubnagar district who
have taken advance before migration. Since the money is taken in
advance, only bare monthly living expenses are paid to migrant
families. It means that there is little money transfer to the
households. However, this practice is not prevalent in Kurnool
district where the maximum advance given to a migrant household is
equivalent only to the travel costs that may be incurred. The practice
of taking advance from the employer reduces the need to use the
payment systems of the formal banking sector because there is no
surplus with the migrant worker that requires to be transferred.

Earnings and Remittances

Our study indicates an overwhelming potential for electronic
payments. As the profile in the sample indicates, a large number of
respondents find it imperative to send money home frequently. A
majority (52.42%) of the total percentage of the sample in
Hyderabad city send money once or more in a month while it is a
much smaller, 13.14 per cent of the total sample in the case of
Mahbubnagar and 26.3 per cent of the total respondents in Kurnool
district. In the case of Mahbubnagar, the need for remittances and
related payment systems decline due to the system of accepting
advance from the employers while in the case of Kurnool district, a
large (27.63%) of the total sample send money only when needed.
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Table 7: Frequency of Sending Money (Percentages in Brackets)

Hyderabad | Mahbubnagar | Kurnool
1 | More than Once a 3(2.91) 1(1.31) 0
week
2 | Once a week 1(0.97) 4 (5.26) 1(1.31)
3 | Once a fortnight 2 (1.94) 3(3.94) 4 (5.26)
4 | Once a month 48 (46.60) 2 (2.63) 15
(19.73)
5 | Once every few 0 0 5(6.57)
months
6 | Only when needed 22 (21.35) 19 (25) 21
(27.63)
7 | When somebody is 1(0.97) 4 (5.26) 3(3.94)
going home
8 | Always carry cash 0 2 (2.63) 0
9 | Others 0 28 (36.84) 19 (25)
Total Responses 77 (74.75) 63 (82.89) 68
(89.47)
Total Sample 103 76 76

The difference between Hyderabad and Kurnool is largely because of
the work undertaken by the respondents and the fact that migration
is largely to rural areas in Kurnool where the presence of the banking
system and other forms of electronic payments is less. Banking
presence in the rural areas of Guntur district is not conducive to the
expansion of electronic payments. Though the banking system has
expanded in some parts of rural Guntur district in the past year, a
major obstacle is the need for the same bank to have a presence in
their native village and the village where they work.

An example best illustrates this problem: in the case of the sample in
Kurnool, a large number (67%) have a bank account in SBI, SBI
sponsored Andhra Pragati Grameen Vikas Bank (APGVB) and
Syndicate Bank Sponsored Regional Rural Bank (RRB), Andhra
Pragathi Grameena Bank (APGB) — which do not have much of a
presence in the villages to which migration is predominant. Hence, in
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most of the cases, easy access to banks and their electronic
payments at both ends is an important deficiency at present.
Therefore, the next phase of payments systems growth will be
possible only if financial services players offer ‘end-to-end’ solutions
rather than continuing to depend on their present system of offering
only partial solutions. Another option for the payments processes is
to encourage Immediate Payment Service (IMPS) which can
overcome this problem but about which there is little awareness.

The size of annual remittances is high. The total annual remittances
received by the respondent households in the year amounted to
Rs.86.65 lakhs and the average remittance is Rs.33,980. This amount
increases to Rs.39,566 if the 36 (or 14%) respondents who do not
remit any money are not considered - a substantial sum considering
rural earnings.

Table 8: Remittances during the Year
Percentages in Brackets — percentage of the total sample (255)

Hyderabad Mahbubnagar Kurnool
No Remittances 0 36 (14.11) 0
Less than 10,000 6 (2.35) 2 (0.78) 2 (0.78)
10,001 - 25,000 31(12.15) 9 (3.52) 26(10.19)
25,001 - 50,000 41 (16.07) 15 (5.88) 46 (18.03)
50,001 - 75,000 17 (6.66) 6 (2.35) 1(0.39)
75,001 - 1,00,000 7 (2.74) 6 (2.35) 1(0.39)
More than 1 Lakh 1(0.3) 2 (0.78) 0
Total Responses 103 76 76

In the case of Mahbubnagar, there are two major reasons for lower
qguantum of remittances. These include the fact that a few
respondents who have settled in Hyderabad and therefore do not
send any money to their village. Second, a large number do not need
to send money because they have taken an advance from the labour
contractor.
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The above figures should be seen in the context of our finding that
not many people use the banking system. The access to banking
system and the attendant payments systems among the migrant
workers continues to be low: 72 out of the 255 respondents (or
about 28%) do not have a bank account. This number is highest
among residents of Mahbubnagar district (38 or 14.90 per cent of
the total respondents in the study), followed by Hyderabad City (24
or 9.41 per cent of the total respondents in the study) and Kurnool
(10 or 3.92 per cent of the total respondents in the study). This
indicates the lack of a cohesive plan for expansion of the banking
sector among the migrant workers.

Despite the large presence of migrants without a bank account, the
silver lining is the growing use of the banking channel to remit
money, with about 77 respondents (about 30 per cent) using it. This
indicates a substantial scope for expanding remittances and
electronic payments. A large number (95 respondents or about 37
per cent) either prefer to carry cash or remit money through friends
and family channels. The following table highlights issues in the
payment systems:

Table 9: Method of Remittance in the past year*

Hyderabad | Mahbubnagar | Kurnool | Total*
Carry Cash 66 (23.32) 21(7.42) 8 (3.04) 95
(33.56)
Friends and 16 (5.65) 21(7.42) 34 71
Family (12.01) | (25.08)
Agents 0 0 0 0
Bank/BC 41 (14.48) 10(3.53) 26 77
(9.18) (27.02)
Post Office 1(0.35) 1(0.35) 1(0..35) | 3(1.06)
Money 0 0 0 0
Transfer
Companies
Hawala Route 0 0 0 0
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Others 0 3(1.06) 20 23

(7.06) (8.12)
Never Send 0 11 (3.88) 3(1.06) 14
Money (4.94)
Total 283
Responses

*Multiple responses are possible since people tend to use different modes of
remittances based on convenience and necessity. Percentages are a percentage of
the total responses rather than the total size of the sample.

The above table indicates that a large proportion of respondents
transfer cash using their network of friends and family. This is
particularly discernible in the case of respondents working in
Hyderabad City. One of the problems with the present payment
systems is that there are few options and products offered to
migrant workers. The insights gleaned from the respondents who
receive money are interesting because of its implications for the
formal payment systems.

A larger number of people use the formal banking system and its
payments systems to receive money rather than send money. While
about 27% of the respondents use the formal banking system to
send money, 36.31% use it to withdraw money. The formal banking
channels used include bank branches, ATMs and Business
Correspondents. The use of the BC channel to receive money in the
rural areas (Mahbubnagar and Kurnool district) has immense long-
term implications for the banking system. Expanding this channel in
the last mile is a good way to convince people to use the banking
system for their payment needs rather than depend on friends,
family and social networks to send money. The large number of
people who either carry cash or use friends and family is indicative of
the high possibility of expanding the scope of electronic payments.
The table below offers insights into the preferences of the
respondents when receiving money.
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Table 10: Payment Providers used to Receive Money

Hyderabad | Mahbubnagar | Kurnool Total
Agent 0 0 0 0
Money Transfer 2 (0.81) 2 (0.81) 0 4 (1.63)
Companies
Banks through 37 (15.10) 8(3.26) 15 (6.1) 60
NEFT/RTGS (24.48)
Withdraw from 0 0 19 19
ATM (7.75) (7.75)
Business 0 9 (3.67) 1(0.40) 10
Correspondents (4.08)
Post Office 0 0 0 0
Others* 63 (25.71) 42 (17.14) 47 152

(19.18) | (62.04)

Total 102 (99) 61 (80.26) 82 245
Responses (107.89)
Total Size of 103 76 76 255
Sample

*Includes those who carry cash, send money through friends and family or those
who take advance

Multiple responses given

Percentage is a percentage of total response rather than a percentage of the total
sample.

Responses indicate that the cost of remittances is perceived to be
low. Nearly half the respondents (129 in a sample of 255) opined
that the cost of remitting money was less than 5% with 108
respondents noting that the cost of remittance was less than 1%. The
responses were elicited from respondents who have used the
banking system. The table below offers the perception of the
respondents about the cost of remitting money. A large number of
respondents 70 (out of a total sample of 255) or 27.45% do not know
the cost of remittances for a variety of reasons.

83




Payment Systems

Table 11: Perception of the Cost of Remitting Money
(Percentages in Bracket)

Hyderabad | Mahbubnagar | Kurnool
Less than 1% 67 (65.04) 19 (25) 23
(30.26)
More than 1% less 7 (6.79) 0 14
than 5% (18.42)
More than 5% less 1(0.97) 0 2 (2.63)
than 10%
More than 10% 0 0 0
Don’t know 27 (26.21) 7 (9.21) 36
(34.95)
Total Responses 102 (99) 48 (46.60) 75
(72.81)
Total Sample 103 76 76

The implications of the above responses are important for the
growth of payment systems. The prevalence of a large number of
respondents who do not understand the cost of remittances
indicates the dire need to improve financial literacy. One reason for
the prevalence of a large number of respondents who depend on
friends and family for their payment/remittance needs seems to be
their lack of understanding of the low cost payment solutions
available in the formal banking sector.

The time taken for the receipt of payments (Table 12) rarely exceeds
one day, indicative of quick delivery even when it is sent through
friends and family. In almost all the cases where the money is sent
through the formal banking sector, it takes at best a few hours. The
insights indicate that apart from familiarity and difficulty of
navigating the procedures in the formal banking sector, the
dependence on friends and family is also considered because it is
extremely quick in reaching the end recipient.
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Table 12: Awareness About Time Taken for Receipt of Money (after

despatch) (Percentages in brackets)
Hyderabad Mahbubnagar Kurnool
Few Minutes 12 (11.65) 12 (15.87) 4 (5.26)
2 to 3 hours 24 (23.30) 1(1.31) 16 (21.05)
Half a day 5 (4.85) 1(1.31) 10(13.15)
One day 3(2.91) 0 5(6.57)
2 to 3 days 4 (3.88) 0 2 (2.63)
More than 3 days 1(0.97) 0 4 (5.26)
One week 0 0 1(1.31)
Others (don’t 4 (3.88) 32 (42.10) 32 (42.10)
use/don’t know)
No Response 50 (48.54) 30 (39.47) 2 (2.63)
Total Size  of 103 76 76
Sample

There is a clear propensity to use the bank among the more
educated migrants in the large cities rather than in other areas. In
the case of Hyderabad, about 23 respondents with education levels
that exceed Class X, use the bank against 17 respondents who either
carry cash or remit money through friends and family. In the case of
Mahbubnagar, it is only one respondent. The total number of
respondents with education levels in excess of Class X is only 8 in a
total sample of 76.

In the case of Kurnool district, 9 out of the 16 more educated
respondents use the bank to remit money. A large number of people
interviewed pointed out that the inability to navigate the banking
procedures/processes required for each transaction like filling out
forms was the main obstacle. This is an important problem since a
large number of the respondents are illiterate or barely literate.
These factors are aggravated by the distance of the bank branch and
outlet from the place of work: 92 respondents (36 per cent of the
respondents of the total respondents) observed that the bank
branch was at least 1-10 kilometres from their place of work/stay in
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the place where they had migrated. The following table provides

details:

Table 13: Distance of Bank Branch from Place of Work/Stay

Distance of Bank Hyderabad Mahbubnagar Kurnool
Branch

Less than 1 Km 73 (28.62) 25(9.80) 0

1-5 Kms 26 (10.19) 9 (3.53) 18 (7.05)
5-10 Kms 2 (0.78) 6 (2.35) 31(12.15)
Others 0 0 7 (2.74)
Don't know 0 33 (12.94) 20 (7.84)
Total Responses 101 (98) 73(96) 76 (29.80)

The lack of banking outlets is more pronounced in the case of
migrants from Kurnool — a factor that may be caused by the fact that
a large number of them take up agricultural work. Most of the
villages do not have functioning banking outlets. Our interviews
indicate that the inability to navigate the processes and the lack of
banking facilities have meant that there are not many compulsive
reasons why migrants should use the banking channel. Hence, any
push to expand the reach of the banking channels and speed up the
pace of transactions will improve electronic transactions. This is
important since crowded access points tend to reduce the speed of
completion of the transaction. The respondents have ascribed a
number of reasons for not using the banking channel. Their
responses are elaborated in the table below:

Table 14: Reasons for not using the Banking Channel

Hyderabad | Mahbubnagar | Kurnool Total

Distance of the 8(2) 2 (0.5) 3(0.75) 13
Access point (3.25)
Crowded 42 (10.50) 7 (1.75) 38 (9.5) 87
Access points (21.75)
Transactions 10 (2.5) 1(0.25) 49 60 (15)
take long time (12.25)

Timings not 19 (4.75) 5(1.25) 39 63
suitable (9.75) (15.75)
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Withdrawals a 28 (7) 3(0.75) 10 (2.5) 41
problem (10.25)
Lack of Trust in 2 (0.5) 1(0.250 8(2) 11(2.75)
banking
Staff not 2 (0.5) 0 19 21
responsive (4.75) (5.25)
Transactions 5(1.25) 3(0.75) 33 41
too (8.25) (10.25)
complicated
Others 6 (1.5) 28 (7) 29 63
(7.25) | (15.75)
Total Sample 103 76 76 400
Size

Multiple responses were given. Percentages in brackets and computed to the total
responses (400).

The discontent against the banks is highest in Kurnool district, an
under-banked region. Crowded access points are a concern that
comes through in Hyderabad city and Kurnool too. During the course
of unstructured interviews, a large number of migrants pointed out
that even if they want to use the banking channel, they are not able
to do so because the timings do not suit their purposes. A large
number of migrants have to work for 10-12 hours meaning that by
the time they complete their work, the banks do not operate and the
only holiday that they have is a Sunday — when most of the banks do
not function. Hence, any financial provider offering flexible timings
during week days and working on a weekend has a high probability
of attracting remittances of the migrants.

The growth of electronic payments need to factor in two important
insights from our study. These include — (a) relatively few number of
respondents who use the banks to transfer money through the
banking channel and, (b) relatively few days that the float is available
in the bank account. As we have pointed out in Table 9, only about
27 per cent of the respondents use the banks to transfer money to
their families. An additional issue in the payment systems is the
relatively short period of time that money remains in the account of
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the remitter or the recipient. The total number of respondents who
use the banks for their payment needs comprise of 74 in a total
sample of 255 (or 29%). Nearly 89% of those retain the money in the
bank for less than a week, 41.89 per cent withdrawing the money
immediately while another 47.29% park their money in their
accounts for a week. The following table highlights the respondents
retaining the money transferred in their accounts:

Table 15: Money Retained in Bank

Hyderabad | Mahbubnagar | Kurnool
Withdraw it immediately 23 (31.08) 8(10.81) 0
Less than one week 16 (21.62) 0 19
(25.67)
Seven to Ten days 0 0 1(1.35)
More than 10 days less 0 0 1(1.35)
than 15 days
More than 15 days 0 0 4 (5.4)
Others 0 1(1.35) 1(1.35)
Total Responses 39 (37.86) 9(11.84) 26
(34.21)
Total Size of Sample 103 76 76

(Percentage of those respondents who use the bank’s payment systems for
remitting money are in brackets).

In the case of Mahbubnagar, the data is skewed due to the system of
accepting advance which reduces the need to use electronic
payment systems.

There is substantial potential to deploy technology — a feature that is
conspicuous by its absence at present. At present, only three
respondents in the total sample have or currently use mobile or
internet banking. Among these respondents, one is from Hyderabad
and the other two are from Kurnool district. The use of mobile
money transfer is negligible: only two (or 0.5%) of the respondents
have used mobiles to transfer money. This is despite 200 members
(or 78 per cent of the sample) possessing a mobile phone. Mobile
penetration is likely to be higher due to the ownership of a mobile by
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at least one or the other family members. The reason most cited for
not using mobile banking was lack of awareness and lack of
education (about 73% of the total responses). Interestingly, the lack
of awareness of mobile phone facilitated payments was highest in
Hyderabad. The problem seems to be less related to poor
connectivity since none of the respondents thought that was a major
issue.

Table 16: Reasons for not using Internet/Mobile Banking
(Percentage in Brackets — Percentage of Total Responses)

Hyderabad | Mahbubnagar | Kurnool | Total
Lack of 77 (26.27) 11 (3.75) 33 121
Awareness (11.26) | (41.29)
No internet 30(10.23) 0 2 (0.68) 32
connection (10.92)
Lack of 28 (9.55) 50 (17.06) 4 (1.36) 92
Education (31.39)
Poor 0 0 0 0
Connectivity
Others 1(0.34) 7 (2.38) 40 48

(13.65) | (16.38)

Total Sample 103 76 76 293

(Multiple Responses)
The reasons cited in Kurnool district were interesting because a large

number of respondents claimed that they do not use mobile banking
because they either never heard that such a concept exists or
because they do not have any use for it because they often carry
cash. Hence, the banking sector will have to invest in increasing
awareness about the advantages of internet/mobile banking and
how to use it if electronic payments have to grow.

End-Use of Remittances

A large part of the remittances are used to provide for the daily
needs, education, health and debt servicing requirements of the
migrant households. These are particularly pronounced in the case
of Hyderabad and Kurnool migrants. In the case of Mahbubnagar
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district, the most important end-use of the remittances is to meet
the daily and educational needs followed by debt servicing
requirements while a fewer number of remittances are used to build
houses. It is pertinent to note that migration is one of the most
important means of survival of a household in some of the districts.
An interesting aspect of the end-use of remittances is the large use
of remittances to build houses, especially among the respondents
working in Hyderabad. The following table offers a detailed overview
of the end-use of remittances.

Table 17: End-use of Remittances

End-use of Remittances | Hyderabad | Mahbubnagar | Kurnool
Daily Needs 92 44 69
Education Needs 76 32 31
Repay Loans 79 26 70
Buy/Build Houses 27 9 8
Health 81 9 70
Buy Gold 0 0 1
Buy other Assets 0 1 4
Buy Jewellery 0 0 2
Start a Business 0 0 1
Working Capital for 1 1 1
Business

Others 2 3 5

(Multiple Responses)

The above table indicates that four major activities are the
overwhelming purpose for which remittances are used. These
include repaying old loans, health, daily needs and education. Only a
miniscule percentage of the remittances are used for other than the
four purposes. The end-use is similar for the top three uses: daily
needs, repay old loans and health. Thus, remittances are a vital
survival mechanism for migrant households with education emerging
as a major investment for many households. Another notable
absence is the lack of savings in either banks or other forms of
financial assets. Our interviews indicate that most of the loans are
from the informal sector. There is immense potential for the banking
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system to improve the scope of electronic payments. There is huge
potential for savings and loans products that can be offered by the
banking system — which are presently not offered by the banking
system.

Banking Services Preferred

Our study highlights the need for banks to focus on various customer
service related aspects. Our interviews and responses indicate that
despite the goodwill, there is a lot of discontent with the services
offered to the customers. An overwhelming number of respondents
hope that the banking system will offer them better services at a
lower cost. The following table elaborates these overwhelming
responses:

Table 18: Types of Services Sought from the Banking Sector

Hyderabad | Mahbubnagar | Kurnool
Better Customer Service at 103 74 76
Branch
Better Access through 103 73 76
More Banking Outlets
More Cash Withdrawal 102 73 76
Outlets
Greater Financial 103 73 76
Awareness
Doorstep Banking for 103 74 76
Accepting Remittances
Doorstep Delivery of 103 74 76
Remittance
Faster Customer 102 73 76
Complaint Redressal
Loan Products Linked to 103 74 76
Remittances
Savings Products Linked to 103 74 76
Remittances
Lower Charges for 103 74 76
Remittances
Total Size of Sample 103 76 76
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It is clear that electronic payments will benefit if the banks are able
to rework their suite of products available to migrant workers. At
present, the formal banking sector is not well equipped to deal with
the needs of the migrants — as indicated from the above table.
Introduction of these new services will facilitate the expansion and
increased use of payments services available with the banking
sector.

SECTION IlI: Conclusions and Suggestions

Conclusions

Migration is an important source of livelihood for a large number
of the rural poor. There are wide variations in migration patterns
in the two districts. This variation spans across — right from the
preference of the place the respondents migrate to, to the
dynamics of the actual migration process. In Kurnool district, there
is a distinct preference to migrate to places where they find
agriculture and allied work. In the case of Mahbubnagar, there is a
clear preference to migrate to large cities since the earnings are
higher. Nearly 70 per cent of the respondents are below 40 years
while only about 7 per cent are above 50 years of age.

An overwhelming number of respondents (85 per cent) migrate
for more than three months in a year. Nearly 77 per cent of
respondents migrate for more than 6 months and nearly 52 per
cent of respondents migrate for most part of the year.

Earnings are correlated to education levels and use of formal
banking services. A large number of migrants have low levels of
education — often below Class X. There are very few respondents
who have completed Class XIl. A large number of respondents (61
per cent) are either illiterate or have dropped out from school
after attending it for a few years. This is one of the reasons for the
low levels of usage of formal banking services in the sample.

92



IDRBT Staff Paper Series

The potential for expanding the payment components of the
banking sector is extremely high. Our study finds that the total
annual remittances received by respondent households in the
three areas are Rs.86.65 lakhs. The remittances are in the range of
Rs. 25,001 to Rs. 50,000 per annum. In the sample, 102 out of the
255 respondents (or 40 per cent) remit money in the above range.
There are very few (only about one per cent) respondents who
remit more than Rs.1 lakh per annum. The average remittance per
person is Rs. 33,980. The average annual remittance increases to
Rs. 39,566 if 36 respondents who do not remit any money are not
considered. However, this segment is about high volume and low
per transaction size, i.e., unlikely to exceed Rs. 5000 per
transaction in a majority of cases.

The survey finds that the existing payment services offered by the
formal banking sector are not popular due to the preference
among the migrants to carry cash by themselves or through their
social network especially those involving friends and family. A
large part (59 per cent) of the total remittances was through this
mode (carrying cash) while 27 per cent of the remittances
occurred through the banking or business correspondent channel.
An interesting aspect of these remittances is that there are no
transfers through agents, post offices or money transfer
companies.

Respondents cited a number of obstacles in using banks for their
remittance needs. Among the factors that hinder the expansion of
the payments systems of the formal banking sector include
crowded banking access points, transactions taking long time due
the huge rush of customers, unsuitable timings, and transactions
considered as too complicated (largely a consequence of low
levels of education among migrants). Crowded access points were
cited as the most important obstacle to increased use of banking
services. Another reason for the relatively lower number of
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transactions through the banking system is due to the distance of
the banking outlet from the place of stay/work. Though in about
50 per cent of the cases, the banking outlet was less than one
kilometre; in other cases, the distances varied from one to 10
kilometres.

The number of households using the formal banking payment
systems for receiving money is higher than those using the formal
banking system to send money. While about 27 per cent of the
respondents use the formal banking system to send money, 36.31
per cent use it to withdraw money. The formal banking channels
used include bank branches, ATMs and business correspondents.
Nearly 4.5 per cent of the respondents use the business
correspondents of the banks.

The major end-use of remittances include meeting the daily
needs, education needs, repaying old loans, building or buying
houses and health needs of the household.

The common perception is that the cost of payments through the
formal banking sector is low: 42 per cent of the respondents
understand that the cost of remitting money is less than one per
cent. Interestingly, about 27 per cent of the respondents did not
know the cost of remitting money through the payment systems
of the banks.

A major observation with payment systems and the banking sector
is that money remitted is usually withdrawn immediately (about
40 per cent of the time). Nearly 90 per cent of the remittances are
either withdrawn from the bank accounts immediately or in less
than a week.

Mobile usage and technology access among migrants is extremely

low. This is primarily because of the lack of awareness and the lack
of education. In our sample, about 41 per cent of the respondents
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are not aware of existence of mobile payments. Interestingly, poor
connectivity is not stated as an issue by the respondents.

12. There is immense demand for a number of services from the
banking system. An overwhelming number of people hope that
the formal banking system will offer better customer services,
more banking outlets, more cash withdrawal outlets, doorstep
acceptance of remittances, doorstep delivery of remittances,
better customer redressal, loan and savings products as well as
lower charges for payments/remittances.

Suggestions

Our study finds that the banking sector has not been able to utilise
the opportunity that exists in the internal remittances sector. On the
contrary, the size of the market has largely been underestimated. An
urgently required innovation includes introduction of a suite of
flexible financial products designed for an increasingly mobile
population. The following suggestions are offered to expand the
scope and market for electronic payments:

1. The end-use of remittances as well as the type of services required
by the customers indicates that there is substantial scope for
expanding the scope and reach of electronic payments. This is
valid for both the traditional universal banks and the new payment
banks. A large part of remittances do not pass through the formal
banking channels. Attracting these to the formal banking sector
requires substantial effort. The first and foremost operational
innovation required to increase electronic payments is the need to
establish payment outlets/presence at both ends — the native
village and the place of migration. This better ‘end-to-end’ banking
connectivity will enable them to create a network that will offer
convenience. Additionally, along with flexible timings, it should
offer a compulsive incentive not to carry cash and instead use
electronic payments. This could be particularly useful for providers
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such as the Postal Bank as harnessing remittances can offer them
a good opportunity to cross-sell other financial products.

A primary condition required for further expansion of electronic
payments is the need to introduce flexible business hours in the
operation of the financial service providers so that they facilitate a
system that works late into the evenings and on Sundays/holidays.
Working on Sundays and/or especially on the Weekly Village Fair
day (even if it falls on a Sunday/public holiday) may help expand
the scope of the banking sector and enable it to harness
remittances.

Our study finds that there is large potential for the expansion of
banking services by introducing a new suite of banking services
that includes doorstep banking, accepting remittances and pay out
of remittances. Doorstep banking and offering customisation of
technology solutions are possible in the form of a micro-ATM.
These will invariably expand the scope for electronic payments
since it will increase customers among migrant workers. The use
of online hand-held devices, frequently used by utilities and the
police department to provide various citizen services, is an
example that can be emulated for providing doorstep banking
services.

There is an urgent need to increase mobile transactions and
access to banking services, which is currently very low. One of the
reasons for fewer mobile transactions among migrants is the lack
of a compulsive reason to use mobile banking. Hence, in order to
make mobile banking easy and attractive, the banking sector
needs to consider encouraging peer-to-peer payments and other
advances in technology like Near Field Communications (NFC) on
the lines of Apple Pay, Google Pay or Samsung Pay or through an
App downloaded onto their mobile. Further, there is a need for
this App to facilitate transfers easily. That will enable the banking
system to remove the need for migrants to make a physical trip to
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the bank, pre-register with the bank, remember IFSC codes, etc. —
steps which make customers with little education hesitant.
Another way to implement this is by way of introduction of new,
easy to use Mobile Applications (Apps) that use pictographic and
other symbols.

The banks may also consider investments in technology including
those related to NFC devices. Such investments will facilitate
quicker spread of electronics payments in the marketplace. These
investments may take the route of offering NFC devices with
preloaded software to facilitate electronics payments. Offering
subsidised mobiles with NFC and other preloaded applications is
one possible way banks can invest in such technologies. It will
enable migrant workers with little formal education to transact,
send or receive payments with ease.

Maintaining quality of any technology or other software
applications is important. Hence, there is a need to involve
institutions like IDRBT which have domain knowledge in testing
such Apps so that they meet high standards related to security and
other features.

There is a need to expand the scope of mobile usage so that it
facilitates increase in electronic payments. Concurrently, there is a
need to increase awareness about the potential of such mobile
and other payments that use technology. This can be achieved
through a combination of measures including conduct of
awareness camps and a special drive, at least once in every
quarter, to increase awareness on the lines of adult education
camps conducted in villages and slums during the 1990s.

There is immense potential and demand for the banking products

that offer savings and credit linked to remittances. Such products
do not exist at present. These new products will invariably
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increase the attraction to remit money through the banking
channels thereby increasing electronic transfers among migrants.

9. Payment providers can tap an immense opportunity in electronic
payments if they can use the remittance business to cross-sell
various other financial products. Our interviews indicate that most
of the financial services used by the migrants are provided by the
informal sector. There are migrants who utilise remittances
received to save in chit funds. Hence, designing a suite of relevant
products will help the banking sector by enabling it to expand
beyond facilitating electronic payments.

Payment Banks Questionnaire

Date of Interview:

Time of Interview:

Name of Interviewer:

1. Personal Identification Details
1.1.Name of the Respondent Owner
1.2. Contact Number
1.3. Habitation/Ward (in case of town)
1.4.Panchayat/ Town / City
1.5.Mandal
1.6. District
1.7.Age
1.8. Sex (1=Male, 2=Female)

1.9. Martial Status:
(1=unmarried, 2=married, 3=widowed, 4=divorced, 5
=separated, 6=others, 7 = NA)
1.10. Number of Members in the Household:
(1= Less than 4; 2= five to six; 3= More than Six)
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1.11. Educational Background and Income of Promoters

Particulars Response
1.11.1 | Educational Qualifications
1=llliterate; 2=literate; 3=No Schooling,
4=Up to 7" / Elementary; 5= Up to 10"/
Secondary; 6= Up to Intermediate;
7=College, 8=0thers.
1.11.2 | Do you possess any technical
Qualifications (1=Yes, 2 = No)
1.12. Primary Occupation of Member:
(1=Own Business Establishment, 2=Agriculture, 3=Other Self-
employed (Freelancing/Consulting), 4=Non-farm activity,
5=Employee, 6=0thers)
1.13. Employment/Earnings Related Details
Particulars of Number of Earnings Nature of
Earnings & Days (Multiply No. Earnings
Frequency of Business of Days with (Daily=1;
Earnings Operates in Amount Weekly = 2;
a Year Earned per Fortnightly =
Day) 3; Monthly =
4; Other =5)
From Primary
Source of
Employment
Income from
Other Sources
1.14. Do you have a Bank Account (Yes = 1;

No = 2)

1.15. Name of Bank and Branch
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1.16. Year of Opening of the Bank Account(s)

1.17. Have you heard about Money Transfer Companies (like
Western Union, UAE Exchange, etc.): Yes =1; No = 2

1.18. Distance of nearest town/City (in kms.)

Section II: Household and Migration Related
Information

2.1 Migration Related Information

Particulars of Information Response

2.1.1 | Do you or any other member of the
household migrate for work at any time
in the year

(Yes=1; No =2)

2.1.2 | Members in the household who migrate
for work

All = 1; Only male members of the
household = 2; Half the members of the
household =3; All able-bodied members = 4;
Others=5

2.1.3 | Number of members in the household
who migrate for work
1to2=1;2to4=2; Morethan 4 =3; Can’t
say as it varies = 4; Others = 5 (please
specify )

2.1.4 | Number of days in a year that you
migrate for work

(1 to Less than one month =1; One to three
months =2; Only during summer =3; Three

to six months a year =4; More than six
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months =5; All year =6, Others = 7)

2.1.5

Place where you migrate for work
(Neighbouring district =1; State Capitals =2;
Other cities in the state =3; Out of the State
= 4; Mumbai = 5; Bangalore = 6; Gulf = 7;
Others = 8)

2.1.6

How do they find work in the place
where they migrate

Friends & Family = 1; Extended family or
Peer connections (like caste) = 2; They are
contacted by brokers = 3; They contact
Brokers = 4; Government Agencies help = 5;

2.1.7

Registered Labour Agencies = 6;
Advertisements = 7; Others = 8 (Please
specify )

Did you accept any advance before
migration?

Yes=1;No=2

2.1.8

Do they borrow money from
brokers/contractors/others before
migration

Yes =1, No=2

2.2. What is the end-use of money that is remitted?

Daily expenses = 1; Education Needs of Family = 2; Repay Debts
= 3; Buy/Build House = 4; Medical Needs = 5; Buy Gold = 6; Buy

Other Assets = 7; Others = 8

2.3. Do you borrow money against remittances receivable?

(Yes=1; No=2)
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Section lll: Remittances Related

3.1 Remittances Related: Sending Money Home

Particulars of Information Response

3.1.1 | Do you send any money home?
Yes=1,No=2

3.1.2 | Are payments for work deducted as

loan repayments
Yes = 1; No = 2; Others = 3 (Please specify
)

3.1.3 | What do you do with earnings?
(1=Send it home immediately; 2 = Repay
debts; 3 = invest in informal savings in
peer group; 4 = lend it to peers; 5 = Carry
it back when travelling back home; 6 =
Others)

3.1.4 | Percentage of monthly earnings that is
remitted to dependents

1 = Less than 10%; 2 = More than 10% but
less than 25%; 3 = More than 25% less
than 50%; 4 = More than 50% less than
75%; 5 = Retain only bare necessity and
remit the rest; 6 = Others (please specify

)

3.1.5 | How many times do you remit money
(frequency)?

More than once a week =1; Once a week =
2; Once a fortnight = 3; Once a month = 4;
Once every few months = 5; Only when
needed = 6; When somebody is going
home = 7; Always carry money = 8; Others
=9 (Please specify )

3.1.6 | Mode of Remitting Money
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(1= Carry Cash, 2=Send through Friends &
Family; 3 = Agents; 4 = Send through
Banks/Business Correspondents; 5 = Post
Office; 6 = Money Transfer Companies; 7=
Hawala Channels; 8 = Others; 9 = Never
Remit Money).

3.1.7 | Distance of Bank Branch used to remit
money from place of work/ present
residence (in kms.)

Less than 1 km. = 1; More than one km.
and less than 5 kms. = 2; More than 5 kms.
and less than 10 kms. = 3; Others =4;
Don’t know =5

3.1.8 | Distance of Outlet used to remit
money from place of work/ present
residence (in kms.)

Less than 1 km. = 1; More than 1 km. less
than 5 kms. = 2; More than 5 kms. less
than 10 kms. = 3; Others =4; Don’t know =
5

3.2. Remittances Related — Recipient Related Information

3.2.1 | How do you receive money?

Agent = 1; Money Transfer Companies = 2;
Banks/NEFT/RTGS = 3; Withdraw from ATM =
4; Business Correspondent = 5; Post Office = 6;
Others=7.

3.2.2 | Distance of money receiving outlet from
your house

Less than 1 km.= 1; More than 1 km. less than
5 kms. = 2; More than 5 kms. less than 10 kms.
= 3; Others =4; Don’t know =5
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3.2.3 | Time taken for receipt of money (after
despatch)

Few minutes after despatch = 1; 2 to 3 Hours
= 2; Half a working day = 3; One day = 4; two
to three days = 5; More than three days = 6;
One week = 7; Others = 8 (Please Specify

)

3.2.4 | Cost of remitting money

(1=less than 1%, 2=more than 1% but less
than 5%, 3 = more than 5% but <10%, 4= more
than 10%, 5 = other)

3.2.5 | Do you use Money transfer through
Mobile (bank or other apps)

Yes =1; No = 2; Don’t even know it exists =3;
Others = 4 (please specify)

3.2.6 | End-use of Remittance

Daily needs = 1; Repay loans = 2; Health = 3;
Build house = 4; Start a business = 5; Working
capital for business = 6; Education = 7; Money
lending = 8; Buy Assets = 9; Buy Jewellery =
10; Others =11

3.2.7 | Total Money received through
remittances in the past year (Amount in
Rs.)

3.2.8 | How much time is the remittance receipt
kept in the bank account (if it is remitted
through banks)?

Withdraw it immediately = 1; Less than
one week = 2; Seven days to 10 days = 3;
More than 10 days to less than 15 days =
4; More than 15 days = 5; Others =6
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3.3. Issues while Remitting Money

3.3.1

What is the biggest problem faced when
remitting money?

1=No access to banking outlet; 2 = Outlet too
crowded; 3 = Takes too much time; 4= Timings
not suitable; 5 = withdrawal a problem for
family;

6 = Llack of trust in banking and other
channels; 7 = Prefer sending it through friends
& relatives; 8 = do not like KYC norms; 9 =
Carry it myself since | visit home regularly; 10
= others.

3.3.2

If you do not use banking system, why?
1=Banking outlet too far; 2 = Outlet too
crowded; 3 = Takes too much time; 4= Timings
not suitable; 5 = withdrawal a problem for
family;

6 = Don’t trust banks but trust other channels;
7 = Staff are not receptive to problems; 8 =
Transacting is too complicated; 9 = Others

3.3.3

Do you use Money transfer through
Mobile (bank or other apps)?
Yes =1; No =2; Don’t even know it exists =3

334

Reasons for not using internet or mobile
banking:

1= Don’t know how to use mobile; 2 = Don’t
have internet/mobile internet connection; 3 =
Low levels of education, 4 = Poor
connectivity; 5 = others
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4. Technology and Banking
4.1. If using mobile or internet banking:

Particulars Mobile Banking Activity Response

411 Do you undertake mobile/internet
banking
(Yes=1; No =2)

4.1.2 Which is preferable?

1=Mobile banking; 2 = Internet Banking, 3
= Prefer to visit the branch; 4 = Both, 5 =
others

4.1.3 Have you downloaded mobile app of a
bank

(Yes=1; No =2)

4.1.3.1 | What do you use Mobile/Internet Banking

For?
Use it to Check balance in account (Yes
=1; No =2)

4.1.3.2 | Use it to Transfer Money
(Yes=1; No =2)

4.1.3.3 | Use it for Other banking services
(Yes =1; No=2)

4.1.4 Have you used IMPS
(Yes=1; No =2)

4.1.5 Have you used Payment services using
SMS

(Yes=1; No =2)

4.1.6 Have you used payments using any USSD
based services

(Yes=1; No =2)
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5. Customer Service related: Service Required by Customers

Particulars

Response

5.1

Better Customer Services at Branch
Yes=1;No=2

5.2

Better access in the form of more
banking outlets
Yes=1,No=2

53

More Cash withdrawal Outlets
Yes=1,No=2

5.4

More Financial Awareness/Contact

programmes by bank
Yes=1;No=2

5.5

Doorstep Banking for Accepting
Remittances
Yes=1;No=2

5.6

Doorstep Delivery of Remittance related
monies
Yes=1; No=2

5.7

Quicker Customer Complaint Redressal
Yes=1,No=2

5.8

Loan Products linked to Remittances
Received
Yes=1;No=2

5.9

Savings Products Linked to Remittances
Received
Yes=1; No=2

5.10

Lower Charges for remittance products
Yes=1;,No=2
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Annexure |

Geographic Profile of the Areas in the Study

Profile of Hyderabad City

Particulars Number

Total Number of Households 849,051

Persons 3,943,323
Male 2,018,575
Female 1,924,748
Source: 2011 Census

Profile of Mahbubnagar District

Particulars Number

Total Number of Households 869,451

Persons 4,053,028
Male 2,050,386
Female 2,002,642
Source: 2011 Census

Profile of Kurnool District

Particulars Number

Total Number of Households 887,652

Persons 4,053,463
Male 2,039,227
Female 2,014,236

Source: 2011 Census




! Payment Systems in India !

Clearing Corporation of India Reserve Bank of India
Securities Real Time Gross Settlement (RTGS)
Forex NEFT (deferred settlement)
CBLO, etc. ECS - Debit & Credit

v

Settlement and Accounting
RESERVE BANK OF INDIA

System Authorization

Settlement Bank of Agency

K
Managed by NPCI A 4
ATM — Cash 4| Card Issuing Agencies
Cheque Clearing - CTS 3
IMPS <
NACH Credit Card, Debit Card and
AEPS A0 Pre-paid cards

| Notes and Abbreviations

* The Reserve Bank of India (RBI) is the sole authority to grant permission to
operate a payment and settlement systemin India

* The RBI permits banks, settlement agencies and some finance companies to
participate in payment systems operated, managed and settlement accounted
by it

*  Organizations such as CCIL (Clearing Corporation of India Limited), NPCI
(National Payments Corporations of India) are authorised by the RBI to operate
payment systems designed by the RBI or systems designed by them and
approved by the RBI. Settlements generated by these two central counter
parties are accounted for in the books of the RBI.

RTGS: - Real Time Gross Settlement; NEFT:- National Electronic Payment System; ATM:- Automated Teller
Machine (cash); ECS:- Electronic Clearing Services; IMPS:- Immediate Payment System; NACH:-National
Automated Clearing House; AEPS:- Aadhaar Enabled Payment System; POS:- Point of Sale Terminal
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