


THE current issue of the newsle� er is reaching you

on the first day of the year 2019. Let me wish all

of you a .Very Happy New Year

2019 is a special year for IDRBT for it marks the

beginning of the Silver Jubilee Celebra�ons of the

Ins�tute, which was established by the Reserve Bank

of India in the year 1995. It is unique in the sense that

there is no other central bank across the globe, which

has set up an ns�tute exclusively for research andI

development in banking technology. Living up to the

expecta�ons of the visionaries who conceived the

idea, the Ins�tute has been working in the niche area

towards very high standards by posi�oning itself at

the intersec�on of academia and industry.

Some of the major events during the year 2018

reflect the recent achievements of the Ins�tute. The

Ins�tute’s journal, formally launched in July 2017,

has seen three issues so far and the fourth issue is set

to be published in associa�on with the reputed

p u b l i s h e r, S p r i n g e r. A M e m o r a n d u m o f

Understanding was signed with IIT Hyderabad for

joint Ph. D. programme and a student has enrolled

with IDRBT. As part of the Memorandum of

Understanding with Central University of Hyderabad,

a block in the name of IDRBT is under construc�on,

founda�on stone for which was laid during 2018. An

Interna�onal Conference, a Doctoral Colloquium and

an Innova�on Contest were organised during the

year, as has been the prac�ce during the past few

years. Ac�vi�es of all the bank forums have been

enhanced.

It is in this background that we are stepping into the

new year, during which we are planning to launch the

IDRBT Silver Jubilee celebra�ons in the first week of

March 2019. During this launch, we will also be

inaugura�ng the addi�onal floor under construc�on,

which will be called as the Silver Jubilee Block.

As part of the year-long celebra�ons, we to haveplan

academic, social and cultural ac�vi�es lined up �ll

March 2020, when we will have the grand finale of

the celebra�ons.

While celebra�ng twenty-five years of an Ins�tute, it

is essen�al to acknowledge the contribu�on of

several people who worked for its success in various

capaci�es at various points �me. But for them, thein

Ins�tute would not have achieved whatever it did

during the past several years. Thanks to each and

everyone who has been associated with IDRBT in

some way or the other.

The coming year is a year to cherish, celebrate,

contemplate and commit ourselves to con�nue to

contribute.

Good Times are Ahead of Us.

(Dr. A. S. Ramasastri)

From the Director's Desktop...

STEPPING INTO SILVER JUBILEE YEAR

Place: Hyderabad

Date: January 01, 2019
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Certification Programmes in

IT & Cyber Security

WITH a view to enhance the management's

awareness in banks – of the IT and Cyber Security

issues – in a systema�c and structured manner, the Reserve

Bank of India recently emphasised that the Members of

the Board, Senior Management Team and CXOs (viz.,

Chief Technology Officers, Chief Informa�on Officers,

Chief Informa�on Security Officers and Chief Risk

Officers) need to undergo a mandatory awareness/

cer�fica�on programme in the areas of IT and Cyber

Security.

The RBI has designed cer�fica�on programmes customised

for each category of the aforesaid par�cipants, to be

conducted by the IDRBT. The expecta�on is that such a

programme will enable them to contribute more

effec�vely in the ma� ers rela�ng to planning and

execu�on of the cyber security strategy of their bank, by

impar�ng a be� er apprecia�on of the ever-evolving

cyber risk-threat universe.

Accordingly, the Ins�tute began offering a series of

Cer�fica�on Programmes in IT and Cyber Security for

the three specific target groups, segregated based on

their roles in the banks, as under:

� Two-day Cer�fica�on Programmes in IT & Cyber

Security for Board Members

� Two-day Cer�fica�on Programmes in IT & Cyber

Security for Senior Management

� Five-day Cer�fica�on Programmes in IT & Cyber

Security for CXOs (Chief Technology Officers,

Chief Informa�on Officers, Chief Informa�on

Security Officers and Chief Risk Officers).

The Ins�tute has already conducted three cer�fica�on

programmes for Board Members, seven cer�fica�on

programmes for Senior Management and four

cer�fica�on programmes for CXOs during the October

to December 2018 quarter.

Further, the Ins�tute has announced two programmes

for Board Members, six programmes for Senior

Management and three programmes for CXOs during

the next quarter, i.e., January-March 2019. The details of

these programmes are available on the Ins�tute's

website .www.idrbt.ac.in

MoU with IIT Hyderabad

IN a major ini�a�ve that aims at significantly enhancing

the quality of research output, the Ins�tute signed a

Memorandum of Understanding (MoU) with the Indian

Ins�tute of Technology, Hyderabad (IITH) on May 22,

2018.

To begin with, the MoU envisages the Ins�tute's Faculty

jointly guiding up to four Ph.D. scholars of IITH year.every

The first student under the arrangement joined the

Ins�tute in July 2018.
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The MoU also provides the framework for guiding

M. Tech. students jointly and collabora�ng for externally-

funded research projects. The MoU is expected to improve

the research and academic standing of the Ins�tute

significantly.

The Ins�tute also has arrangements for joint Ph.D.

programmes with Central University of Hyderabad,

Na�onal Ins�tuteof Technology,Warangalas wellas Trichy.

Prof. U. B. Desai, Director, IIT Hyderabad with Director, IDRBT
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Design of Non-IT Infrastructure of

RBI's Data Centres

THE Reserve Bank of India has assigned the project of

designing the non-IT Infrastructure of its Data Centres

to the Ins�tute. The scope of the project involves

providing consultancy services for refresh and

upgrada�on of non-IT infrastructure.

As part of the project, the present non-IT infrastructure

set up will be reviewed and sugges�ons made on the

solu�ons to meet the requirement of Data Centres of the

RBI. The Ins�tute will prepare the RFP for the upgrade of

the non-IT infrastructure project which would cover

technical specifica�ons for the en�re range of

technologies needed, scope of work to be delivered,

service level requirements, etc.

Project on Blockchain Technology,

MeitY, Government of India

THE Ministry of Electronics and Informa�on Technology

(MeitY), Government of India, has awarded the

Ins�tute a research project �tled “Distributed Centre of

Excellence for Blockchain Technology” (in collabora�on

with C-DAC, Hyderabad and VJTI, Mumbai). The objec�ves

of the project are to:

� Evolve an ecosystem around R&D organisa�ons,

Government departments and Academia to foster

Blockchain Technology

� Design, develop and perform pilot deployment/

prototyping of blockchain based applica�ons in the

domains of Governance, Banking & Finance and

CyberSecurity

� Conduct research to address the issues and

challenges related to blockchain usage in iden�fied

applica�on domains

� Develop a blockchain framework using open source

implementa�ons to suit the iden�fied applica�on

domain requirements

� Enhancecapacitybuilding in blockchain technology.

IDRBT'srole intheproject is to implement innova�veBanking

and Finance applica�ons using Blockchain Technology.

Dr. N. V. Narendra Kumar, Faculty, is the inves�gator from

IDRBT.Thedura�onoftheprojectistwoyears.

SPONSORED PROJECTS

WITH the aim to promote new thinking, conceptual

frameworks and research prac�ce-oriented

innova�ve ideas on topics of current interest and broad

relevance to applica�on of technology in Banking and

Financial Services, the Ins�tute launched the IDRBT Journal

of BankingTechnology in July2017.

The bi-annual edi�ons of the Journal were published for

July-December 2017, January-June 2018 and July-

December 2018. The journal covers all aspects of

technology, which directly or indirectly contributes to the

technological growth of the banking and financial sector,

both from researchers' as well as prac��oners'

perspec�ves. It publishes original research ar�cles on all

aspects of compu�ng and communica�on technologies,

which are/can be used in banking and finance. It also

publishes case studies, prac��oners' perspec�ves,

experimentaland survey ar�cles.

Springer, an experienced

publisher of professional

journals, will publish the

Journal on behalf of the

Ins�tute, effec�ve January

2019, as the “Journal of

Banking and Financial

Technology”. This will help

in a big way in connec�ng

and benefi� ng from the

best research across the

world.

Springer to publish Institute’s Journal



Seventh International Programme on Information Assurance and Management

THE Ins�tute in collabora�on with the University at

Buffalo (UB) , New York, USA conducts an

Interna�onal Programme on Informa�on Assurance and

Management every year. The seventh in a row, this �me,

the programme was held from September 05-15, 2018.

The first part of the programme was held at IDRBT from

September 05-07, 2018, while the remaining part of the

programme was held at the UB from September 09-15,

2018.

The programme started with the welcome address by

Dr. A. S. Ramasastri, Director, IDRBT. This was followed

by a session on Digital Defence for Banks by Dr. B. M.

Mehtre, Professor, IDRBT and sessions on Fraud

Analy�cs, Mobile Payment Security, Cyber Security

O p e r a �o n s , B l o c kc h a i n Te c h n o l o g y, S e c u r e

Communica�ons, Image Forgery Detec�on and Video

Forgery Detec�on by IDRBT Faculty.

Prof. Venu Govindaraju, Vice President for Research and

Economic Development, UB, gave the welcome remarks

at UB. Prof. Shambhu Upadhyaya and Prof. Srirangaraj

Setlur, Principal Research Scien�st, and Co-Director,

Center for Unified Biometrics and Sensors, also spoke on

the occasion.

This was followed by sessions on Enterprise Risk

Management by Sriram Vilayanoor, President, Igni�on

Life Solu�ons, Inc.; Key Elements of a Cybersecurity

Program by Jay Wiley, Director, Cybersecurity

Opera�ons, M&T Bank; Cyber Security Trends and

Threats by John Walp, Vice President CyberService,

Digits LLC.; Strategic Forensics in an Enterprise

Environment by Dr. Catherine Ullman, Senior Security

Analyst, UB; AI and Future of Cybersecurity by Roman V.

Yampolskiy, Dis�nguished Professor and Director, Cyber

Security Laboratory, University of Louisville; Biometric

Presenta�on A� acks and Mi�ga�on by Phil Schneider,

President and CTO, La Salle Concepts; Emerging Cyber

Threats and Insider Threats by Ms. Holly Hubert,

GlobalSecurityIQ; Biometrics and Cyber Security

Research by Prof. Srirangraj Setlur, UB; and Figh�ng

against Financial Crime by Prakash Samaga, Senior Vice

President; and Compliance Solu�ons, First Niagara

Financial Group.

These were followed by talk on “Strategies to Stay Safe

and Sound mproving Technology Controls in the FinancialI

Sector” by Subbu Annaswamy, Execu�ve Director,

Morgan Stanley. Par�cipants also visited Yahoo Data

Center, one of the largest data centres in the world as well

as labs and centres at the UB.

Prof. Jay Wiley, Director, Cyber Security Opera�ons speaking on

“Key Elements of a Cyber Security”

KEY MEETS
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Workshop on Blockchain Technology

IDRBT organised a one-day workshop on May 23, 2018

with officials from regulatory authori�es, trusted

intermediaries and banks to evolve a blueprint for a

blockchain pla�orm suitable for Indian Banking and

Financial Sector. Smt. Anjana Dube, Deputy Director

General, Department of Financial Services, Ministry of

Finance, Govt. of India, and over 25 par�cipants joined

the delibera�ons.

The following aspects were discussed in the course of the

workshop: (i) structure and workings of prominent

exis�ng pla�orms; (ii) characteris�cs of a blockchain

pla�orm suitable for the Indian banking and financial

ecosystem; and (iii) comparison of exis�ng pla�orms.

A follow-up mee�ng on the progress with regard to the

blockchain blueprint was held on November 01, 2018.



CISO Forum Meet

THE Ins�tute's CISO Forum con�nues to serve as an

effec�ve pla�orm for the CISOs of banks to discuss

and resolve informa�on security related issues. The CISO

Forum meet, held once in every quarter, was held on

August 27-28, 2018 at IDRBT and on November 29, 2018

at HDFC Bank, Mumbai:

August 27-28, 2018

� Dr. A. S. Ramasastri, Director, IDRBT, in his inaugural

address urged the banks to share their mobile

banking applica�ons for tes�ng and work together to

bring out a document that lists out top vulnerabili�es

andtheirpoten�alimpactonmobilebanking apps

� Shri Ravi Kiran, NPCI, discussed instances of bank

frauds and the role of transac�on logs in iden�fying

them

� Prof. B.M. Mehtre, IDRBT, presented an anonymised

summary of performance of par�cipa�ng banks in

the XIV Cyber Security Drill and explained the

proceduralchanges

� Dr. N. V. Narendra Kumar, IDRBT dwelt on data-centric

security and explained the steps of a Zero Trust

Approach

� Shri Venkatesh Murthy, DSCI, led a discussion on Data

Protec�onBill/IndianDataProtec�onRegime

� In the discussion by CISOs on the General Data

Protec�on Regula�on (GDPR) and Data Protec�on

related issues, Ms. Shalini Varma, Ci�Bank, focussed

on the requirement of a 'restricted PII' class of data as

per GDPR and the requirement of encryp�on for the

'restricted PII' class

� Shri Patrick, BNP Paribas, highlighted various aspects

of GDPR including processing of data as per the SLA,

confiden�ality of PII and required controls, third-

partyaudit,etc.

� Dr. N. P. Dhavale, Faculty, IDRBT discussed about

Mobile VAPT (Vulnerability Assessment and

Penetra�on Tes�ng), OWASP (Open Web Applica�on

Security Project) Mobile Top 10 Risks and

categorisa�on of mobile security threats at different

level/groups.

BANKTECH FORUMS

November 29, 2018

� In his opening remarks, Dr. A. S. Ramasastri,

Director, IDRBT suggested the CISOs to prepareto

opera�ng guidelines for the forum and also decide

on ac�on points to be implemented every quarter

� Prof. B. M. Mehtre, IDRBT presented the summary

of the XV Cyber Security Drill which was conducted

in November 2018. Forty banks par�cipated in this

cyber security drill

� Shri Lalit Mohan, Senior Domain Expert, IDRBT,

presented an analysis of events which had been

reported in IB-CART

� Shri Krishna Sastry Pendyala, Execu�ve Director,

PwC, explained the recent trends in cyber-a� acks

on banks, trends in the a� ack pa� ern, signature

style of each of the ac�ve cyber-criminal groups,

and modus operandi of the few recent cyber-

a� acks on banks

� Shri Sameer Ratolikar, CISO, HDFC Bank spoke on

security monitoring to enhance a� ack detec�on

mechanism and stressed upon building a data lake

as well as its importance in ac�ve threat hun�ng

� The CISOs also deliberated on the need of ATM

security baseline, issues of applica�on log

monitoring, and mobile applica�on security

� CISOs from 50 banks par�cipated.
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CISO Forum mee�ng in progress



FinTech Forum

THE second mee�ng of the FinTech Forum, held on

November 16, 2018, deliberated on various aspects

of the collabora�on between Banks and FinTechs.

Dr. A. S. Ramasastri, Director, IDRBT, suggested the

forma�on of an advisory group to gradually elevate the

forum.

During the mee�ng, t membershe deliberated on various

topics related to Payment Systems, Cyber Security and

Blockchain Technology including Robo�c Automa�on of

Human Visual Scru�ny of Cheques; Corporate e-

RESEARCH

Fast Forward | January 2019 06

Governance using Mobility Solu�ons; Electronic

Customer Boarding Solu�ons; EndPoint Security; SSL

Visibility; ATM Security; Role of Blockchain in India’s

FinTech Revolu�on; Blockchain in Financial Services and

GDPR Compliance and Blockchain.

Par�cipants from FinTech companies shared their ideas

on key issues related to security, governance and

compliance through different case studies. Forty-three

par�cipants from four banks and 23 FinTechs a� ended

the mee�ng.

Eighth IDRBT Doctoral Colloquium

THE Eighth IDRBT Doctoral Colloquium was held on December 07, 2018. Ph.D. scholars from reputed ins�tu�ons like

IISc., ISI, IITs and IIITs, presented their research in the Colloquium. The Doctoral Colloquium is a significant effort

towards bringing together the best and latest in technology research related to Banking. The specifics of the scholars and

their topics of presenta�on are as under:

S. No. The Topic The Scholar The Ins�tu�on

1. Secure Face Recogni�on: Physical and Digital

Presenta�on A� ack Detec�on

Akshay Agarwal Indraprastha Ins�tute of

Informa�on Technology Delhi

2. Constant Approxima�on Algorithms for

Guarding Simple Polygons using Vertex Guards

Pritam Bha� acharya Indian Ins�tute of Technology

Kharagpur

3. Dynamic Resource Alloca�on in Cloud

Compu�ng using Reinforcement Learning

Indu John Indian Ins�tute of Science,

Bangalore

4. Approximate Blockchains: Comba�ng Insurance

Frauds using Resource-Constrained Devices

Prasanna Karthik Vairam Indian Ins�tute of Technology

Madras

5. Graph Formula�on of Video Ac�vi�es for

Abnormal Ac�vity Recogni�on

Dinesh Singh Indian Ins�tute of Technology

Hyderabad

6. Coherent Local Intensity Rough Segmenta�on of

3-D Healthy and Pathological Brain MR Images

Shaswa� Roy Indian Sta�s�cal Ins�tute,

Kolkata

7. Privacy Preserving Image Scaling using 2D

Bicubic Interpola�on over the Cloud

Vishesh Kumar Tanwar Indian Ins�tute of Technology

Roorkee

8. Integra�on of Microarray Data and PPI Network

for Insilico Iden�fica�on of Disease Gene

Ekta Shah Indian Sta�s�cal Ins�tute,

Kolkata

9. Speckle De-noising in Clinical Ultrasound Images

using Fuzzy Spel Conformity in Neighborhood

Rahul Roy Indian Sta�s�cal Ins�tute,

Kolkata

10. Mul�-Client Search over Encrypted Data in

Cloud

Sayantan Mukherjee Indian Ins�tute of Science,

Bangalore
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Awards

An eminent Jury consis�ng of Prof. Yegnanarayana, Indian

Ins�tute of Informa�on Technology, Hyderabad; and Prof.

Subrahmanyam Kalyanasundaram, Indian Ins�tute of

Technology, Hyderabad, evaluated the presenta�ons on the

parameters of Originality, Depth of Work (Modelling, Design,

Experimenta�on, Results), Technical Content (Models,

Op�miza�on, Technologies, Analysis), Presenta�on (PPTs,

Graphs, Explana�ons, Language, Clarity), Relevance

(Applicability, Modernism) and Correctness of Work

(Correct,Complete,Gaps). And thewinners were:

First Prize: , Indian Ins�tute of TechnologyMr. Dinesh Singh

Hyderabad, forhiscontribu�onen�tled Graph Formula�on

of Video Ac�vi�es for Abnormal Ac�vity Recogni�on.

The 1 prize consisted of INR 1 lakh and a cita�on.
st

Second Prize: , Indian Sta�s�cal Ins�tute,Ms. Ekta Shah

Kolkata, for her contribu�on en�tled Integra�on of

Microarray Data and PPI Network for Insil ico

Iden�fica�on of Disease Gene. The 2 prize consisted of
nd

INR 50,000/- and a cita�on.

Third Prize: , Indian Ins�tute ofMr. Pritam Bha� acharya

Technology Kharagpur, for his contribu�on en�tled,

Constant Approxima�on Algorithms for Guarding

Simple Polygons using Vertex Guards. The 3 prize
rd

consisted of INR 35, 000/- and a cita�on.

Winners of IDC8 (L to R): Mr. Dinesh Singh, Ms. Ekta Shah and Mr. Pritam Bha� acharya

TheColloquiumwascoordinatedbyDr.N.V.NarendraKumar

andDr.MridulaVerma,Faculty, IDRBT.

Ph.D. Programme

SINCE June 2018, four Ph. D. scholars have submi� ed

their thesis and seven new scholars, including the first

from the IIT Hyderabad, have joined the Ins�tute. The

details of the Research Scholars who have submi� ed their

thesis during this period is as under:

Name of

the Scholar

Guide Title of the Work

Manu V. T. Dr. B. M. Mehtre Image Forensics

Sitara K Dr. B. M. Mehtre Digital Video Forensics

Sriramulu

Bojjagani
Dr. V. N. Sastry

Design, Tes�ng and

Formal Verifica�on of

Secure Mobile

Payment Protocols

Anup Kumar

Maurya
Dr. V. N. Sastry

Security and Rou�ng

Aspects in Wireless

Sensor Networks

Presently, 27 scholars are carrying out Ph. D. work in areas

relevant to the Ins�tute. While eight scholars are from the

University of Hyderabad, nine students each are from NIT

Warangal, and NIT Trichy; and one student is from IIT

Hyderabad.
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Foundation Stone for IDRBT Block

THE Ins�tute has an MoU with the University of

Hyderabad (UoH) for offering a collabora�ve Ph.D.

Programme in Computer Science and M.Tech. Programme

in Informa�on Technology (with specialisa�on in Banking

Technology and Informa�on Secur i ty ) . These

programmes are being offered from 1999 and 2001

respec�vely.

In a step that strengthens this rela�onship further,

Dr. A. S. Ramasastri, Director, IDRBT along with

Prof. P. Appa Rao, Vice Chancellor, University of

Hyderabad, laid the founda�on stone for a joint building

in the University of Hyderabad campus. The building is

expected to be completed in about two years and would

be u�lised for common purposes.

Dr. A. S. Ramasastri and Prof. P. Appa Rao laying the Founda�on stone

Convoca�on of PGDBT Batch II students

100% Placements for

Second Batch of PGDBT

THE Ins�tute's Post Graduate Diploma in Banking

Technology (PGDBT) is specifically designed to meet

the demands of the Indian Banking and Financial Sector

for high-quality technology talent. Accordingly, the

Ins�tute has been facilita�ng placements for the PGDBT

students by invi�ng prospec�ve employers from various

banking ins�tu�ons to the Ins�tute since the

commencement of the PGDBT in July 2016.

For the second consecu�ve year, the Ins�tute has

achieved 100% placements for all the PGDBTians. All the

students of the second batch were placed even before the

comple�on of their third term, in reputed banks/

organisa�ons such as:

� HDFC Bank Ltd.

� Kotak Mahindra Bank

� Lakshmi Vilas Bank

� Na�onal Payments Corpora�on of India (NPCI)

� Indian Financial Technology and Allied Services

(IFTAS)

� Telangana Industrial Health Clinic Ltd. (TIHCL).

The inaugural batch of the students were placed in

Bandhan Bank, NPCI and IDBI Intech Ltd. The third batch

of the Ins�tute's Post Graduate Diploma in Banking

Technology (PGDBT) commenced from July 02, 2018.

ACADEMICS



THE IDRBT Project Trainee Scheme offers new avenues for bright youngsters pursuing their Gradua�on and Post

Gradua�on from premier Ins�tu�ons to carry out projects on various aspects of Banking Technology. This scheme

provides an ideal opportunity to put ideas into ac�on and in the last nine years, nearly 300 students have carried out

projects. This year, 3 students carried out some interes�ng projects, the details of which are presented below:6

5G Mobile Technology for Smart Banking

Aniket Awasthi

B. Tech. (ECE) – III Year

IIIT Bhubaneswar

Guide: Dr. V. N. Sastry

Project Descrip�on

This study focuses on the evolving 5 genera�on (5G)
th

Mobile Technology and its poten�al use to offer best

banking services to customers. It involves exploring both

short and long-range wireless communica�on channels

for secure mobile financial services using 5G and

proposing mul�ple scenarios of implementa�on by

banks.

Objec�ves

� To research on 5G mobile communica�on along with

specifica�on requirements, technologies used in 5G

� To find out generic and banking sector use cases

� To discuss about antenna specifica�ons alongside

BTS (Base Transmission System) requirements of 5G

in India and the challenges of implemen�ng it in the

country.

Deliverables

� A report on the evolu�on of mobile technologies

� BTS requirements in India – state-wise and smart

city-wise

� Proposed use of 5G in Banking.

A Study on APIs for Secure Payment Services

Saveri Sumadyu�Ayyagari

B. Tech. (CSE) – II Year

Sastra University

Guide: Dr. V. N. Sastry

Project Descrip�on

APIs enable interoperability and security and enhance

communica�on between various systems. APIs make it

easier for developers to design an applica�on as they do

not have to worry about connec�ng to the service

provider's server or database as the corresponding API

does this job. They work in the background, without

le� ng us know their presence. Each and every applica�on

or service we use – on a regular basis – involve APIs that

are hidden in the architecture. This makes it very

important to study the basic concepts of APIs and know

what is going on behind every applica�on that we use

consistently.

Objec�ves

� To study the basic concepts of APIs and understand

them

� To design an API that enables secure payments and

implement it using a simple code that can be used as

a module for various other applica�ons.

Deliverables

� A detailed study about APIs

� Understanding the classifica�on and various forms

of APIs

� Study of APIs used in UPI

� Design and implementa�on of an API for a secure

payment transac�on.

PROJECT TRAINEES 2018
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4G Mobile Communication Technologies and

Enhancements

V. S. Harinee

B. Tech. (ECE) – IV Year

SRM Ins�tute of Science andTechnology,

Chennai

Guides: Dr. V. N. Sastry &

Shri P. Parthasarathi

Project Descrip�on

The prerequisite of service compa�ble transmission

technology and rapid increase in the number of telecom

customers has made Mobile Wireless Communica�on

systems popular. This study highlights an inclusive and

comprehensive analysis of recent developmental

endeavours from 4G towards 5G technology which has the

capability to �e together unrestricted call volumes and

infinitedatabroadcastwithinlatestmobileopera�ngsystem.

Objec�ve

To analyse how the mobile communica�on technology

has transformed over the years, since 1980, from the

mobile cellular era, to the latest advancements in the

communica�on networks.

Deliverables

A project report on the 4G Mobile Communica�on

Technologies and its enhancements, throwing light on the

topics of 5G New Radio, Light Fidelity and Gigabit

Wireless.

Banking Chatbot Development for Android

Smartphones

Aakash Naik

Integrated M. Tech. (CSE) – II Year

IIT Kharagpur

Guide: Dr. V. Ravi

Project Descrip�on

Many companies' chatbots run on messaging apps like

Facebook Messenger, WeChat, WhatsApp, Slack, Line,

Telegram, or simply via SMS. They are used for B2C

customer service, sales and marke�ng. In 2016, Facebook

Messenger allowed developers to place chatbots on their

pla�orm. There were 30,000 bots created for Messenger

in the first six months, which rose to 100,000 by

September 2017.

In this study, we have developed an Android based

applica�on that func�ons like a chatbot. It acts as a virtual

assistant providing informa�on about all the products of

banks as well as handles general queries related to

banking.

Objec�veS

To develop a chatbot which caters to the following needs:

� Available round-the-clock

� Provide instant response to any query

� Provide user-specific response at any point.

Deliverables

We have deve loped a chatbot sa�sfy ing the

requirements:

� Basic u�li�es like EMI calculator, nearby ATM

� Takes input and gives output in both text and speech

format

� Answer to user queries related to the bank

� Shows beneficiaries list, mini-statement

� Timely feedback and customer support facility.

Privacy Preserving Attribute based Signature

Scheme for Cloud Storage

Kalavala Revanth Harsha

Dual Degree (CSE) – IV Year

IIT (ISM) Dhanbad

Guide: Dr. V. Ravi

Project Descrip�on

Efficient analysis of customer complaints can help

organisa�ons strengthen the communica�on channelsir

with their customers and resolve issues quickly. A purely

manual approach would be infeasible in most of the cases.

As part of this study, a Visual Tool was developed using

SOM and to reduce the computa�on �me, CUDA was used

in the SOM algorithm.
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Development of R User Interface for Banking

Analytics

Biswajit Satapathy

B. Tech. (IT) – III Year

IIIT Bhubaneswar

Guide: Dr. V. Ravi

Project Descrip�on

In this study, we developed a web-based applica�on for

bankers, which will provide them data and text mining

concepts with be� er visualiza�on and be� er results,

which will be very useful for them. Our applica�on has

concepts like preprocessing, data par��oning, clustering,

classifica�on, regression, �me series analysis, transac�onal

analysis, text mining, etc. It can be easily interpretable to

anybody without coding.

Objec�ves

To develop a GUI based applica�on which fulfills the

following needs:

� Easy Visualiza�on, Web Crawling

� Process Visualiza�on which provides your history

� No Coding

� Easy-to-do text mining.

Deliverables

We have developed a web-based applica�on sa�sfying

the requirements such as:

� Taking input as .txt, .csv directly or from databases like

Oracle, MySQL, MongoDB, and URL too

� CantakeanycomplainURL performsen�mentanalysis&

� Give be� er visualiza�on and results for user

understanding.

Objec�ve

To develop a novel descrip�ve analy�cs framework called

CUDA-SOM for sen�ment analysis of customer complaints,

which can assist the companies in accelera�ng their

grievance redressal systems.

Deliverable

CUDA-SOM was implemented and parallelised using

CUDA. Achieved considerable speeding and reduced

computa�on �me.

Fuzzy Cognitive Maps for Bank Productivity

Meesala Smruthi

B. E. (EEE) – III Year

BITS-Pilani, Hyderabad

Guide: Dr. V. Ravi

Project Descrip�on

Inthisstudy,weproposeanFCM(FuzzyCogni�ve Maps) model

to measure the produc�vity levels of Indian banks. The model

has been developed using R and the algorithm developed has

been verified in a separate medical diagnosis domain.

Preliminary tes�ng has been done to verify the model to

determine bank produc�vity using basic ra�os like Return on

Assets,ProfitMarginandExpensesRa�o.Tovalidatethemodel

completely,furthertes�ngneedstobedone.

Objec�ves

To develop an FCM model that a� empts to predict the

produc�vity of Indian banks, given financial ra�os that

influence efficiency of banks.

Deliverables

� An FCMmodel forpredic�ngproduc�vityof banks

� Aproject reporton theproposed FCMmodel.

Security Assessment and Penetration Testing

of vSphere/ESXi Hypervisor

Anita Kataria

M. Tech. (Cyber Security) – Final Year

Sardar Patel University of Police, Security

and Criminal Jus�ce, Jodhpur

Guide: Dr. B. M. Mehtre

Project Descrip�on

In this study, we have carried out vulnerability assessment

and penetra�on tes�ng (VAPT) of vSphere/ESXi Hypervisor.

For vulnerability assessment (VA), we analysed various

vulnerabili�es scoring reports like Common Vulnerability

Scoring System (CVSS), Common Vulnerabili�es and

Exposure (CVE), Common Weakness Enumera�on (CWE).

According to these reports, a� acks on Hypervisors are

increasing rapidly. For Penetra�on Tes�ng (PT) on

vSphere/ESXi, we have successfully launched two a� acks: IP
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Anti-Forensics Tools and Techniques: A Review

Vishrant Ojha

M.Tech. (CyberSecurity) –FinalYear

Sardar Patel University of Police, Security

and Criminal Jus�ce, Jodhpur

Guide: Dr. B. M. Mehtre

Project Descrip�on

We reviewed around 58 an�-forensic tools and five

classes of techniques between 2010-2017 and focused on

the ar�fact wiping and four tools in this category. The four

tools are BCWipe, R-Wipe & Clean, File Shredder and

Eraser. For tes�ng the efficacy of the ar�fact wiping tools,

we have created our own dataset using five types of data

or file types (.docx, .pdf, .xls, .pptx and .jpg). Upon tes�ng

of these wiping tools, we found that ar�fact wiping of data

is almost complete. We also tested recovery of these files

using the forensic tools and found that the data is not

recoverable.

Objec�ves

� To study an�-forensic tools and techniques

� To study ar�fact wiping tools and techniques.

Deliverable

M. Tech. Thesis describing the work carried out.

Ransomware Detection Tools: A Review

Satya Prakash Mehra

M. Tech. (Cyber Security) – Final Year

Sardar Patel University of Police, Security

and Criminal Jus�ce, Jodhpur

Guide: Dr. B. M. Mehtre

Project Descrip�on

In our study, we found that the rules of Snort IDS for

ransomware detec�on has shown low performance for

ransomware detec�on. To improve the performance for

detec�on of ransomware, we have reviewed the Snort

Rules and designed new rules. We have used Wireshark

and Security Onion tools for capturing and analysis of

packets from ransomware-affected systems. Based on

analysis of captured packets, we have designed 16 new

rules and incorporated in the Snort Rules set. We have

used a dataset consis�ng of six ransomwares. The tes�ng

of Snort with the revised rules on the dataset has shown

increased performance of detec�on.

Objec�ves

� To use open source tool in order to enhance the

detec�on of ra�o/performance of Snort rules

� To detect ransomware or latest malware using Snort

rules that are present online on Snort's website i.e.,

snortrules-snapspot-29111.tar.

Deliverable

M. Tech. Thesis describing the work carried out.

Buffer Overflow Attacks: Detection and

Prevention Techniques

Anamika Ghosh

B. Tech. (EEE) – III Year

NIT Durgapur

Guide: Dr. B. M. Mehtre

Project Descrip�on

The study deals with some a� ack techniques used for

exploi�ng Buffer Overflow vulnerabili�es and some of the

most common detec�on and preven�on techniques.

Objec�ves

� To study the techniques that could be possibly used

by a� ackers to exploit buffer overflow vulnerabili�es

� To familiarise with the exis�ng detec�on and

preven�on techniques and their shortcomings.

Deliverable

A project report summari ing the work carried out.s

redirect and Gain Informa�on through MITM a� ack. It is

evident that with these a� acks, one can compromise the

Hypervisorveryeasily.

Objec�ves

� To study security aspects of Hypervisors

� To carry out vulnerability analysis and penetra�on

tes�ng of vSphere/ESXi Hypervisor.

Deliverable

M. Tech. Thesis describing the work carried out.
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Cyber Security Challenges & Solutions: A Review

Dr. Himanshu Agarwal

Summer Research Fellow

Indian Academy of Sciences, Bangalore

Guide: Dr. B. M. Mehtre

Project Descrip�on

In our study, ElGamal using 112-bit ellip�c curve

cryptography (which sa�sfies addi�ve homomorphic

property) was implemented in order to provide be� er

security against privacy threat. The iris codes are

generated from the iris images and are converted to a row

vector a�er the pre-alignment process. Then, the degree

sequence of a graph (i.e., feature vector) is generated

from the row vector.

Encryp�on was performed on the enrolled feature vector

and stored in the database. During verifica�on/

Project Descrip�on

Today's internet does not involve “mutually trus�ng users”

and users s�ll need to communicate. The environment of

distrust brings many cyber security-related issues. Further,

over a period, the a� acks on the internet and internet-

a� ached systems (including cloud compu�ng, IOT) have

grown more sophis�cated while the amount of skill and

knowledge required to mount an a� ack has declined. This

studyreviews challenges in cybersecurity.

Objec�ve

To review the possible cybera� acks, technologies available

forcybersecurity,and open issues in cybersecurity.

Deliverable

A report on the research work carried out.

Secure Iris Matching using ElGamal Elliptic

Curve Cryptography

K Kaushik Subudhi

B. Tech. (IT) – III Year

IIIT Bhubaneswar

Guide: Dr. M. V. N. K. Prasad

iden�fica�on, query template was generated, and

encrypted enrolled template was extracted from the

database. By using Manha� an Distance and Cosine

Similarity, scores were calculated in the encrypted

domain. The proposed scheme was evaluated using CASIA

Iris V-1.0 database. When compared to other exis�ng

methods on Homomorphic Encryp�on, our method takes

less �me and less number of computa�ons.

Objec�ve

To propose a method for securing biometric template.

Deliverable

Proposed a method for biometric template security using

ElGamal Ellip�c Curve Cryptography.

Iris Template Security using ElGamal

Homomorphic Encryption

Shivani Sunil Kale

Dual Degree (CSE) – III Year

IIITDM Kancheepuram

Guide: Dr. M. V. N. K. Prasad

Project Descrip�on

In the tudy, both, Addi�ve and Mul�plica�ve ElGamals

Homomorphic Encryp�on were used to ensure Iris

Template security. Iris codes were generated through pre-

processing and feature extrac�on and were pre-aligned to

ensure rota�on invariance. These codes were further

compressed or retained as per the requirement. The

binary vector was then mapped to obtain a vector of

integer values. This vector was encrypted and stored into

the database. During authen�ca�on, the query template

was generated and encrypted. Simultaneously, enrolled

templates were extracted from the database, one at a

�me, for matching. Scores were calculated in the

encrypted domain and then decrypted. Hamming

Distance was calculated on the binary vector obtained

through few computa�ons and compared to a threshold.

The proposed method was evaluated using CASIA Iris V-

1.0 database. The proposed method is easy to use and

gives decent accuracy and system performance.
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Project Descrip�on

This study includes two levels of detec�on and

processing. One is the user-generated sample and the

other is the transformed informa�on. Consider the

speech signals, which are first analysed based on the

emo�on and then converted into text and examined for

the sen�ment. This approach is beneficial in customer

feedback analysis made by the banks wherein the calls

and texts can be classified with posi�ve neutral or

nega�ve sen�ment. Simultaneously, the emo�on in the

feedback maybe captured in propor�ons of happiness,

sadness, neutrality, anger and fear. A be� er classifica�on

leads to accurate analysis and improvement of customer

sa�sfac�on.

Objec�ve

To provide an approach for emo�on analysis and

sen�ment detec�on of User Generated Content (UGC).

Deliverable

An improvised framework on Opinion Mining and Social

Signal Processing for banking sector.

Social Signal Processing for Evaluating

Conversations and Speech using Emotion

Analysis and Sentiment Detection

Pisipa�Neeharika

B. E. (ECE) – III Year

Osmania University

Guide: Dr. M. V. N. K. Prasad

Objec�ve

To propose a methodology to secure biometric templates

using Homomorphic Encryp�on.

Deliverable

A method for Iris Template security using both, Addi�ve

and Mul�plica�ve ElGamal Homomorphic Encryp�on.

Mining Mobile Banking Applications for

Prioritization of Security Assessment Effort

Faheem Habib

B. Tech. (IT) – III Year

IIIT Bhubaneswar

Guide: Dr. N. P. Dhavale

Project Descrip�on

This study aims to improve the techniques to iden�fy

security vulnerabili�es by mining relevant informa�on from

vulnerabili�es found in the mobile banking applica�ons.

The approach relies on the fact that many modern so�ware

systems, in par�cular mobile so�ware, are developed using

rich applica�on development frameworks, allowing us to

raise the level of abstrac�on for detec�ng vulnerabili�es

and thereby making it possible to classify the types of

vulnerabili�es that are encountered in a given category of

applica�on. By coupling this type of informa�on with

severity of the vulnerabili�es, we are able to improve the

efficiency of sta�c and dynamic analyses and target the

manualeffort on theriskiest vulnerabili�es.

Objec�ve

To raise the level of abstrac�on for detec�ng vulnerabili�es

and thereby making it possible to classify the types of

vulnerabili�es that are encountered in a given bank's

applica�on.

Deliverable

A report and implementa�on code for ranking

vulnerabili�es.

Project Descrip�on

This study compares the performance characteris�cs of

two public key cryptosystems (ECC and RSA) used in digital

signatures to determine the applicability of each in fund

transfer transac�ons. The space and �me complexity of

digital signature algorithms is essen�al to their

widespread adop�on in fund transfer transac�ons. In the

present digital scenario and public-key cryptography

Calculation of Benchmarks and Relative

Performance for Funds Transfer Transactions

using Cryptographic Algorithms: ECC and RSA

Fast Forward | January 2019 14



segment, the majority of deployments are fulfilled by the

RSA based cryptosystems. Cryptosystems based on

ellip�c curves emerge as an alterna�ve to the RSA

cryptosystems. This report contains outcomes of various

research papers as well as observa�ons from in-house

implementa�ons of the two cryptosystems.

Objec�ve

Comparison of RSA and ECC based on key genera�on,

crea�on of digital signature and verifica�on of digital

signature.

Deliverable

A report giving benchmarks and rela�ve performance for

various algorithms, devices and type of transac�on.

Use of Combination of Data Mining Techniques

and Algorithms on a Data Warehouse to

Predict Bank NIFTY Index of NSE

Rinkal Mistry

MCA – III Year

University of Hyderabad

Guide: Dr. N. P. Dhavale

Project Descrip�on

In this study of financial �me series to predict BANKNIFTY

Index, two technical indicators, Moving Averages

Crossover and Rela�ve Strength Indicator (RSI) were used

for selec�on of rules. It was observed that RSI never

proved to be a good indicator in terms of genera�ng

accurate signals. Moreover, it is only used to know if an

underlying is overbought or oversold. Somestock

combina�ons of moving averages did come up with good

scores, but these were not successful on new set of data.

A broader set of indicators are needed for be� er

evalua�on of the most efficient combina�ons. Ini�ally,

preliminary calcula�ons and analysis was done using

Microso�Excel. For the further part, including applica�on

of mul�ple rules and genera�on of data sets for Apriori

algorithm, R Studio was used and the project was

implemented in R language.

Objec�ve

To find out the most effec�ve set of combina�ons of

various parameters used to predict the BANKNIFTY index.

Deliverable

Technical analysis of the previous set of data is carried out

applying various suitable indicators. A�er this, we apply

techniques of data mining using Apriori Algorithm to

decide upon the efficiency of the parameters or their

combina�ons used.

Project Descrip�on

Like tradi�onal networks, So�ware-Defined Networks

(SDN) too are prone to security issues. SDN faces similar

kind of challenges to emerge as the networking revolu�on

of the future. Besides being agile, flexible and having

so�ware-based traffic-analysis, SDN needs to be more

secure. DDoS a� acks is one of the major security issues a

network could face. Hence, sta�s�cal method, based on

packet count, is deployed along with the controller to

detect any kind of anomalies in the network traffic. For

the sta�s�cs, Pearson's Chi-Square goodness-of-fit test is

used to determine how the observed network traffic is

significantly different from the expected network traffic.

The model is used to detect and prevent DoS/DDoS.

Objec�ve

To propose a method or model to detect DDoS a� acks in

SDN and prevent it from affec�ng the network

architecture.

Deliverables

POX being a python-coded controller, a detec�on and

preven�on model was wri� en in python and incorporated

with the POX controller. A chi-square based DDoS detec�on

system is implemented and tested against a traffic

generated by Scapy tool on a network made up of OpenV

Switches on Mininet Emulator. This method can further be

developed to deploy in a real-world applica�on and to

mi�gate real-�me DDoS a� ack in So�ware-Defined

Networks.

Security in Software-Defined Networks

Aditya Prakash

B. Tech. (CSE) – II Year

IIIT Bhubaneswar

Guide: Dr. V. Radha
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P4 Programming Language and SDN

Arijeet Satapathy

B. Tech. (IT) – II Year

IIIT Bhubaneswar

Guide: Dr. V. Radha

Project Descrip�on

The goal of So�ware-Defined Networking (SDN) is to

enable cloud compu�ng and network engineers and

administrators to respond quickly to changing business

requirements via a centralized control console. But at the

data plane – where network packets are actually

forwarded – there has been less innova�on, un�l now. In

recent years, a new high level programming language for

routers and switches named “P4” has been developed.

This report presents the current scenario of SDN, its

concept and challenges faced in SDN. This project

presents a basic introduc�on to P4 programming

language, its basic syntax style, the PISA structure and one

hands-on demo of P4.

Objec�ves

� To understand the architecture of the P4

programming language

� To write programs for forwarding packets in data

plane in P4 using v1 model

� To analyse NSL-KDD dataset and iden�fy DDoS a� ack

using neural network model.

Deliverable

� P4 programs for packet forwarding, basic tunneling

of IPv6 packets, Source Rou�ng, Load Balancing

� Neural Network Model to iden�fy DDoS a� ack in a

network using NSL-KDD dataset

� Layout for a P4 program to mi�gate DDoS a� ack in

the switch itself.

Project Descrip�on

The aim of this study is to predict a pixel value based on

contextual informa�on surrounding the pixel of an image. It

can be used for PEE (Predic�on Error Expansion) based

reversible data hiding. Considering the difficulty in

determining the ideal rela�on among these pixels, this study

proposespredic�onbasedonaneuralnetworkmodel.

In this method, pixel intensity of a gray-scale image is

predicted using surrounding pixels in its neighborhood. As it

is expected, training the neural network with removal of

edge pixels provides less predic�on error. For tes�ng the

neural network, pixel values in alternate rows and columns

are predicted. This strategy of considering the pixels in

alternate rows and columns is designed for the succeeding

experiments of reversibledatahiding.

Objec�ve

To build a neural network model which predicts image

pixel values based upon predic�on error with respect to

original image, reversibly hide and extract secret message

bits from the image.

Deliverables

A neural network model for image pixel predic�on.

Image Pixel Prediction from 8-Neighborhood

using Artificial Neural Network

Shivraj Sharma

B. Tech. (EEE) – II Year

IIT Guwaha�

Guide: Dr. Rajarshi Pal

Pen Ink Differentiation in Document Forensics

Mohit Chandak

B. Tech. (EEE) – II Year

IIT Guwaha�

Guide: Dr. Rajarshi Pal

Project Descrip�on

This study suggests a hierarchical forward feature

selec�on strategy to select an op�mal subset of texture
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features to be used in non-destruc�ve Pen Ink

Differen�a�on method. A dataset of 112 bank cheque

leaves with words wri� en in 14 different blue and black

pen inks by nine different candidates is acquired. A�er

manual extrac�on of handwri� en words from the

scanned images, pen ink pixels are iden�fied using K-

means bineariza�on. LBP, GLCM, Gabor and sta�s�cal

features are extracted from every colour channel of

handwri� en word images. A hierarchical feature selec�on

method is used to select an op�mal subset of features to

be used for binary classifica�on using Mul�layer

Perceptron (MLP). The proposed method outperforms

exis�ng methods with an average accuracy of 98.99% and

89.09% on known and unknown pen samples

respec�vely.

Objec�ve

To find a set of op�mal textural features which can be

used for Pen Ink Differen�a�on.

Deliverables

An implementa�on of extrac�on of different textural

descriptors, hierarchical based feature selec�on model

and a supervised classifica�on model.

A Novel Payload Based Anomaly Detection

by Web Traffic Analysis

J Sai Vinay Teja

B. Tech. (CSE) – III Year

IIT Kharagpur

Guide: Dr. Rajarshi Pal

Project Descrip�on

Applica�on-specific intrusion detec�on methods are

used to detect network intrusions targeted at

applica�ons. Normally, such detec�on methods requires

analysis of packet content or its payload. One of the

prominent methods of payload modelling and analysis is

sequence or n-gram modelling. Normally, n-grams

generated from a packet are compared with a database of

n-grams seen during the training phase. Depending on the

number of n-grams found or not found in the packet, it is

labeled either as normal or anomalous. Recently,

unsupervised or unlabelled learning approaches for

detec�on of network anomaly has been proposed. In this

context, we combine both the tradi�onal n-gram

approach for feature extrac�on and the recent machine

learning approach for classifica�on of the said features to

propose a technique which intends to detect anomalies

with low posi�ve rate.

Objec�ve

To analyze web traffic flow and its packet contents to pick

out the outlier packets with anomalous data in its

package.

Deliverables

� For stopping zero-day a� acks, training an anomaly

detector with unmixed training data is vital

� For reducing the computa�onal complexity, we

trained our model to achieve a 65% detec�on rate

using a low-sample training set.

Project Descrip�on

Inamarketthathasbeendominatedthusfarby interna�onal

card payment networks, the RuPay card has been gaining

much popularity lately. The main advantage of RuPay cards is

that they are flexible with product pla�orms. Affordable

lower cost, faster transac�on, customized product offering

andprotec�onofinforma�onaresomeofits benefits.

We have studied some of the transac�ons permi� ed by

RuPay with the objec�ve of analyzing protocol level security

aspects and iden�fied poten�al scenarios. Further,

technical analysis is needed to ensure that the RuPay

network is secure against these scenarios. Such an analysis

requires detailed informa�on about the implementa�on.

Objec�ve

To study the protocol level security aspects of RuPay.

Deliverable

A detailed technical report.

Study of RuPay Purchase Transaction

I�shree Nayak

B. Tech. (IT) – III Year

IIIT Bhubaneswar

Guide: Dr. N. V. Narendra Kumar
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End-To-End Secure Distributed Computing

Platform using Blockchain Technology

Shru� Purohit

Guide: Dr. N. V. Narendra Kumar

Nalam Harika

&

A. An Interac�ve Tool for Designing Secure Protocols

Project Descrip�on

Currentlyusedlanguagesandlogicsforprotocolspecifica�on

do not force the designer to make explicit goals, inten�onal

assump�ons or the preceding history across interac�ons

among the stakeholders. This has resulted in gaps in

specifica�ons which in turn have led to problems such as: (i)

inefficient / non-op�mal protocol designs, (ii) incompa�ble

theore�cal a� acks discovered by analyzers due to different

threat models and (iii) faulty or insecure implementa�ons

due to insufficient guidelines for the implementer. We

designedasimpleprotocoldescrip�onlanguage(SPDL)using

recently developed readers-writers flow model (RWFM) for

designing protocols and verifying their security. We

implemented this language in Python 3.0 and experimented

it using Needham-Schroeder Public Key Protocol, Gong's

ProtocolandTMNProtocol.

Objec�ves

� To design a simple protocol descrip�on language to

get a holis�c view of informa�on flow within a

system

� To facilitate efficient protocol designs and to

visualize theore�cal a� acks at the �me of designing

a protocol.

Deliverable

An interac�ve tool for designing protocols and verifying

their security, which works in two modes: Read from file

and manual mode.

B. Tech. (CSE) – IV Year

IIITDM – Kancheepuram

B. Blockchain Project

Project Descrip�on

A blockchain is essen�ally a distributed database of

records or public ledger of all transac�ons or digital

events that have been executed and shared among

par�cipa�ng par�es. Clients reques�ng for a transac�on

are authen�cated by Membership Service and each

transac�on in public ledger is verified by consensus of a

majority of par�cipants. Blocks containing transac�ons

are stored in data service for future verifica�on.

Objec�ve

To build a private permissioned blockchain to facilitate

secure transac�on flow in distributed systems.

Deliverable

A data service which stores the details of transac�ons and

blocks and a membership service which authen�cates the

clients.

Project Descrip�on

This study is based on Unified Payment Interface (UPI), a

mobile based, real-�me interbank payment system. The

study traces the evolu�on of payments systems in India and

examines in detail the technology behind UPI focusing on its

architecture and security systems. Its modular API-based

architecture will enable development of innova�ve

solu�ons for consumers and businesses. UPI is currently in

its infancy stage and development of merchant based UPI

solu�ons will greatly increasetheuseradop�on.

Objec�ve

To study the transac�ons and flows of UPI.

Deliverable

A detailed technical report.

Unified Payments Interface (UPI)

K. Sai Spandana

B. Tech. (CSE) – III Year

Jawaharla l Nehru Technological

University (JNTU)

Guide: Dr. N. V. Narendra Kumar
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Project Descrip�on

In our study, we aim to address issues related to latency,

security threats and energy efficiency while integra�ng

IoT and cloud. We began with a comprehensive study of

cloud and IoT technology, lis�ng out the posi�ves and

drawbacks. We focused our study on two issues prevalent

in cloud based IoT – latency and security. Finally, to

address the issue of latency, we resort to fog compu�ng

and fog security, and proposed an encryp�on scheme

based on homomorphic ElGamal encryp�on, iden�ty-

based signature and batch verifica�on.

Objec�ves

� To propose a new, efficient and secure data

aggrega�on scheme for cloud based IoT applica�ons

� To ensure that the proposed scheme is free from

false data injec�on a� acks

� To ensure that the scheme can cater to the needs of

latency sensi�ve applica�ons

� Unlike most, our scheme will be able to aggregate

data generated by different types of IoT devices.

Deliverables

� A security enhanced data aggrega�on scheme based

on homomorphic ElGamal encryp�on, iden�ty-

based signature and batch verifica�on for latency

sensi�ve cloud based IoT applica�ons and devices

was proposed

� A research and comprehensive report werepaper

formulated.

A Lightweight Privacy-Preserving Data

Aggregation Scheme for Cloud based IoT

Aishwarya Tripathi

B. Tech. (IT) – III Year

IIIT Bhubaneswar

Guide: Dr. P. Syam Kumar
An Expressive Attribute Based Signature

Scheme with Privacy and Unforgeability

Guarantee for Internet of Things

Manohar Vavilapalli

Dual Degree B. Tech. (CSE) – Final Year

IIT (ISM) Dhanbad

Guide: Dr. P. Syam Kumar

Project Descrip�on

The Internet of Things provides anywhere, anything,

any�me connec�ons, due to which user privacy is

vulnerable and authen�ca�on methods that favour policy

over a� ributes are essen�al. Hence, a signature scheme,

that takes user privacy and implements an a� ributes

policy, is required. These a� ribute-based signature (ABS)

schemes allows the user to generate a signature with

a� ributes sa�sfying the policy without le� ng out more

informa�on.

Here, we study a standard ABS scheme that uses an

a� ribute tree and expresses any policy which has AND, OR

threshold gates into the Diffie-Hellman problem. With

this, users cannot forge signatures with a� ributes they do

not possess, and the signature provides assurance that

only a user with some threshold value or all a� ributes

sa�sfying the policy can get the message, resul�ng in

unforgeability. Compared to the exis�ng schemes, our

approach delivers be� er performance by decreasing the

computa�onal cost and size of signature.

Objec�ve

To find whether the data uploaded in cloud is the same or

not by verifying integrity of data.

Deliverable

This study provides an efficient mechanism to verify the

integrity of IoT data in the cloud.
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Latent Aspect Rating Analysis with Topic

Modelling

Megha Garg

B. Tech. (CSE) – IV Year

IIT (ISM) Dhanbad

Guide: Dr. Nagesh B. Sristy

Project Descrip�on

This report studies the text analysis problem called Latent

Aspect Ra�ng Analysis (LARA), which aims at analysing

opinions expressed about an en�ty in an online review at

the level of topical aspects to discover each individual

reviewer's latent opinion on each aspect as well as the

rela�ve emphasis on different aspects when forming the

overall judgement of the en�ty. To solve the problem of

LARA, we studied Latent Ra�ng Regression (LRR), a

probabilis�c ra�ng regression model which aims at

inferring aspect ra�ngs and weight for each individual

review based on the reviewer content and the overall

ra�ng. To address the limita�on of LRR and enable LARA

on arbitrary review data, a unified genera�ve Latent

Aspect Ra�ng Analysis Model (LARAM), is implemented.

Objec�ve

To develop an algorithmforunsupervised topicmodelling.

Deliverable

An implementa�on of the algorithm for semi-supervised

topic model.

Dataset Preparation and Parts of Speech

Tagging in Social Media Texts

Binay Kumar Pradhan

B. Tech. (IT) – III Year

IIIT Bhubaneswar

Guide: Dr. Nagesh B. Sristy

Project Descrip�on

This study deals with developing tools for mixed script

social media text through Parts of Speech tagging (POS),

which is an important task in NLP (Natural Language

Processing) pipeline. POS tagging involves assigning parts of

speech (nouns, verbs, adverbs, adjec�ves, pronouns,

conjunc�on and their sub-categories) to individual words.

The performance of other NLP tasks such as Named En�ty

Recogni�on, Dependency Parsing, Chunking, Q&A, etc.,

depends on good POS tagger. Designing good POS tagger

for code mixed text cri�cally depends on labelled training

data. This study involves prepara�on of labelled training

data. Various machine learning algorithms such as Bi-LSTM,

CRFwerealso tested as partof designingPOStagger.

Objec�ves

� To work with named-en�ty recogni�on problem

associated with mixed script social media text

� To prepare labelled dataset for the mixed script.

Deliverables

� A labelled code-mixed dataset was prepared and

tested in a deep learning POS tagger

� Parts of speech tagging was done for five Indian

languages.

Project Descrip�on

Topic models are used to learn genera�ve hierarchical

Bayesian representa�ons of large-sized corpora. LDA based

topic models have found applica�ons in recommenda�on

systems, sen�ment analysis, community detec�on,

influencer modeling, etc. The crucial issue affec�ng the

adop�on of topic models is the performance of Gibbs

sampling algorithm used for the inference of the topic

models. The report inves�gates two prominent topic

modeling approaches which address the scalability issue of

topic modeling. We have implemented Nomad LDA and

SGRLD LDA by using a MALLET which is a standard tool for

topic modeling and have produced results for the same in

thereport.

Developing Efficient Online Algorithms for

Topic Models

Velamakanni Sai Karthik

B. Tech. (CSE) – Pre-final Year

IIIT Trichy

Guide: Dr. Nagesh B. Sristy
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Objec�ve

To review the exis�ng topic modeling algorithms and

develop efficient methods for it.

Deliverable

An implementa�on of the algorithm for topic model

based on Riemann Langevin MCMC and Nomad LDA.

Project Descrip�on

Analy�cs has been a dis�nguishing component of a bank's

so�ware stack. In the recent past, banks have

revolu�onized modes of transac�on from internet-based

access to mobile apps, cheque-based transac�ons to IMPS,

etc. With these revolu�onary changes, the scale of data is

ever-increasing and tradi�onal systems cannot process

such huge data. With the availability of distributed

compu�ng, processing big data is ge� ng easier. Visualizing

this data has a lot of prominence. Among the numerous

data visualiza�on tools available, we are exploring an open

sourcedatavisualizingworkbench called Hue.

Objec�ve

To explore Open Source Visualizing Workbench Hue and

provide it with addi�onal capabili�es like machine

learning algorithms on big data which makes decision-

making much simpler.

Deliverable

Web interface in Hue(customised applica�on within Hue).

Hue Web Interface for Machine Learning

Algorithms on Big Data

V. Sri Krishna Chaitanya

B. Tech. (CSE) – II Year

Gitam University

Guide: Dr. Nagesh B. Sristy

Text Mining Interface using Spark on Hue

D V K M Rishab

B. Tech. (CSE) – II Year

Mahindra Ecole Centrale

Guide: Dr. Nagesh B. Sristy

Project Descrip�on

Big Data pla�orms such as Hadoop and Spark can help in

scaling the algorithms used in analy�cs for large datasets.

Text Mining and Sen�ment Analysis tools have become

key components of CRM engines used in business

analy�cs. The focus of the current study is to build an

interface for Spark based text classifica�on algorithms

using Hue. We showed our results using Amazon Review

Datasets.

Objec�ve

To build an Interface for Spark Based Text Classifica�on

Algorithms using Hue.

Deliverable

A prototype of Spark based interface in Hue.

Image Classification and Captioning using

Deep Learning

Y. Lakshmi Jahnavi

Guides: Dr. B. L. Deekshatulu Dr. Nagesh B. Sristy&

Nikhita Kulkarni

&

B. Tech. (ECE) – II Year

Indian Academy of Sciences, Bangalore

Project Descrip�on

This study is divided into two parts – 1) Image Classifica�on

using Support Vector Machine (SVM) and Deep Learning and

2) Image Cap�oning using Deep Learning, using Python

programmingwithTensorFlowlibrarypackage.

We have trained 12 categories of images, each category

consis�ng of 100-200 images, on both Deep Learning Model

using MobileNet Feature Extractor and SVM Model using

SIFT Feature Extractor and evaluated the models based on

confusion matrix. The confusion matrix accuracy for SVM

and Deep Learning Models are found to be 85.426% and

98.42% respec�vely. This shows the domina�on of Deep

Learning over SVM.

On the other hand, Image Cap�oning using Deep Learning

includes genera�ng cap�ons for a given image using the
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Convolu�onal Neural Networks for image feature extrac�on

and LSTM (Long-Short Term Memory) for sentence

genera�on. We used BLEU (Bilingual Evalua�on Understudy)

scoreastheevalua�onmetricforthemodel.

Objec�ves

� To classify and train images using Deep Learning and

Support Vector Machine

� To generate cap�ons for images using Convolu�onal

Neural Networks and LSTM.

Deliverable

For this model, we used BLEU score (1 to 4 grams) and

found to be 0.179.

COMING UP

Fifth International Conference on

Identity, Security and Behavior Analysis

(ISBA) 2019

THE fi�h edi�on of IEEE Interna�onal Conference on

Iden�ty, Security and Behavior Analysis (ISBA) will be

held at IDRBT during January 22-24, 2019. The ISBA is a

unique conference series ini�ated by the IEEE Biometrics

Council that brings together experts in Biometrics,

Iden�ty Management, Security, and Human Behavior

Analysis to explore research issues and come up with

comprehensive and effec�ve solu�ons, which surpass

those considered in individual research areas. This

conference focusses on defining the human side of

security and user behavior as well as social influence in

the security of informa�on systems. The topics of the

conference broadly covers Biometrics, Security and

Behavior Analysis.

The previous edi�ons of the conference were held in Hong

Kong, Sendai (Japan), New Delhi and Singapore.

4 IDRBT Banking Technologyth

Innovation Contest 2019

With a view to iden�fy and promote innova�ve ideas

from the best technology talent in the country for

the benefit of the Indian Banking and Financial Sector, the

Ins�tute is organising the 4 IDRBT Banking Technology
th

Innova�on Contest (IBTIC) on .April 12, 2019

Individuals, banks, industries and academia are invited to

submit innova�ve ideas and solu�ons for the contest. The

scope of the submission covers the en�re technology

gamut which can help improve banking and financial

services, through latest technologies.

Par�cipa�ng teams are required to submit a write-up (up

to 10 pages) on their proposed innova�on highligh�ng the

underlying technology, novelty, and its impact in the

banking sector by to .January 15, 2019 ib�c@idrbt.ac.in

Please visit for details.www.idrbt.ac.in
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Project Descrip�on

We propose a resource demand predic�on method using

trend seasonality model to forecast the resources which

the currently running VM in the cloud datacentre would

need. In order to meet the predicted future demand we,

proposed a live VM migra�on algorithm to dynamically

migrateVM to providea be� erqualityof service.

Objec�ves

� To op�mize the live VM migra�on based on the future

demand of the resources by the VM(S) in the cloud

datacentre

� To propose a dynamic op�miza�on of virtual machine

migra�on byresourceusagepredic�on.

Deliverables

� Proposed a resource forecas�ng technique, to op�mize

the VM-host mapping before the actual Live VM

migra�on triggered

� Employed data mining and sta�s�cal methods for

forecas�ng (predic�ng) the future resource demand

of the VM(s)

� The Live VM migra�on algorithm is implemented in

Cloudsim.

Forecasting Virtual Machine Requirements

and Live Migration in Cloud Computing

Modadugu Venkatesh

B. Tech. (CSE) – I YearV

VelTech University

Guide: Dr. G. R. Gangadharan
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