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Dr. N. Krishna Mohan, Director, IDRBT,
addressing the staff of the Institute on August 15, 2007

IDEAS FOR INDIA:

: Dr. N. P. Dhavale, DGM, explaining the technology initiatives
of the Institute to Shri. Hamad Al-Sayari, Governor, Saudi Arabian Monetary Agency,

during his visit to the Institute on February 06, 2008
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: Shri. K. Chandrachoodan, CGM, INFINET and Services, describing the working of
National Financial Switch to Deputy Governors and Executive Directors of Central Banks of SAARC Countries

during their visit to the Institute on June 30, 2008.

ALL FOR SAARC

: Prof. Prabhati Pati, Administrative Staff College of India, delivering the
Institute's Foundation Day Lecture on October 19, 2007
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: Shri. K. Chandrachoodan, CGM, INFINET and Services,
Dr. A.M. Pedgaonkar, CGM, DIT, RBI and Dr. N. Krishna Mohan, Director, IDRBT, reviewing

the status of technology implementation in the Indian Banking and Financial Sector

REVIEWING TECHNOLOGY

IT INSIGHTS : An IT Chiefs Conference in progress at the Institute on September 05, 2007
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2. IT in Indian Banking and Role of IDRBT

T he Indian Banking and Financial Sector has seen several transformations over

the last decade. The operating environment of banks has changed significantly

in terms of liberalisation of regulations, increasing competition from both domestic and

foreign players, and need to revamp the business, which came with the legacies of the

protected era.

Simultaneously, implementation of information technology began in right earnest in

the sector. Starting from back office automation, which was aimed largely at processing

of voluminous data and automation of cheque clearing operations; technology moved

to the front desk in the form of total branch automation.

At the same time, development in communication technologies made technology

implementation more widespread and it became cost effective to network bank

branches. Investments in information technology also helped cut down operational

costs drastically.

The areas in which technology can play a more prominent role and make banking more

convenient for the common man, include :

Reaching Rural Areas

For a fairly long time, technology implemen-

tation began and remained substantially

confined to large cities and urban locations. But

the large mass of customers had stayed away

from the benefits of technology implementation

during the initial several years.

The need to harness the advantages of

technology for providing better customer service

in rural and semi-urban areas have now been

recognised, particularly as a large proportion of our

population resides in these areas.

Several new initiatives for extending the reach of

banking to the hitherto excluded segments of the

society have been taken. As the transaction value is

typically small for these customers, the cost of banking

service and its financial viability becomes important.

Some of the challenges, which need to be effectively

addressed, include lack of adequate infrastructure in

rural areas, relatively low volumes of transactions,



comparatively higher transaction costs, and

other factors such as the literacy levels of target

customers.

Technology offers an excellent tool to effectively

address the above challenges. Lack of

infrastructure is being addressed in a variety of

innovative ways, leveraging technology. Some of

these include use of computer systems which do

not require uninterrupted power supply,

networking using radio frequency and other

non-conventional methods, centralisation of

processing systems leading to lower processing

costs, provision of home-grown customised

systems such as the low cost, multi-lingual

ATM, etc.

Being a service industry, banking involves

constant interaction with customers for their

ser vice needs. The implementation of

technology enables the banks to deliver the

services to the customer, anywhere and anytime.

The major concerns regarding the optimal

deployment of Delivery Channels are (i)

whether customers can transact most of their

business without visiting the branch (ii) what

proportion of the customers are availing the

non-branch delivery channels, and (iii) what are

the innovative measures to improve the service

delivery.

In this context, banks are now vigorously putting

in place popular delivery channels like ATMs,

Shared ATMs, Phone Banking, Internet

Banking, etc.

The corporate customers' demands on banking

are varied and involve substantial information

exchange. Internet banking with proper security

features enables the corporate customers to save

substantial cost by managing their funds through the

service available at their desktop.

Therefore, a separate emphasis is required while

designing the technology solutions for different

classes of customers and banks are now working

towards offering customized technology solutions.

Financial sector liberalization and globalisation has

made the banking industry intensely competitive. In

this competitive environment, the banks need to put

in a lot of efforts to retain their customer base and

ensure business growth. The most important asset of

the bank managements for managing the business

retention and growth is the large database built over

several years of business.

This database should enable the management to

understand and unravel the undercurrents and

patterns in the account activity to be able to identify

potential opportunities and losses and the customers

who are likely to switch away from the bank.

Risk is inherent in the banking business. Managing

the risks associated with the asset or liability portfolios

of the bank has been an important management

activity. Risk identification, measurement and

management require thorough analysis of the profile

of the asset or liability portfolios from the various

angles such as liquidity, interest rate, maturity profile,

credit quality, market exposure, etc.

Recent developments in the financial markets and

regulatory environment including Basel II norms put

increased pressure to bring in higher levels of

sophistication in all aspects of risk management. Due

to the increased integration of various business

segments and heightened technology intensity of the

banking business, analysis needs to be done on a near

real time basis, which necessitates continuous access

to the latest data.

Delivery Channels

Business Intelligence
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Analysts require online and easy-to-use access to

the large information assets of the bank. The

analysis may require data at various levels of

aggregation and even the detailed account or

transaction level data. Therefore, such analysis

can hardly be supported by traditional

management information systems.

The data warehousing solution is the best-suited

framework in such requirements, which

provides the databases optimized for queries

and designed for online analytical processing.

With the intensity of competition and the rigour

of analytical requirements, the data warehouse

is no longer a luxury for the bank. It is an

absolute necessity to even stay in the

competition and to strive for business growth.

While technology brings several benefits to the

banks, various threats in terms of malicious

software, unscrupulous insider and external

fraudsters, natural and man-made disasters are

real. These factors are beyond the control of

banks and need to be effectively addressed. It has

become imperative to look at the risk

environment of information technology use.

Information security management has emerged

as an important discipline to address these risks

that requires the integration of people, process

and technology.

Each of the three components should be

managed considering the capabilities and

limitations of others. When the components are

considered in total, they should provide for

adequate overall risk mitigation.

With the implementation of information

security management programme, it is expected

that the information assets will be protected

from a wide range of threats, the likely disruptions on

account of various factors will be short and will not

result in disruption in business activity. The financial

loss will be minimized and return on investment and

business opportunities will be maximized.

Information security is one of the most crucial

technology components in banking industry. With

increased convenience of online banking, the threat of

unscrupulous elements getting into the networks and

perpetrating frauds looms large. In this context,

security governance, security policy and its

implementation and the well-tested and reliable

business continuity measures assume importance.

As any system cannot be perfect, its audit and

expeditious action on the findings become crucial to

continuous enhancement of security systems in the

face of ever-growing sophistication of the potential

attackers.

IT is integral to banking in the country and almost

every sphere of activity of a bank is directly impacted

by it. Therefore, it is imperative that all banks have an

IT Strategy, which ensures a proper balance between

utilization of in-house resources and harnessing

outside help.

The IT strategy should align with business objectives

of the bank to improve the cost-effectiveness, provide

better services to the customers and increase the profit

margins.

Any technology initiative has to be demand-driven

rather than supply-driven. The ultimate success of

any technology initiative is to ensure that the

transaction cost is reduced and the common person

will be benefited.

The challenges ahead for the Banking and Financial

Sector are quite complex. Business professionals and

IT professionals have to work hand-in-hand to

Information Security Management

IT Strategy
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realize the objectives of the sector and take the

benefits of the banking system to the common

man.

When IDRBT started functioning, networking

technology was still quite new to India. The cost

of terrestrial leased lines was prohibitively high

and unviable for commercial operations.

Therefore, with a view to utilize technology to

provide better services to the common man, the

Reserve Bank of India decided that this sunrise

area be entrusted to IDRBT for development

and bringing it to the level of operational

maturity.

Since then, the Institute has played a key role in

every aspect of ushering in Technology in the

Banking and Financial Sector, right from

Creating Technology Infrastructure and

Products, engaging in quality Research and

Development to moulding Technology Talent.

Present ly, IDRBT offers var ious IT

infrastructure services and value-added services

to the banking industry, in addition to the

research, development and educational

activities. These value-added services are

possible only on top of the critical network

infrastructure, which connects the entire

financial system and is sufficiently secure for

being used for large-scale financial transactions.

The INFINET, a hybrid network of terrestrial

leased lines and VSATs, was the main

communication backbone for inter-bank

requirements. Over the years, with the decline in

prices of leased lines, the reliance on VSATs for

running applications other than ATMs

declined. Further, the VSAT technology also

had matured over the years, with increase in the size

of the market and the number of private VSAT

operators. The terrestrial leased line market also

underwent significant change, with the introduction

of MPLS / VPN services being offered by many

service providers.

The regulatory regime and license fees also changed

during the period, thereby bringing down the cost of

commercially available VSAT and leased lines

significantly. However, the license fees payable for

closed user group VSATs remained unchanged and

became much higher than the commercial VSATs.

Further, as the technology had matured, the need for

IDRBT to play a role of intermediary between the

banks and the commercial VSAT operators also

diminished. In view of these developments, the

IDRBT decided to phase out the VSAT shared hub

services, owing to the cost considerations and also the

decreased need for the IDRBT's presence considering

the commercial availability of the service.

The INFINET backbone essentially consists of a

mesh of leased lines between various RBI offices.

With the availability of better and more reliable

technology in the form of Multi-Protocol Label

Switching (MPLS), IDRBT decided to migrate the

INFINET backbone to MPLS. The architecture was

devised with the help of technologists in the Institute

under the guidance of eminent experts from IIT

Mumbai, IIT Chennai and IISc Bangalore.

The architecture consists of services from two

network service providers. At important locations

(category 1) such as data centers, disaster recovery

sites, and other locations, which run important

applications, the service is taken from both the service

providers. At other locations (category 2), one of the

two service providers provides the service. There is

also a network-to-network interface between both the

SPs, thereby ensuring smooth flow of network traffic.

Role of IDRBT

Technology Services
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IDRBT is also upgrading its network

monitoring capabilities to monitor the network

health on multiple parameters, which will also

help it to monitor the compliance to service level

agreements with the network service providers.

The Structured Financial Messaging System

with its unique features is also gaining

momentum and has expanded by around 20%

over the last one year. Participation of banks in

NEFT has also tremendously increased during

the year.

The Institute's National Financial Switch

(NFS) continues to facilitate routing of ATM

transactions through inter-connectivity between

the Bank's Switches. The Institute waived the

Rs. 2/- it used to charge for providing the

switching facility to encourage banks to the join

NFS network and thereby provide easier ATM

access to customers.

The NFS presently connects 20,203 ATMs of

30 banks and is the largest Network of shared

ATMs in the country.

IDRBT, as the premier research institution in

the field of banking technology, works closely

with the industry to develop new technologies

and products for meeting the needs of the

banking and financial sector. Research projects,

as per the specific requirements are also

undertaken by IDRBT as sponsored research

projects.

While addressing the immediate concerns of the

Banking Sector, the Research at the Institute is

focused towards anticipating the future needs

and requirements of the sector and developing

technologies to address them. The areas in which the

Institute is currently working on include Financial

Networks and Applications; Electronic Payments

and Settlement Systems; Security Technologies;

Financial Information Systems and Business

Intelligence.

The Institute is also playing a key role in evolving

standards in Mobile Payments.

The Institute also provides Advisor y and

Consultancy Services to Banks and FIs on various

Technology related issues.

Further, the Institute has been recognised by the

University of Hyderabad (UoH) as a centre for

pursuing Research towards Ph.D. The Research

Fellows work at IDRBT in research projects related to

various aspects of Banking Technology.

While working on various industry-specific projects,

IDRBT also conducts educational programmes.

These programmes are aimed at addressing the

demand for trained manpower to provide the thrust

to the technology initiatives in the Indian Banking

and Financial Sector.

Accordingly, the Institute has formulated a two-

pronged strategy to develop the competencies of the

existing manpower through training initiatives and

simultaneously develop fresh manpower for Banks

and Financial Institutions.

The Institute's educational initiatives include the

unique M.Tech Course in Information Technology

and Information Security and a bouquet of highly

specialized Executive Development Programmes to

sector abreast with the latest.

Research and Development

Educational Programmes
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KNOWLEDGE BANK : Deputy Governors and Executive Directors of Central Banks of SAARC
Countries take a look at the Institute's Library during their visit to the Institute on June 30, 2008

DATA STANDARDS : Shri. K. Chandrachoodan, CGM, INFINET and Services;
Dr. N. Krishna Mohan, Director, IDRBT; Dr. A. S. Ramasastri, Adviser, DESACS, RBI; and

Shri. A. R. Joshi, General Manager and Faculty, IDRBT, sharing their views on XBRL Based Data Reporting
with executives from Banking and Financial Sector on January 09, 2008 at the Institute
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3. Research & Development

T he Research and Development activities of the Institute are aimed at addressing

the immediate concerns of the Banking and Financial Sector and anticipating

the future needs and requirements of the sector and working towards developing

technologies to address them.

This chapter encapsulates the Research and Development activities of the Institute.

The Research Projects the Institute has worked on during the year are :

Protocols and Security Framework for Mobile

Payment System

Authentication Protocols forAdhoc NetworkDuring the 5th PRSG meeting of the project on

“Protocol and Security Framework for Mobile

Payment System” (sanctioned by Dept. of

Information Technology, MCIT, Govt. of India,

New Delhi) held at IDRBT on September 03,

2007, the project team has demonstrated the

proof of concept of mobile-to-mobile payment

application based on GSM technology.

Further, the PRSG Members recommended that

the field trial demonstration of mobile-to-

mobile payment application may be taken up

with some of the Banks along with industry

partners. Accordingly, a meeting was held with

Andhra Bank, A.P. Grameena Vikas Bank, Bank

of India, Bank of Maharashtra, Canara Bank,

Indian Bank, Punjab National Bank and ING

Vysya Bank on January 10, 2008 at IDRBT to

initiate the process of field trials and the specifics are

being worked out.

The topology of a mobile ad hoc network is very

dynamic as mobility and membership of nodes are

random and rapid. Since open channel is used for

transmission purposes, the content of the

communication may be captured by the third party,

resulting in eavesdropping, masquerading, replaying,

etc.

The main difference between traditional networks

and ad hoc networks is the lack of a central

administration, which is responsible for defining the

security services, policies for the network and pre-

distribution of keys to all the participants.

Deployment of value-added applications through

mobile nodes require higher security and the

proposed security models should also be applicable to

resource constrained mobile nodes.



The objectives of the Research Project are to

study the: (i) Analysis of the existing security

protocols for adhoc networks, (ii) Modeling of

security protocol for peer-to-peer communi-

cation for mobile ad hoc networks, and (iii) Cost

effective security solution for multi-hop

communication in mobile adhoc networks.

A class imbalance problem is, when one class of

data (majority class) in the dataset outnumbers

the other class (minority classes) such that the

standard learning algorithms cannot learn from

the minority classes.

Depending upon the size of the dataset,

imbalance ratio and distribution of the data with

the majority class, one can further sub-divide the

problem into the following two broad categories:

(i) Separable boundary problem

(ii) Skewed with majority class problem

a) Problem with small disjuncts

b) Skewed with majority samples

The main focus of the Research Project is on the

second issue, i.e, the minority class distribution

skewed with the majority class. Since the

sampling techniques are more efficient

solutions for class imbalance problem, the study

of effect of sampling techniques on imbalanced

datasets was also adapted.

We proposed a solution unbalanced data

classification using extreme outlier elimination

(RNN+SMOTE) for eliminating those

minority points which effects the other minority

class predictions. We have used Reverse nearest

neighbor technique for identifying outliers in the

minority points and then used Synthetic Minority

Oversampling Generation Technique (SOMTE) for

increasing the minority class percentage.

We conducted experiments over Insurance Fraud

Dataset and this approach is very efficient in

identifying fraud samples from the unbalanced,

overlapped fraud dataset. As a second step, we are now

focusing on cluster-based under-sampling

techniques and automatic detection of border points.

This project aims to carry out transactions using

Mobile Adhoc Networks (MANETS). Since there are

many challenges in terms of routing and security,

there is a need to design a payment system, which

addresses the challenges of MANETS in terms of

security.

This project concentrates on developing secure

protocols for payment services in MANETS, which

will be helpful for implementing MANET-

Commerce in the banking sector. The main

advantage of using MANET-Commerce is that it

enables transactions in remote areas too because

MANETS don't need any infrastructure like base

stations, towers & antennas.

Risk Management is all about dealing with uncertain

outcomes of future events and the development of

strategies to deal with these uncertainties. Risk

Management deals with the planning, assessment,

and handling of future events to ensure favourable

outcomes and reducing the effects of unfavorable

conditions. Sound Risk Management is of increasing

interest among Banks and Financial institutions.

Minority Class Prediction from Highly Skewed

Unbalanced Data Sets

Development of Security Protocols for Payment

Services on Manets

Computational Intelligence Based Risk Management

11
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As the practice of advanced technology

applications in risk management increases,

financial firms are finding innovative ways to use

them practically and effectively. The recent

development in models, software and hardware,

and the market data to track risk are all

considered advances in Risk Management

Technology. These advances have affected all

three stages of risk management: identification,

measurement, and formulation of strategies.

Information technology when used in risk

management has three primary components:

Analytic models implemented using computer

software; computer hardware for capturing,

consolidating, and evaluation of new

information about changing risk, and data

describing the current and prior states of the

market. IT in Risk Management involves various

computational intelligence methods such as

neural networks, fuzzy sets and systems, genetic

algorithms, pattern recognition, etc. This project

deals with Risk Management in technologies

used by the BFSI Sector.

A Mobile Ad-Hoc Networks (MANET) consists

of wireless nodes with dynamic topology and

works in an environment without pre-existing

fixed network infrastructure. This project

focuses on the performance analysis of HRA.

As a first step, the simulation tool Glomosim

(Global Mobile Information System Simulator),

has been examined and simulation analysis of

HRA has been completed. It is proposed to carry

out comparative analysis with similar algorithms

(AODV, LAR, WRP, DSR) and conduct performance

evaluation for further improvements. It is also

proposed to explore fuzzy aspects in QoS routing

algorithms in a multi-objective framework.

The objectives of the project are: (i) To investigate the

need of multi-objective routing, and various QOS

parameters influencing these objectives in Mobile Ad

Hoc Networks (ii) To study the existing and propose

new Multi-objective routing supporting QOS

reservation, (iii) Simulate the proposed algorithms

using Network Simulator - 2 or Glomosim and (iv)

Compare the results obtained with the existing

algorithms and conduct performance evaluation for

further improvements.

The aim of a portfolio optimisation problem (POP) is

to find an optimal set out of available investment assets

with the objective of maximizing the profit. The

extension of POP by considering multiple objectives

such as maximizing the profit, minimizing the risk,

maximizing the reliability, and maximizing returns

over a period of time and maximizing the liquidity,

leads to the formulation of Multi-Objective Portfolio

Optimization Model (MOPOM).

This project focuses on the study of MOPOM. Various

methods for solving multi-objective optimization

problems exist such as weighting method, goal

programming, fuzzy programming, ant-colony

optimization, simulated annealing, genetic

algorithms (GA), etc. In this project, we focus on GA

and fuzzy programming approach for MOPOM.

The design of a tool “Optimizer” for solving MOPOM

using various methods is being carried out. This tool

solves the MOPOM class of problems like

Simulation Study of Hybrid Routing Algorithms

for Manet

Study of Multi-objective Portfolio Optimization

Models and itsApplication to Forex Investment

Research & Development



maximizing the profit for the given level of risk,

minimizing the risk for an expected level of

profit, etc. It is also planned to consider the forex

portfolio data of banks to test the validity of the

models studied.

The objectives of the project is to study Portfolio

and Investment Decision Problems of Banks,

investigate Multi-objective Fuzzy Risk Models

and study their application in Forex

Management, design and develop a Web Based

Decision Support Tool to solve various portfolio

risk models and calculating the VaR analysis.

Assets and Liabilities Management (ALM) is of

strategic importance to banks. ALM is a multi-

objective optimization problem and in the past,

linear programming (LP) was used to solve it.

LP however can accommodate only a single

objective function at a time. Since ALM

problems are multi-objective in nature, goal

programming (GP) was later on used. While GP

can accommodate multiple objective functions,

it demands the decision maker to give priorities

and targets for the goals and eventually performs

hierarchical optimization.

This project proposes to use fuzzy linear goal

programming (FLGP) and fuzzy non-linear

goal programming (FNLGP) to solve ALM

problems in banks. The advantage of using

FLGP and FNLGP is that one can model the

fuzziness involved in the problem and produce

several pareto-optimal solutions from which the

decision maker can choose the decision that

suits most.

In order to demonstrate the effectiveness of the

proposed methodology, the ALM problems of booth

and dash (1979) and Giokas and Vassiloglou (1991)

were re-formulated as FNLGP and FLGP problems

respectively and solved using threshold accepting and

simplex method respectively. The most significant

result of the present study is that the both FNLGP

and FLGP formulations yielded 'efficient' solutions

compared to the GP approach of booth and dash and

Giokas and Vasiloglou. Therefore, we can infer that

FLGP is a sound and viable alternative to GP for

solving ALM problems in banks.

In this project, ensemble models are developed to

accurately forecast software reliability. Various

statistical (multiple linear regression (MLR) and

multivariate adaptive regression splines (MARS) and

intelligent techniques (back propagation trained

neural network (BPNN), dynamic evolving

neurofuzzy inference system (DENFIS) and

TreeNet) constitute the ensembles presented.

Three linear ensembles and one non-linear ensemble

are designed and tested. Based on the experiments

that are performed on the software reliability data

obtained from literature, it is observed that the non-

linear ensembles outperformed all the other

ensembles and also the constituent statistical and

intelligent techniques.

This project proposes the use of wavelet neural

networks (WNN) to predict software reliability. In

WNN, we employed two kinds of wavelets Morlet

wavelet and Gaussian wavelet as transfer functions

resulting in two variants of WNN. The effectiveness

Fuzzy Linear and Non-linear Optimization

applied to solve Asset Liability Management

Problems in Banks

Software Reliability Prediction by Soft Computing

Techniques

Software Reliability Prediction using Wavelet Neural

Networks

13
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of WNN is demonstrated on a data set taken

from literature.

Its performance is compared with that of

multiple linear regression (MLR), multivariate

adaptive regression splines (MARS), back

propagation trained neural network (BPNN),

threshold accepting trained neural network

(TANN), pi-sigma network (PSN), general

regression neural network (GRNN), dynamic

evolving neurofuzzy inference system

(DENFIS) and TreeNet in terms of normalized

root mean square error (NRMSE) obtained on

test data. Based on the experiments performed, it

is observed that the WNN outperformed all

other techniques.

Software development has become an essential

investment for many organizations. Software

engineering practitioners are concerned about

accurately predicting the cost and quality of

software products under development. No

model has proved to be successful at effectively

and consis tent ly predict ing sof tware

development costs.

This project proposes to use wavelet neural

network (WNN) to forecast the software

development effort. We used two types of WNN

with Morlet function and Gaussian function as

transfer function and also proposed threshold

acceptance training algorithm for wavelet neural

network (TAWNN).

The effectiveness of the WNN variants is

compared with other techniques such as

Multilayer Perceptron, Radial Basis Function

Network, Multiple Linear Regression, Dynamic

Evolving Neuro-Fuzzy Inference System and

Support Vector Machine in terms of the error measure,

which is Mean Magnitude Relative Error obtained on

Canadian Financial (CF) dataset and IBM Data

Processing Services (IBMDPS) dataset.

Based on the experiments, it is observed that the

WNN-Morlet for CF dataset and WNN-Gaussian for

IBMDPS outperformed all other techniques. Further,

TAWNN outperformed all other techniques except

WNN.

This project proposes an application of new principal

component neural network (PCNN) architecture to

bankruptcy prediction problem in commercial banks.

A new feature subset selection (FSS) algorithm is also

proposed.

In this architecture, the hidden layer is completely

replaced by a 'principal component layer'. This layer

consists of a few selected principal components that

perform the function of hidden nodes. Moreover, this

study proposes an algorithm based on the threshold

accepting (TA) meta-heuristic to train the PCNN.

The architecture reduces the number of weights by a

great number as there are no formal connections

between the input layer and the principal component

layer.

The efficacy of the algorithm is tested on the Spanish

banks dataset and Turkish banks dataset. The results

showed high generalization power of PCNN in the

10-fold cross-validation and also the feature subsets

selected in each of the examples showed high

discriminating power.

Software Cost Estimation Using Wavelet Neural

Networks

Threshold Accepting Trained Principal Component

Neural Network and Feature Subset Selection :

Application to Bankruptcy Prediction In Banks
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PCNN is also compared with PCA-TANN and

PCA-BPNN, which have PCA as the

preprocessor and have one hidden layer each.

Further, comparisons are also made with

TANN and BPNN. All these classifiers are

compared with respect to the AUC (area under

the receiver operating characteristic (ROC)

curve) criterion. ROC curve is drawn for each

classifier with sensitivity on the X-axis and one-

specificity on the Y-axis.

Based on the experiments conducted, it is

inferred that the proposed PCNN hybrids

outperformed other classifiers in terms of AUC.

It is also observed that the proposed feature

subset selection algorithm is very stable and

powerful.

In the bankruptcy prediction literature,

researchers have proposed various techniques

such as neural networks, regression analysis, etc.

But, in practice, the number of bankrupt banks

is very low compared to that of non-bankrupt

banks, at least in the Indian context. This

induces the problem of data imbalance.

With a view to overcome this problem, Baek and

Cho [1] proposed an Auto Associative Neural

Network (AANN) trained with one class, i.e.,

solvent banks' data. We proposed and

implemented a variant for Baek and Cho's

neural network and named it Modified Great

Deluge Algorithm based Auto Associative

Neural Network (MGDAAANN), wherein a

meta-heuristic is used to train the auto

associative neural network.

The efficacy of the MGDAAANN is demonstrated on

three bankruptcy data sets taken from the literature.

Results indicate that MGDAAANN is a viable single-

class classifier to predict bankruptcy in banks with

high accuracy. Further, some of the MGDAAANN

variants outperformed popular two-class classifiers

such as RBF, orthogonal RBF, MLP, SVM and

ANFIS.

Digital watermarking is one of the solutions to ensure

copyright protection of multimedia content. Usually

images undergo rounding error problem due to

frequently used mathematical rounding when

converting from frequency domain to spatial domain.

A Watermark hidden in the frequency domain of an

image is retrieved incorrectly due to this frequently

used rounding approach. The simple rounding

causes numerous errors in the embedded watermark

especially when it is large.

In this project, watermark is embedded into the low

frequency bands to maintain good robustness against

image processing attacks. Earlier, genetic algorithms

were used to adjust the watermarked image in order

to retrieve the correct watermark. The application of

genetic algorithms degrades the image quality in

terms of Peak Signal to Noise Ratio (PSNR) value. So

to maintain good PSNR value, we used Hopfield

neural network to retrieve the correct watermark.

The Hopfield neural network (HNN) is used to

extract the correct watermark from the watermark

affected by rounding errors. HNN is a recurrent

artificial neural network and is guaranteed to

converge to a stable state. It is a blind watermarking

technique because it does not require the original

host image during the detection process. Well known

Modified Great Deluge Algorithm Based Auto

Associative Neural Network for Bankruptcy

Prediction In Banks

Efficient Watermark Retrieval by Using Hopfield

Neural Network
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images such as Lena, Baboon and Barbara and

two different watermarks are used for

illustration.

This work presents a comprehensive review of

the work done from 1968-2005 in the application

of statistical and intelligent techniques to solve

the bankruptcy prediction problem faced by

banks and firms. The review is categorised by

taking the type of technique applied to solve this

problem as an important dimension.

Accordingly, the research papers is grouped in

the following families of techniques: (i)

statistical techniques, (ii) neural networks, (iii)

case-based reasoning, (iv) decision trees, (v)

operational research, (vi) evolutionar y

approaches, (vii) rough set based techniques,

(viii) other techniques subsuming fuzzy logic,

support vector machine and isotonic separation

and (ix) soft computing subsuming seamless

hybridization of all the above-mentioned

techniques.

Of particular significance is that in each paper,

the review highlights the source of data sets,

financial ratios used, country of origin, timeline

of study and the comparative performance of

techniques in terms of prediction accuracy. The

review also lists some important directions for

future research.

This work presents a soft computing based bank

performance prediction system. It is an ensemble

system whose constituent models are a multi-

layered feed forward neural network trained

with back-propagation (MLFF-BP), a probabilistic

neural network (PNN), a radial basis function neural

network (RBFN), support vector machine (SVM),

classification and regression trees (CART) and a fuzzy

rule based classifier.

Further, principal component analysis (PCA) based

hybrid neural networks such as PCA-MLFF-BP,

PCA-PNN and PCA-RBF are also included as

constituents. Moreover, GRNN and PNN were

trained with a genetic algorithm to optimize the

smoothing factors. Two ensembles (i) simple majority

voting based and (ii) weightage based are

implemented.

This system predicts the performance of a bank in the

coming financial year based on its previous two-years'

financial data. Ten-fold cross-validation have been

performed in training sessions and results are

validated with an independent production set. It is

demonstrated that the ensemble is able to yield lower

Type I and II errors compared to its constituent

models. Further, the ensemble also outperformed an

earlier study that used multivariate discriminant

analysis (MDA), MLFF-BP and human judgement.

In this work, a novel online evolving fuzzy clustering

method that extends the evolving clustering method

(ECM) of Kasabov and Song (2002), called EFCM is

presented. Since it is an online algorithm, the fuzzy

membership matrix of the data is updated whenever

the existing cluster expands, or a new cluster is formed.

EFCM does not need the numbers of the clusters to be

pre-defined.

The algorithm is tested on several benchmark datasets,

such as Iris, Wine, Glass, E-Coli, Yeast and Italian

Olive oils. EFCM results in the least objective function

value compared to the ECM and Fuzzy C-Means. It is

Bankruptcy Prediction In Banks and Firms via

Statistical and Intelligent Techniques: AReview

Soft Computing System for Bank Performance

Prediction

Online Evolving Fuzzy Clustering
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significantly faster than any of the off-line

batch-mode clustering algorithms. A

methodology is also proposed for using the Xie-

Beni cluster validity measure to optimize the

number of clusters.

This work presents an algorithm to train radial

basis function neural networks (RBFN) in a

semi-online manner. It employs the online,

evolving clustering algorithm of Kasabov and

Song (2002) in the unsupervised training part of

the RBFN and the ordinary least squares

estimation technique for the supervised

training part. Its effectiveness is demonstrated

on two problems related to bankruptcy

prediction in financial engineering.

In all the cases, ten-fold cross validation was

p e r f o r m e d . T h e p r e s e n t a l g o r i t h m ,

implemented in two variants, yielded more

sensitivity compared to the multi-layer

perceptron trained by back propagation (MLP)

algorithm over all the problems studied. Based

on the results, it can be inferred that the semi-

online RBFN without linear terms is better than

other neural network techniques.

By taking the Area under the ROC curve (AUC)

as the performance metric, the proposed

algorithms, viz., semi-online RBFN with and

without linear terms are compared with

classifiers such as ANFIS, TreeNet, SVM, MLP,

Linear RBF, RSES and Orthogonal RBF. The

TreeNet outperformed both the variants of the

semi-online RBFN in both data sets.

Rule extraction is a feature which put the multi-layer

perceptron on the same footing as the decision trees,

because the extracted rules would provide additional

insights into the data set in terms of the knowledge

extracted and would be very well used as an expert

system. This feature removed the 'black-box' stigma

over the multi-layer perceptrons.

On the other hand, genetic algorithms are extremely

powerful in finding global optimal solutions to a

variety of non-linear and non-convex problems.

Mahfoud and Mani (1996) were the first to use

genetic algorithms for extracting 'if-then' rules for

financial forecasting. Shin and Lee (2002), and Kim

and Han (2003) used different ways of employing

genetic algorithms for extracting 'if-then' rules from

bankruptcy datasets for bankruptcy prediction. Later,

Shelokar et al (2004) employed ant colony

optimization to extract 'if-then' rules.

This project applies other metaheuristics such as

differential evolution, particle swarm optimisation

and threshold accepting to extract 'if-then' rules to

solve benchmark data sets and financial engineering

problems and compare the results with those of the

earlier methods. Further, we would like to test hybrid

methods where several rule extraction algorithms

would act as preprocessors and give initial set of rules

to the metaheursitcs to work with.

We would also be testing the performance of these

hybrid methods on benchmark datasets and financial

engineering problems. The aim of this project is to

offer early warning expert systems to solve financial

engineering problems such as bankruptcy prediction,

churn modeling, fraud detection, etc.

A Semi-Online Training Algorithm for Radial

Basis Function Neural Networks: Applications

to Bankruptcy Prediction In Banks

Rule Extraction from Global Optimization

Techniques
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Rule Extraction from Neural Networks and

Support Vector Machines

XML Document Editor

Palmprint Classification and Authentication based on

Principal Lines

Semi-fragile Digital Watermarking for Image

Authentication

Support Vector Machines (SVMs) have shown

superior performance compared to other

machine learning techniques, especially for

classification problems. An inability to explain

the process by which a learning result was

reached and why a decision is being made, is

crucial in some applications security and

bankruptcy prediction, etc.

In this research, a novel hybrid approach for rule

extraction based SVM is presented. This

approach handles rule-extraction as a learning

task, which proceeds in three major steps. In the

first step, we use training patterns with class

labels to build an SVM model, which in turn

gives the support vectors acceptable accuracy.

Using the support vectors given by the SVM

model as the first step, the second step is to

generate Fuzzy Rule Base using the information

provided by the support vectors. In the final step,

the resulting rule set is tested using the test data

of the available data.

The output rule sets are verified against available

knowledge for the domain problem of

bankruptcy prediction and other classification

techniques to assure the correctness and validity

of the extracted rules. The quality of the

extracted rules is then evaluated in terms of

fidelity, coverage and comprehensibility.

Worldwide Organisations like XBRL, IFX,

OFX, etc., have been standardising the Financial

Message Exchange Formats in XSD - XML

Schema Definition Format enabling Straight

Through Processing across enterprises. An XML

Document Editor is being developed, which would be

capable of performing editing operations like creating,

editing, sending, saving, searching, sorting, etc., on

XML documents.

Palmprint authentication and identification methods

required to match the input palmprint against a large

number of palmprints in a database is very time

consuming because of the huge size of the databases.

To reduce the search time and computational

complexity, it is desirable to classify palmprints into

several categories such that the input palmprint needs

to be matched only with the palmprints in its

corresponding category, which is a subset of

palmprints in the database.

This research proposes to extract the principal lines

and use them to classify the palmprint database. The

method is to preprocess the palmprint image, extract

the principal line and find the distance it travels along

the palm. According to this distance, the database is

classified into one or a combination of several

categories. Thereafter, authentication of the person is

done using filiformity method from the classified

database.

As the Internet and the World Wide Web have gained

great popularity, it has become commonplace to make

collections of images stored on internet-attached

servers, and this has magnified the need for image

copyright protection. Protection systems involve the

use of both encryption and authentication techniques.

Digital watermarking is a solution for restraining the

falsification and illegal distribution of digital

Research & Development



multimedia files. A digital watermark is a signal

that carries information added to the digital

content that can be later extracted and analyzed,

if some future allegation is made about its

content.

A novel fragile watermarking approach is

proposed, which embeds a watermark in the

discrete wavelet domain of the image by

quantizing the corresponding co-efficients and

provides information on specific frequencies of

the image that have been modified. We embed

the mark by quantizing the coefficients to a pre-

specified degree, which provides the flexibility to

make the tamper-proofing techniques as

sensitive to changes in the signal as desired.

Tamper detection is possible in localized spatial

and frequency regions. In addition, multiple

watermarks can be simultaneously embedded

into same image by defining fixed quantization

parameters value and changing the coordinates

of the image to provide more information for

image authentication.

The pace of business today unfortunately leads

many users to take unethical shortcuts to get the

data they want, including stealing, duplicating

or passing it off as their own. The piracy of

digital assets such as software, images, video,

audio and text has long been a concern for

owners of these assets. Protection of these assets

is usually based upon the insertion of digital

watermarks into the data. It is a crucial issue to

protect the copyrights of relational data.

In order to make watermarking information

more intuitive and easier to identify, a

watermark embedding and detection algorithm is

proposed, which embeds a watermark into relational

database. This technique marks only numeric

attributes and assumes that the marked attributes can

tolerate changes in some of the values.

A smart card based banking delivery channel that will

introduce remote banking services in developing

countries like India is envisaged. The current card

based payment systems (using debit and credit cards)

work with magnetic stripes carrying sensitive Track 2

information. Using smart cards to carry this

information will enhance the security features of the

delivery channel as well as provide added

functionality in the banking services offered to remote

rural customers.

EMV has proposed a protocol that governs the

communication between a terminal and a card.

However, customer authentication and authorisation

is handled using Personal Identification Number

(PIN). The method of using PIN is found unsuitable

for rural customers as majority of them are illiterate.

This research proposes that the cardholder

verification method in EMV should accommodate a

biometric authentication method. As of now, there are

no standards for biometric authentication. This

research examines two classes of fingerprint matching

techniques as possible authentication mechanisms.

The first is correlation-based techniques and second

is minutiae-based techniques.

This research examines the security related problems

in introducing mobile payment systems with

reference to India. There are a wide variety of

technologies and business models needed to establish

Digital Watermarking for Relational Databases

BiometricAuthentication for EMV Protocol

Security Standards for Mobile Payment Systems
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a mobile-based payment system. While

telecommunication operators like GSM/CDMA

offer an adequate level of transport layer security

(that provides confidentiality), this alone is not

sufficient for a payment system.

For a payment system to be completely secure, it

has to address the problems of authentication,

message integrity and non-repudiation. This is

only possible by introducing a public key

infrastructure (PKI) framework for mobile

payment systems. Protocols using a PKI-

enabled secure communication for merchant

payments and peer-to-peer funds transfer are

being constructed. The issues that arise in

clearing and settlement of mobile payments are

also being addressed.

With the rapid deployment of electronic

commerce and communications globally, the

security of electronic transactions and records

has become a pivotal concern. To exploit fully the

inherent advantages of the Internet and other

computer networks, and to promote the

continued growth of e-commerce, reliable

Public Key Infrastructure (PKI) systems are

required to provide the much-needed

identification, authentication, confidentiality

and non-repudiation.

With the growing PKI systems, there is a need

for ensuring reliability, robustness and

compliance requirements of these PKI systems.

This project aims at producing a computer aided

audit tool (CAAT) to check the robustness and

compliance levels of a PKI system with reference

to the stipulations laid down by the Controller of

Certifying Authorities.

In this project, we present the application of data

mining to solve customer churn prediction problem

concerning bank credit cards. We developed an

ensemble system incorporating majority voting,

wherein multi-layer perceptron (MLP), logistic

regression (LR), decision tree (J48), random forest

(RF), radial basis function network (RBF) and

support vector machine (SVM) are chosen as

constituents. The dataset is taken from Business

Intelligence Cup organized by the University of Chile

in 2004. Since, it is a highly unbalanced dataset with

93% loyal and 7% churned customers, we followed

separate methods for (i) under-sampling (ii) over-

sampling (iii) combination of under-sampling and

over-sampling and (iv) SMOTE technique for

balancing the dataset. Further, ten-fold cross-

validation is also performed while testing the

classifiers. The results indicate that with the help of

SMOTING, we can achieve good level of accuracy in

predicting both the churned and loyal customers.

Further, SMOTING and combination of under-

sampling and over-sampling improved sensitivity and

overall accuracy in majority voting. In addition,

classification and regression tree (CART) is used for

the purpose of feature selection, which resulted in

some numeric variables and no categorical variables

as the most important variables. The reduced feature

set is fed to the six classifiers mentioned above. Thus,

this project outlines the future directions in terms of

most important predictor variables in solving credit

card churn prediction problem. Moreover, rules

Auditing PKI Systems

Predicting Credit Card Customer Churn in Banks

using Data Mining
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generated by decision tree J48 act as an early-

warning expert system.

In this project, we propose a simple and easily

interpretable fuzzy 'if-then' rule based early

warning expert system for bankruptcy

prediction in banks. The datasets analyzed

pertain to Turkish banks, Spanish banks and UK

banks. The architecture of the system proposed

works in two phases: feature selection phase and

rule generation and optimization phase. In

feature selection phase, top features are selected

using Wavelet Neural Network (WNN) based

algorithm, t-statistic and fisher statistic. In each

case, top five features are selected for all datasets.

In the second phase, the five feature datasets are

fed as input to a fuzzy rule based classifier

(FRBC) that performs rule generation and rule

base optimization. The rule bases profile the

datasets completely and help the domain experts

to interpret the bankruptcy prediction problem

with ease. Ten fold cross validation is performed

throughout the experiment. The common rule

base is finalized based on the frequency of the

presence of a rule in each fold. The experiments

are conducted for 2 partitions, 3 partitions and 4

partitions separately and AUC criterion is used

to recommend the most optimal partition and

the feature selection algorithm to the decision

maker. Based on the numerical experiments, we

infer that FRBC with feature selection is a viable

alternative to many classifiers available in

literature to solve bankruptcy prediction

problem in banks.

This project develops a hybrid global optimization

meta-heur i s t i c methodology for so lv ing

unconstrained optimization problems. It comprises

two global optimization algorithms viz. Differential

Evolution (DE) and Threshold Accepting (TA).

While working with DE on benchmark problems, we

noticed that it slows down before convergence is

achieved. After analyzing the possible reason for this

shortcoming, we propose DETA to address it. The

hybrid, to be called DETA, works in two phases.

Phase 1 implements the original DE with relaxed

convergence criterion. Then a switchover is made

from phase 1 to phase 2. In phase 2, TA is used to

quickly guide the search to global optimum.

Performance of DETA hybrid is compared with that

of DE on 26 unconstrained benchmark problems.

The results obtained indicate that DETA hybrid is

much superior to DE in terms of speed for the same

level of accuracy.

In this study, differential evolution algorithm (DE) is

proposed to train a wavelet neural network (WNN).

The resulting network is named as differential

evolution trained wavelet neural network

(DEWNN). The efficacy of DEWNN is tested on

bankruptcy prediction datasets viz. US banks,

Turkish banks and Spanish banks. Further, its efficacy

is also tested on benchmark datasets such as Iris, Wine

and Wisconsin Breast Cancer. Moreover, Garson's

algorithm for feature selection in multi-layer

perceptron is adapted in the case of DEWNN. The

performance of DEWNN is compared with that of

Feature Selection and Fuzzy Rule Based

Classifier applied to Bankruptcy Prediction in

Banks

Differential Evolution and Threshold Accepting

HybridAlgorithm for Unconstrained Optimization

Differential Evolution Trained Wavelet Neural

Networks: Application to Bankruptcy Prediction in

Banks
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threshold accepting trained wavelet neural

network (TAWNN) (Vinay Kumar et al, 2008)

and the original wavelet neural network (WNN)

in the case of all data sets without feature

selection and also in the case of four data sets

where feature selection was performed. The

whole experimentation is conducted using 10-

fold cross validation method. Results show that

soft computing hybrids viz., DEWNN and

TAWNN outperformed the original WNN in

terms of accuracy and sensitivity across all

problems. Furthermore, DEWNN outscored

TAWNN in terms of accuracy and sensitivity

across all problems except Turkish banks dataset.

This project develops and presents a novel

efficiency measurement technique, Data

Envelopment Analysis (DEA) - Fuzzy Multi

Attribute Decision Making (FMADM) Hybrid

to measure the efficiency levels of Indian banks

and eventually rank them. Ranking of banks is

formulated as an FMADM problem, where the

evaluation criteria (financial ratios) are treated

as fuzzy sets and banks are considered as

alternatives. DEA is employed as a preprocessor,

where the resultant efficiency levels are

considered as membership values of all decision

making units (DMUs) viz., banks in six different

fuzzy evaluation criteria. The weights of all the

evaluation criteria are obtained from a banking

domain expert. Compensatory “and” and

Product operators are used to aggregate the

fuzzy sets involved in the process. The results

indicate that these two operators yielded exactly

identical ranking for the banks. The significant

observation from the present study is that DEA can be

used as an efficient alternative to fuzzy membership

generation methods in the context of the traditional

FMADM. Finally, the rankings obtained by the DEA-

FMADM hybrid are very much in line with the

domain expert's gut feel and expectation.

This project presents a novel hybrid intelligent system

in the framework of soft computing to predict the

failure of banks. The hybrid intelligent system uses

Support Vector machines (SVM) and Wavelet Neural

Networks (WNN) in tandem. First, Support vectors

that are critical in classifying samples are extracted

from SVM. Then these support vectors are used to

train the Wavelet Neural network. In addition,

Garson's algorithm for feature selection is adapted

and employed in the context of WNN. Therefore, this

new hybrid accomplishes horizontal as well as vertical

reduction in the dataset as support vectors reduce the

pattern space dimension and the Garson's algorithm

for WNN reduce the feature space dimension. The

effectiveness of this hybrid is demonstrated in US

banks dataset, Turkish banks dataset, UK banks

dataset and Spanish banks dataset. The hybrid

outperformed both SVM and WNN applied in the

standalone mode on these datasets in the case of full

feature set as well as reduced feature set.

This project presents a novel hybrid intelligent system

in the framework of soft computing to predict the

failure of dotcom companies. The hybrid intelligent

Indian Banks' Productivity Ranking via Data

Envelopment Analysis and Fuzzy Multi Attribute

Decision Making hybrid

Support Vector Machine and Wavelet Neural Network

Hybrid: Application to Bankruptcy Prediction in

Banks

Failure Prediction of Dotcom Companies Using

Hybrid Intelligent Techniques
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system comprises the techniques such as a

Multi-layer Perceptrons (MLP), Random Forest

(RF), Logistic Regression (LR), Support Vector

Machine (SVM), Classification and Regression

Trees (CART). The dataset collected from

Wharton Research Data Services (WRDS)

consists of 240 dotcom companies (also known

as click-and-mortar companies), of which 120

are failed and 120 are healthy. Ten-fold cross

validation is performed on the data set for all the

techniques considered in their stand-alone

mode. Further, two hybrid techniques viz.,

ensembling and boosting are employed to

improve the accuracies. Moreover, t-test is

performed on the dataset for feature selection

purposes and the reduced feature subset with ten

features is extracted. The reduced feature subset

is tested with all the techniques and then

ensembling and boosting is done for the reduced

feature subset. Results supported by Receiver

Operating Characteristic (ROC) curve indicate

that the important features extracted by the t-test

based feature subset selection yielded very high

accuracies for all the techniques. Furthermore,

the results are superior to those reported in

previous studies on the same data set.

Recognition of palmprints is based on features

like palm lines, texture, ridges, etc. Several line

and texture extraction techniques have already

been proposed. In this project, we proposed a

novel technique, 'filiformity' to extract the line

like features from the palm. We also extracted

texture features using Gabor filter from the

palmprint image. Performance of the two

techniques is determined individually. A sum rule is

applied to combine the features obtained from the two

techniques to develop an intra-modal system. Fusion

is applied at both feature level as well as matching

level for the authenticat ion mechanism.

Performances of the system improved both in False

Acceptance Rate (FAR) as well as Genuine

Acceptance Rate (GAR) aspects in the intra-modal

system.

Single biometric system has certain inherent

problems such as noisy sensor data, non-universality

of biometric trait, restricted degrees of freedom and

unaccepted error rates. Multi-biometric system tries

to overcome these problems by providing multiple

evidences of the same identity. One other advantage is

spoofing of these multi-biometrics simultaneously

becomes more difficult for an intruder. In this project,

Iris and Palmprint are the two biometrics used to

build multi-biometric system. Information presented

by these two biometrics is fused to make the system

efficient. Here fusion of two modalities is done at the

matching score level by using a technique called Sum

Rule. This project presented experimental results of

an Iris recognition, Palmprint Authentication and

Multibiometric System (fusion of Iris and

Palmprint). An experimental result shows that the

Multimodal biometric system is efficient compared to

unimodal biometric system.

The pattern of human iris differs from person to

person, even between monocular twins. This project

proposes a modified iris localization method and

normalization method. In the iris localization, after

inverting the iris image, edges are detected by using

the canny edge detection. The average of the edge

Signal Processing for Image Enhancement and

Multimedia Processing

Multi-modal Biometric System

ANovel Iris Recognition System
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points is taken as coarse center of the pupil.

Using coarse center of the pupil, Circular

Hough Transform method is applied to

determine the location of the iris boundaries.

The normalization is used for converting the

circular iris into rectangular form with fixed

dimensions. The proposed method is for non-

concentric iris. In this project, 2D Log-Gabor

Filters are used for feature extraction and

hamming distance is used for matching.

This project deals with the formulation of

portfolio optimization problems involving

single and multiple objectives. The basic

concept of Pareto optimality and efficient

frontier along with various solution techniques

for multi-objective portfolio optimization

problem (MOPOP) are explained. We used the

approach developed by Matthias Ehrgott,

Kathrin Klamroth and Christian Schwehm for

implementing the MOPOP problem and

improved the performance of the portfolio.

Examples of a bi-objective and penta objective

portfolio optimization problems are considered

to illustrate the MOPOP along with numerical

results of the solution.

Grid delegation is the procedure by which a

valid user endows another user or a program or

service with the ability to act on that user's

behalf. Delegation is the primary form of

authorization in grids. The large and

geographical ly dis t r ibuted, dynamic ,

heterogeneous and scalable grid environment

poses unique delegation requirements. Presently,

there are no standard mechanisms to guide grid

delegation. As credential delegation has its own

limitations in a dynamic grid environment, a new

conceptual model is required to effectively formulate

the grid delegation requirements. In this project, we

present a framework called Role - Based Grid

Delegation Model (RB-GDM) for delegating access

rights in grids. The basic unit of delegation in our

model is role. Derived from the standard RBAC

formalisms, this framework explores various

approaches for authorization and revocation of

delegation.

In this project, a novel mutual authentication and key

management protocol is proposed, which satisfies

most of the security requirements like mutual

authentication, confidentiality, integrity for one hop

communication in mobile adhoc networks. There is

no pre-key distribution and key storage for making

protected data transmission in vulnerable wireless

link. Common secret key is generated only between

the communicating peers on the fly to provide secure

communication simultaneously while performing

authentication. The proposed protocol does not

require an online centralized authority in the active

phase of the network. We use a hybrid cryptographic

technique, which is a combination of RSA and elliptic

curve cryptography (ECC) to achieve efficient

mutual authentication and key agreement. Proposed

protocol requires reasonable resources in terms of

computation and communication overhead and

provides higher security, which will be suitable for

value added applications, using MANET nodes.

Multi Objective Portfolio Optimization Models

and its solution using GeneticAlgorithms

Authentication and Dynamic Key Management

Protocol Based on Certified Tokens for MANETs

RB-GDM:ARole-Based Grid Delegation Model

Research & Development



MONITORING MPLS: The performance of the INFINET MPLS Network being monitored to
ensure the best quality of service for the Banking and Financial Sector

BETTER BANKING: A team of IDRBTians providing round the clock technology support to banks
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4. Technology Services

T he Institute offers technology services to the Indian Banking and Financial Sector

as part of its initiative to ensure that the best of technology is utilized by the sector to

provide convenient banking services to the common man. These services include INdian

FInancial NETwork (INFINET); Certifying Authority Services; Structured Financial

Messaging System; National Financial Switch; and Mail Messaging Services.

INdian FInancial NETwork (INFINET)

Structured Financial Messaging System (SFMS)

The Institute is in the process of migrating the

INFINET Network to the MPLS Technology.

This will enable on demand bandwidth

allocation for Banks and Financial Institutions.

T h e I N F I N E T M P L S w i l l b e t h e

communication backbone for the National

Payments System, which will cater mainly to

inter-bank applications like RTGS, Delivery Vs

Payment (DVP), Government Transactions,

Automatic Clearing House (ACH), etc.

The MPLS project is being implemented in two

phases. In the first phase, all RBI locations and

IDRBT will be covered, which represents the

backbone network of the INFINET.

Subsequently, the migration of access network

where the commercial banks are involved will be

taken up for implementation. The first phase also has

been further sub-divided into phase 1A

(12 locations) and 1B (remaining 28 locations).

Further, as part of Phase 1A, 10 banks were included

in the pilot testing. In this process, Punjab and Sind

Bank, Punjab National Bank and PNB Gilts were

migrated to the MPLS Network and all the RBI

applications on the Network were tested. The

Institute is working towards ensuring smooth

migration of banks to MPLS in a phased manner.

The SFMS with its unique features is gaining

momentum and has expanded by around 20% over

the last one year. Banks are increasingly using the

same for National Electronic Funds Transfer

(NEFT), Real Time Gross Settlement (RTGS) and

other internal applications.
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IFSC Directory

NEFT implementation through SFMS

Trade Finance Messages under SFMS

Common Gateway for Small Banks

India SFMS Forum

The IFSC Directory has been hosted by IDRBT

as a part of the technology infrastructure

initiative being created for the banking and

financial sector.

Participation of banks in NEFT has

tremendously increased during the year. In

order to assist the banks in joining

SFMS/NEFT, a task force has been formed with

representation from RBI, IDRBT, Public Sector,

Private Sector, Cooperative Sector and Foreign

Banks.

Under the initiative of the IBA, an increasing

number of banks are participating in Category 7

Series messages pertaining to Letters of Credit.

Introduction of Category 4 messages are on the

anvil.

The infrastructure for providing a cost-effective

solution to the small and mid-sized banks

enabling them to participate in SFMS and

NEFT has been operationalised.

To popularize and to create an interactive

forum, IDRBT has formed an India SFMS

Forum. This forum consists of banks in three

groups - Technological, Business and Message

groups.

The IDRBT Certifying Authority has issued

over 97,000 Digital Certificates. The Banks /

Financial Institutions are using certificates issued by

IDRBT CA for RTGS, CFMS, Corporate e-mail,

SFMS, CTS, Internet Banking Web Server, OLTAS

and CCIL settlement applications.

Further, 133 Registration Authority Offices have been

created covering 33 Public Sector Banks, 31 Private

Sector Banks and 5 Financial Institutions. These also

include 16 Registration Authority Offices created for

State Bank of India.

Forty Five RA Offices for all Regional Offices and

Central Office Departments of Reserve Bank of India

are also in operation. IDRBT is also acting as

Registration Authority Office for banks and financial

institutions that do not have an RA set up.

The National Financial Switch (NFS) continues to

facilitate routing of ATM transactions through inter-

connectivity between the Bank's Switches and is now

the largest Network of shared ATMs in the country.

The Institute used to charge Rs. 2/- for providing this

facility of switching (routing) the transactions of

various member banks. With a view to encouraging

all banks to the join NFS network for widening the

coverage of ATMs and thereby providing easier access

to customers as also to promote greater use of ATM as

an important payment system infrastructure, the

IDRBT waived off the switching fee of Rs. 2/- with

effect from December 3, 2007. It is hoped that this

will promote use of ATM as shared infrastructure of

all banks benefiting all customers and taking the

technology to the common man thereby contributing

to a techno-banking culture all over the country. This

opens up an opportunity for banks to reduce costs by

routing inter-bank ATM transactions through NFS.

Certifying Authority Services (CA)

National Financial Switch (NFS)

27

Technology Services
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The NFS now connects 20,203 ATMs of Thirty

(30) banks, namely Allahabad Bank, Andhra

Bank, Axis Bank, Bank of Baroda, Bank of

Maharashtra, Canara Bank, Catholic Syrian

Bank, City Union Bank, Corporation Bank,

Cosmos Cooperative Bank, Dena Bank,

Development Credit Bank, Dhanalakshmi

Bank, HDFC Bank, ICICI Bank, IDBI Bank,

Indian Bank, Indian Overseas Bank, IndusInd

Bank, Jammu and Kashmir Bank, Karnataka

Bank, Karur Vysya Bank, Oriental Bank of

Commerce, Punjab National Bank, South

Indian Bank, Tamilnad Mercantile Bank,

Vijaya Bank, United Bank of India, Union

Bank of India, and Yes Bank Limited.

The Institute's Mail Messaging System serves as the

mail gateway for the Indian Banking and Financial

Sector. Over 16 Public Sector Banks and the Reserve

Bank of India are utilizing this backbone. The

Institute, under the aegis of Mail Messaging, provides

the following services:

Domain name hosting of websites of banks

Web Interface & Website Hosting

Mail routing for all member banks.

Filtering & scanning of mails for spam & viruses.

Mail Messaging System (MMS)

�

�

�

�

Technology Services

SERVING MPLS: An IDRBTian explains the specifics of MPLS to Shri. Hamad Al-Sayari, Governor,
Saudi Arabian Monetary Agency, during his visit to the Institute on February 06, 2008.



Research Fellows working towards their Ph.D
in various areas of Banking Technology in the Institute

RESEARCHING BANKING TECHNOLOGIES:

BANKING BONDS: Deputy Governors and Executive Directors of Central Banks of SAARC
Countries get together with staff members of RBI and IDRBT for a special moment

during their visit to the Institute on June 30, 2008
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5. Educational Programmes

T he Institute offers educational programmes designed specifically to meet the

technology-staffing requirements of the Indian Banking and Financial Sector.

Currently, the Institute offers the unique M.Tech Course in Information Technology

with specialization in Banking Technology and Information Security; Ph.D

Programme in various areas of Banking Technology; and Executive Development

Programmes.

Ph.D. Programme

M.Tech. (IT) Programme

IDRBT is recognized by the University of

Hyderabad (UoH) as a centre for pursuing

Research towards Ph.D. under external category

in the areas of Information Technology/

Management and related areas.

Presently, seven students are pursuing Ph.D. in

IDRBT. The areas they are working on include

Computational Intelligence Based Risk

Management; Rule Extraction from Classifiers

Based on Optimizat ion Techniques;

Development of Security Protocols for Payment

Services on Mobile Adhoc Networks; Rule

E x t r a c t i o n f r o m N e u r a l N e t w o r k s ;

Authentication Protocols for Wireless

Networks; Class Prediction from Highly

Overlapped and Imbalanced Data Sets; and

Access Control Modeling for Grid Computing

Systems

The Institute offers a two-year regular M.Tech

Course in Information Technology with

specialization in Banking Technology and

Information Security in collaboration with University

of Hyderabad. The course has 25 seats, out of which

20 seats are for direct GATE-qualified candidates

while five seats are for candidates working in the

Indian Banking and Financial Sector.

The curriculum, spread over four semesters, consists

of courses on Core Computer Science, Banking

Technology and Information Security, which provide

a right mix of various aspects of Computer and

Information Security. In addition to the regular

course work prescribed by the University, IDRBT also
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conducts an orientation programme for the

students of M.Tech. (IT) covering the basic

structure of banking and various procedural

areas, which needs to be understood as a pre-

requisite to the regular banking technology

course.

The various courses taught in the M.Tech.

Programme includes Banking Technology,

Cryptography, Quantitative Techniques in

Finance, Java & Script Writing, Computer

Networks and Distributed Systems, Database

Management Systems, Software Engineering,

E-Commerce and Payment Systems, Network

Programming and Web Services, Data

Warehousing and Data Mining, Sof t

Computing in Finance, Systems Security, Grid

Computing, and Embedded Systems. The

curriculum also includes a one-year project in various

aspects of application of technology to banking

related problems.

The demand for students graduating from the

Institute has always been more than the number of

students passing out of the Institute's courses. The

students of the 2006-2008 have been placed through

campus placements in various reputed organizations

including Tata Consultancy Services, IBM,

Cognizant Technology Solutions, etc.

The objective of the Institute's Executive

Development Programmes is to improve the

Placements

Executive Development Programmes
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Educational Programmes

STRENGTHENING FOUNDATIONS: Dr. N. Krishna Mohan, Director, IDRBT (Centre),
Shri. K. Chandrachoodan, Chief General Manager, INFINET & Services; and Prof. Prabhati Pati,

Administrative Staff College of India; address the employees of the Institute during the
Foundation Day Celebrations on October 19, 2007
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efficiency of IT operations in the Banks; focus

attention on Emerging Technology areas such

as Mobile Banking; facilitate compliance with

international best practices; and to help banks to

synchronize IT objectives with business

objectives. These programmes are an integral

part of the Institute's Initiatives in aiding

technology implementation in the Banking and

Financial Sector.

The Institute organized a Conference of IT

Chiefs of various Public and Private Sector

Banks on September 05, 2007 to focus on the need for

consol idat ing exis t ing payment systems,

infrastructure creation for remittance facilities

between neighbouring countries, etc. The Institute

also conducted an IT Audit Course for the delegates

from Supreme Audit Institution, Govt of Iraq, on

July 04, 2007.

During the year, the Institute conducted 27 Executive

Development Programmes / Workshops and trained

over 670 participants.

Educational Programmes

SEEKING KNOWLEDGE: Shri. R. Mani, DGM, raises a query during the
Foundation Day celebrations on October 19, 2007



SIMPLIFYING MPLS: Smt. Arundhati Mech, General Manager, RBI; Shri. A. R. Joshi, GM and Faculty; and
Dr. N. P. Dhavale, DGM, IDRBT; clarifying various issues related to implementation of MPLS

during a meeting with bankers at Mumbai

TRAINING BANKERS: A view of the participants of the workshop on Structured
Financial Messaging System held from May 21-23, 2008 at the Institute
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6. Research Publications

D uring the year, the Institute published in various National and International Journals/

Conferences. The research publications of the Institute during the year are as under :

Research Papers in Conferences / Journals

(Accepted /Published/ Presented)

“New Embedding Technique: Semi-fragile

Digital Watermarking for Image Authentication”,

“Multimodal Biometric System”,

“A Novel Iris Recognition System”,

“IRIS Recognition System”,

“The Other Dimensions of Security”,

“A Technological Approach to Financial Inclusion”,

“Towards a Philosophy of Security”,

“SIM - Structured Information Messaging”,

“Multi Objective Portfolio Optimization Models and

its Solution using GeneticAlgorithms”,

“RB-GDM: A Role-Based Grid Delegation Model”,

“Authentication and Dynamic Key Management

Protocol Based on Certified Tokens for MANETs”,

accepted for publication in Third Innovative

Conference on Embedded Systems, Mobile

Communication and Computing (ICEMC2

2008), August 2008, by Raghu Gantasala and

MVNK Prasad

accepted for

publication in International Conference on

Emerging Trends in Engineering and

Technology (ICETET 2008), July 2008, by VC

Subbarayudu and MVNK Prasad

accepted for

publication in International Conference on

Signal-Image Technology & Internet-Based

Systems (SITIS'07), December 2007, by VC

Subbarayudu and MVNK Prasad

Invited Paper

published in proceedings of National Workshop

on Intelligent Data Analytics & Image

Processing (IDAIP 2007), 07-13, October 2007,

by MVNK Prasad

published in the proceedings of CISTM 2007,

Hyderabad, July 16-18, 2007, by Mahil Carr

published in CAB Calling, July September 2007, by

Mahil Carr

published in the

Journal of Information System Security, 4(3), by

Mahil Carr

accepted for publication in the CSI 2007 Annual

Convention, Nov 28-Dec 1, 2007, by V Radha, M.

Shiva Kumar and Kota Pavan Kumar

published in

proceedings of International Conference on

Computational Intelligence and Multimedia

Applications (ICCIMA'07), Sivakasi, Tamilnadu,

453-457, December 13-15, 2007, by Ch. Chiranjeevi

and VN Sastry

published in the International Journal of Computer

Science & Security (IJCSS), 2(1), 61-72, 2008, by G.

Geetha Kumari, Atul Negi and V. N. Sastry
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accepted for publication in the World Wireless

Conference, California, USA, May 14-16, 2008,

by Kavitha Ammayappan, V. N. Sastry and Atul

Negi

accepted for

publication in International Journal of Data

Analysis Techniques & Strategies, (In Press),

2008, by D. Anil Kumar and V. Ravi

accepted for publication in

Journal of Systems and Software, (In Press),

2008, by K. Vinay Kumar, V. Ravi, Mahil Carr

and N. Raj Kiran

accepted for publication

in Applied Soft Computing, (In Press), 2008, by

V. Ravi and C. Pramodh

publ i shed in

International Journal of Computational

Intelligence Research, 3, 4, 363-370, 2007, by C.

Pramodh and V. Ravi

published in Journal

of Systems & Software, 81, 4, 576-583, 2008, by

N. Raj Kiran and V. Ravi

published in Applied Soft

Computing, 8, 1, 305-315, 2008, by V. Ravi, H. K.

Peter Nwee Kok Thai and P. Ravikumar

published in the European Journal of Operational

Research, 180, 1, 1-28, 2007 by P. Ravikumar and

V. Ravi

presented in the National

Conference on Frontiers in Chemical Engineering,

IIT, Guwahati, December 2007 by V. Jain, T. Pandey,

V. Ravi and C. V. S. Murty

presented in the

IEEE International Conference on Computational

Intelligence and Multimedia Applications, Sivakasi,

2007 by V. Ravi, E. R. Srinivas and N. K. Kasabov

presented in the IEEE

International Conference on Computational

Intelligence and Multimedia Applications, Sivakasi,

2007, by N. Raj Kiran and V. Ravi

presented in Indo-US workshop on Advances in

Computational Optimization and Analysis of

Systems, IIT Kanpur, 2007, by N. Arun and V. Ravi

accepted for

publication in Expert Systems with Applications,

2007, by D. K. Chandra, V. Ravi and I. Bose

accepted for publication in

International Journal of Information and Decision

Sciences, 2008, by C. Pramodh, V. Ravi and T.

Nagabhushanam

“Predicting Credit Card Customer Churn in

Banks using Data Mining”,

“Software Cost Estimation using Wavelet

Neural Networks”,

“Threshold Accepting Trained Principal

Component Neural Network and Feature

Subset Selection: Application to Bankruptcy

Prediction in Banks”,

“Modified Great Deluge Algorithm Based Auto

Associative Neural Network for Bankruptcy

Predic t ion in Banks” ,

“Software Reliability Prediction by Soft

Computing Techniques”,

“Soft Computing System for Bank Performance

Prediction”,

“Bankruptcy Prediction in Banks and Firms via

Statistical and Intelligent Techniques: A Review”,

“Application of Differential Evolution for Computer-

aided Molecular Design”,

“Online Evolving Fuzzy Clustering”,

“Software Reliability Prediction using Wavelet

Neural Networks,”

“Solving Assets and Liabilities Management

Problems in Banks via Fuzzy Optimization,”

“Failure Prediction of Dotcom Companies using

Hybrid Intelligent Techniques”,

“Indian Banks' Productivity Ranking via Data

Envelopment Analysis and Fuzzy Multi Attribute

Decision Making Hybrid”,

35

Research Publications
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Books/Book Chapters /Invited Book Chapters

Accepted/Published

“Intramodal Palmprint Authentication”,

“Adoption and Diffusion of Internet Banking”,

“The Social and Human Elements in Information

Security - A Case Study”,

“Advances in Banking Technology and

Management: Impact of ICT and CRM”,

“Software Cost Estimation using Soft

Computing Approaches”,

“Support Vector Machine Based Hybrid

Classifiers and Rule Extraction Thereof:

Application to Bankruptcy Prediction in Banks”,

“Efficient Watermark Retrieval by using Hopfield

Neural Network”,

“Fuzzy Linear Goal Programming Applied to Solve

Assets and Liability Management Problems in

Banks”,

“Introduction to Banking Technology and

Management”,

“A Semi-Online Training Algorithm for Radial Basis

Function Neural Networks: Applications to

Bankruptcy Prediction in Banks”,

“Solving Assets and Liabilities Management

Problems in Banks via Fuzzy Optimization”,

“Optimization Models for Some Important Decision

Making Problems of Banks and Financial

Institutions”,

published in “Signal Processing for Image

Enhancement and Multimedia Processing”,

Eds. Damiani, E.; Dipanda, A.; Yetongnon, K.;

Legrand, L.; Schelkens, P., Springer Publishers

2007, by MVNK Prasad, P. Manoj, D. Sudhir

Kumar and Atul Negi

published in “Advances in Banking Technology

and Management”: Impact of ICT and CRM.,

Ed. Ravi, V. IGI Global, New York, USA, by

Mahil Carr

accepted for

publication in “Social and Human Elements in

Information Security: Emerging Trends and

Countermeasures”, Ed. Sharman R. and Gupta,

M., IGI Global, September 2007 by Mahil Carr

book

published by IGI Global Inc., USA, 2007 by

V. Ravi

accepted for

publication as a Handbook on “Machine

Learning Applications and Trends: Algorithms,

Methods and Techniques”, IGI Global, USA,

2008, by K. Vinay Kumar, V. Ravi and Mahil Carr

accepted for publication as a Handbook on

“Machine Learning Applications and Trends:

Algorithms, Methods and Techniques”, IGI

Global, USA, 2008 by MAH. Farquad, V Ravi and

S Bapi Raju

published in “Soft Computing:

New Research”, edited by Frank Columbus, Nova

Publishers, USA, 2008 by E. V. Gopal, V. Ravi and

M.V N.K. Prasad

published in “Soft Computing: New

Research”, edited by Frank Columbus, Nova

Publishers, USA, 2008 by N. Arun and V. Ravi

published as a chapter in “Advances

in Banking Technology and Management: Impact of

ICT and CRM,” Ed. V. Ravi, IGI Global Inc., USA,

1-15, 2007 by V. Ravi

published as a

chapter in “Advances in Banking Technology and

Management: Impact of ICT and CRM”, Ed. V. Ravi,

IGI Global Inc., USA, 243-260, 2007, by V. Ravi,

P. Ravi Kumar, E. Ravi Srinivas and N. K. Kasabov

published as a chapter in “Computational

Optimization and its Applications”, Eds. K. Deb,

P. Chakraborty, N. G. R. Iyengar and S. K. Gupta,

Universities Press, 175-181, 2007 by N. Arun and

V. Ravi

published in proceedings of the

programme on Advances and Applications in

Optimization Techniques, NIT, Warangal, 1-17, June

7-9, 2008 by V. N. Sastry

Research Publications



IDEAS FORUM: Staff members of IDRBT deliberate on various initiatives of the Institute

BANKING REPORT: Executives from the Banking and Financial Sector participating
in a seminar on XBRL Based Data Reporting on January 09, 2008 at the Institute
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7. The IDRBT Team

DIRECTOR

DR. N. KRISHNA MOHAN

FACULTY

Shri A.R. Joshi,

Dr. V. N. Sastry,

Dr. Vedala Radha,

Shri M.V. Sivakumaran,

Dr. Mahil Carr,

Dr. M.V.N.K. Prasad,

Dr. Vadlamani Ravi,

Smt. Kalpagam Umashankar,

Faculty & General Manager

Associate Professor

Assistant Professor

Assistant Professor

Assistant Professor

Assistant Professor

Assistant Professor

Assistant Professor

Project Engineer

Project Executive

Shri E. Srihari,

Shri Baji Makarand,

INFINET & SERVICES

Shri K. Chandrachoodan

Shri V. Visweswar

Shri R. Mani,

Dr. N.P. Dhavale

Shri L. Giridhar,

Shri E. Ravinder

,

,

,

,

Chief General Manager

Deputy General Manager

Deputy General Manager

Deputy General Manager

Asst. General Manager

Senior Manager

ADMINISTRATION

DGM - Admn. & Accts.

Senior Systems Engineer

AGM, Library & Info. Serv.

AGM, Accounts

Manager, P& P

Asst. Manager, Estate

Personal Secretary

Senior Secretary

Senior Assistant (Accounts)

Senior Secretary

Library Assistant

Shri P. Pramod Kumar

Shri K.V.R. Murthy

,

Shri P. Ratnakumar

Shri Vijay Belurgikar,

Shri S. Rashmi Dev,

Shri S.A. Gafoor

Smt R.S. Sirisha,

Shri K. Srinivas

Shri P. B. Subramanyam

Smt Varsha Shrivastava

Shri Prakash Dhavale

,

,

,

,

,

,

,



: IT chiefs of various banks discuss the emerging technology scenario and
utilizing the latest technologies at the IT Chiefs Conference held at the Institute on September 05, 2007
FUTURE TECHNOLOGIES

Dr. N. Krishna Mohan, Director, IDRBT, explaining the activities of the Institute to
Deputy Governors and Executive Directors of Central Banks of SAARC Countries

MAKING A POINT:
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