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VER the last couple of years, the Institute has been

focusing on connecting with globally reputed

O nstitutions with a view to access and bring in best ideas for the be 1efit of the Indian Banking and Financial

Sector. Apart from offering collabarative training programmes with the University of Ghent, Belgium and
University at Buffalo, USA, the Institute has become a member of guite a few reputed global forums, These
initiatives have also resulted in organizations abroad beginning to seek the expertise of IDRET. A snapshot of the

Institute’s global connect initiatives during the year is as under:

Collaboration with Kenya School of Menetary Studies, Kenya

In 2012, officials of Central Banks of African Countries
visited IDRET, During their visit, the Institute’s Faculty
had made a presentation on Maobile Banking
Initiatives. Subsequently, a delegation of the Central
Bank of Kenya and Kenya 5chool of Monetary Studies
(K5M5), Kenya visited IDRBT on October 08, 2003, The
delegation expressed keen interest to collaborate
with IDRET for setting up of a Mobile Banking
Security Lab at the Kenya School of Monetary Studies,
Kenya.

The Kenya School of Monetary Studies is established
by the Central Bank of Kenya. The Institute has
initiated work towards collaboration with the KSMS
and the first meeting between IDRET and KSMS was
held on April 12, 2014. The collaboration focuses on
three major areas:
+  Setting up of a Mobile Banking Security Lab
atKsMs
* Development of E-Banking Master Plan for
Kenya jointly by IDRET, K5M5 and University
of Portsmouth, UK

+ Conducting joint Research and Academic
Programmes.
Initially, the Institute is focusing on the first two
activities and the third activity would be taken up
thereafter. The Institute has already prepared an
approach paper for setting up of Mobile Banking
security Lab at KSMS and this work is in progress,

Student Exchange with University at Buffala

With a view to expose the students of IDRET to the
best that is being thought and researched on globally,
the Institute has signed an Mol with University at
Buffalo, USA. The collaboration envisages a Student
Exchange Programme wherein ane Ph, 0. scholar and
an M. Tech. student of the Institute pursue a part of
their research at the Center for Unified Biometrics and
Sensors (CUBS), University at Buffalo.

This year Hiran ¥ Math, Ph. . Schalar and G. Ganash
sundar Kumar, M. Tech. student, were selacted for the
Student Exchange Programme.

A team from Kenya School of Monetary Studies at IDRBT on October 08, 2013,
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IDREBTians at University at Buffalo, USA

The duration of the exchange programme was three
months for M. Tech. and four months for Ph. D
students, As part of this programme, these students
were provided an opportunity to participate in
research projects and interact with academicians,
scientists and graduate students.

The research work was carried out under the
guidance of Prof. Wenu Govindaraju, SUNY
Distinguished Professor and Director, CUBS; and Prof
Shambhu Upadhaya, Director, CEISARE.

During the programme, both the students also visited
"Secure Systems Laboratory” at Stony Brook
University and attended a symposium on “Critical
Issues in C17 at George Mason University, USA in May
2014, where they presented their research work,

Memberships

The previous ane year has been an enriching leaming
experience for the Institute being associated with
BITS, BIAM, IS4CA and Open Group.

BITS

The Gopalakrishna Committee of RBI recommended
setting up of a body similar to BITS, USA that assists
banks in technology implementation. IDRBT joined
BITS as a member in order to understand how and
what can be done to upgrade banking technology in
India. BITS addresses US financial industry technology
and public policy issues. This has participation of
Industry bodies, Regulators and Top 100 financial
companies by market capitalization. Indian Banking
Technology Consortium (IBTC) is formed on the lines
of BITS.

Benefits

+ Understanding and collaborating with
industry leaders

*  Sharing emerging trends and best practices
with Indian banks in a proactive way

+  {anstart playing advocacy role in regulations
impacting banks.

In the last year, frauds related to mortgages, tax
refunds and card payments has been the focus of
BITS. The risks related to Mobile Remote Capture are
being discussed and there is a plan to publish an
acceptable risk management framework for cheque
image capture using mabile phones, This framework
could help Indian Banks planning to implement
chegueimage capture using mohbile phones.
IDRBT is also benefitted with first hand information of
the recent security incidents that hit U5 banking
industry, It has also helped us in establishing Indian
Banks-Center for Analysis of Threats and Risks (1B-
CART), the Indian version of F5-1SAC,

Information Systems Audit and Control
Association (ISACA)

This association has helped in improving security
awareness among Indian Banks, This has also helpad
in implermentation of COBIT 5.0 framework in Indian
Banks. The various controls in COBIT 5.0 are mapped
to the control measures recommended by the
Gopalakrishna Committes, for easy implementation,
Further, IDRBT, IIBF and 1SACA are developing a new
certification programme on Information Security for
Indian Banks.

Banking Industry Architecture Network (BIAM)

The BIAN's focus has been to promote
interaperability standards for warious business
domains (Retail, Corporate, Lending, etc} in a bank.
IDRBT has contributed towards BIAN 3.0 Service
Landscape on FX and Cash Remittance modules.
Further, IDRBT and BIAN are working towards
conducting an international conference on
Interoperability Standards for banks at IDRET.
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Open Group

IDRET is a member of The Open Group that works to
establish open, vendor-neutral IT standards. The key
focus areas are Enterprise Architecture (TOGAF),
Cloud Computing, Security, Service Oriented
Architecture, Open Operating Systems, etc.

Benefits

*+ Have access to industry standards and
developments and get insight into upcoming
trends

*  MNetworking with world class peers, experts
and industry leaders

*+ |Influence outcomes that benefits

organizations
Cloud Security Alliance

IDRBT has signed a Memorandum of Understanding
(Mol with the Cloud Security Alliance (CSA) in 2014,
The Mol envisages IDRBET working with the C54 in
working groups related to Cloud Security and
Interoperability Standards. \We also plan to conduct
conferences and webinars together on Cloud
Security.

Yisit of Students of University of Victoria,

Canada

On April 15, 2014, a delegation of 19 students from
the University of Victoria, Canada, visited IDRET as a
part of their study to identify business points in
emerging markets like India. The delegation led by
Dr. Wade Danis, Associate Professor, International
Business, included students with specalization in
multiple areas like International Business, Retail
Management, Strategy, Business Management, [T,
Languages, Architecture, Finance, etc.

The delegation interacted with the Research Scholars,
Research Associates and M. Tech. students and

focused on understanding the feasibility of various
onling payment models like Mobile Wallets, Digital
Currency, etc, and also visited the Mobile Banking
Security Lab to get a direct view of the working
process of mabile payment modes,
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| HE Reserve Bank of India's Working Group on Information Security, Electronic Banking, Technology Risk
Management and Cyber Frauds states that "there is a need for a system of information sharing akin to the
Unctions perrarmead Dy Financial seraces Information Sharing Agency (Fa-lasl] in the Us™ and recommencec
f 1 d by F |5 Inf 5l g Ag y (F5-15AL) | J5° ded

that IDRET setup a lJ(::::,.' ke tha FS-1SAC in LISA that can enable ﬂr':-rul'.r_]-::f security events amongst banks

Simultansously, the Mational Security Council
Secretariat also wanted such centres to be set up in
various critical sectors. As banks were well ahead in
implementing information security, and IDRET has
already set up a C150 Forum for banks, the task of
setting up a centre for information sharing was
entrusted to IDRET.

Accordingly, Indian Banks - Centre for Analysis of
Risks and Threats {IB-CART) was set up by IDRET this
year. This is a first for the country, and has become a
madel for other critical sectors. The objectives of the
|IB-CART are;

* [Dissemninate and foster sharing of relevant
and actionable threat information among
members to ensure the continued public
confidence in the banking sector. Members
are encouraged to share information to help
protect the financial services sector and make
it more resilient to cyber attacks and IT risks.
|B-CART will share and disseminate
information associated with physical and
cyber events (incidents/threats/vulnerabilities)
and resolutions or solutions associated with
the bank's critical infrastructures and
technologies

*  Lltilize the sectors’ resources (people, process,
and technology) to aid the entire sectar with
situational awarensss and advance warming
of new physical and cyber security events and
challenges

+ |nfrastructure that enables anonymity and
security while capturing and disseminating
information

*  Conduct research and intelligence gathering
to alert the members of evolving or existing
events

+  Support the development of content that is

posted to the |B-CART database, advice on
mitigation steps or best practices to members

Shri G. Padmanabhan, Executive Director, RBI
speaking during the launch of 1B-CART.

*  Cross-sector information exchange is also
envisaged.

IDRBT has developed a portal accessed only through
the INFIMET for banks to anonymaously report security
and fraud incidents, so that other banks can take
proactive steps before the threat/attack hits them. In
six. months, more than 250 incidents have been
reported.

An advisory council with participation from public
and private sector banks and Computer Emergency
Respanse Team-India (CERT-In) has been formed to
drive the participation and effective governance.

A plan for next one year has been formulated; and the
global threat intelligence from warious third party
organizations would be evaluated. This initiative is
actively supported by CERT-In.

fora,
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I HE Institute's CI130 Forum has grown and expanded since its inception in 2010, The forum provides a
platform for CIS0s to discuss the Information Security concerns in the Banking and Financial Sector and

provide collaborative solutions.

This year, the Institute organized two meetings of the
CIS0 Forum on January 30-31, 2014 and on June 27,
2014,

During the meeting of the forum held in January
2014, C150s of all the banks came together to share
and discuss the concerns over Information Security
and strested on the need to raise awareness on
urgent issues related to Information Security. The
forum included sessions on Security Information
Sharing, Insider Threat and Digital Forensics, Building
Threat Intelligence and Guiding Banks on Security
Incidents; Demonstrations of Information Security
Incident Tracker and Technology Risk Assessment
Maodel (TRAM): and an interaction with AP Cyber
Police focusing on dangers of phishing, lack of
security, lack of awareness and latest trends in cyber
crimes.

A group discussion was also held on Sacurity Metrics
Initiative, which was categorized into Enterprise
Metrics, Data Metrics, Application Metrics and
Flatform Metrics. This CI50 meet came up with

various new initiatives such as Mobile Device
Management, Secunty Incident Tracker — UAT and
Governance Maodel, Digital Forensics Framework, ete.
The second CI50 Forum meeting during the year was
held on June 27, 2014, wherein the topics of
deliberation included Cyber Security and Information
Security, various security products, DDOS Attacks and
affective remediation, etc.

A group discussion was held where CISOs were
divided into four groups to understand emerging
risks/vulnerabilities/frauds and issues arising out of
the four different delivery channels viz, ATM, Internet
Banking, Mobile Banking and Branch Banking. As
part of this exercise, the CI50s shared the information
on trends and security of these delivery channels.

Chief Information Security Officers of banks during the CIS0 Forum meet on June 27, 2014,

forod
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IDRET FOUNDATION DAY LECTURE SERIES

Banking Technology & 5Societies

On August 27, 2013, Dr. A, B ). Abdul Kalam,
Former President of India, delivered the IDRBT
Foundation Day Lecture on "Banking Technology &
Societies”.

Or. Y.V, Reddy, Former Governor, Reserve Bank of
India, CMDs of a few banks, senior bankers and
academicians were present on this special occasion.
Delivering the Foundation Day Lecture, Dr. Kalam
shared his vision for an emerging India by 2020 and
here are the key points:

Reaching the Unreached

Broadband technologies and banking
technologies coupled with ICT implementation
has to provide secured and easy banking services to
the rural citizens at lesser interest rates. Rural
banking should become a partmer in the rural
innovation ecosystem. When banks become
partners with the Small Scale Industrial
entrepreneurs, SME entrepreneurs and Self-Help-
Group entrepreneurs, economic growth will be on
a higher trajectory and local products will meet
the global demand with aid from technology
infusion.

Cyber Warfare

Future warfare will be a knowledge warfare
through cyber warfare. Regular electronic
intelligence collection and manual intelligence
gathering has to be strengthened, The most
important aspect should be to strengthen our cyber
warfare technologies with the capability to
penetrate any kind of network which operates the
acversaries’ strategic command

Profile of India

Dr. Kalam wisualizes the following distinctive
profile of India by 2020:
+ A Nation where the rural and urban divide
has reduced to a thin line
* A Mation where there is equitable
distribution and adequate access to energy
and quality water

Dr. A P. J. Abdul Kalam, Former President of India,
sharing his Vision at IDRBT

« A Mation where agriculture, industry and
service sector work togethear in symphony

* A Nation where education with value system
is not denied to any meritorious candidate
because of societal or economic
discrimination

* A Mation which is the best destination for
the most talented scholars, scientists and
investors

* A MNation where the best of healthcare is
available toall

# A Mation where governance is responsiva,
transparent and corruption-free

* A Nation where powverty is totally
eradicated, illiteracy removed and crimes
against women and children are absent and
none in the society feels alienated

* A Mation that is prosperous, healthy, secure,
peaceful, happy and continues on a
sustainable growth path

* A Mation that is one of the best places to live
in and is proud of its leadership,
Integrated Action for Developed India
And here are the five areas where India has the
core competence for integrated action:

loraT
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+  Agriculture and Food Processing
+  Reliable and Quality Electric Power, Surface
Transport and Infrastructure

*  Education and Healthcare

*  |nformation and Communication Technology

*  Self-Reliance in Critical Technologies.
Development of infrastructure for bringing rural
prasperity can be achieved through Provision of
Urban Amenities in Rural Areas (PURA). Creation of
three connectivities namely physical, electronic and
knowledge leading to economic connectivity is the
key. Particularly, when banks are planning to reach
the unreached, PURA is a vehicle that can bring
sustainable rural development.
The need of the hour is the evelution of
sustainable systems which act as "enablers” and
bring inclusive growth and integrated development
tothe nation. The banking system of the nation has an
impartant role to develop key technologies needed
for funding and creating local core competence and
promote entrepreneurs at the rural and town levels,
Mew Millennium Financial System
To realize the desired inclusive social development,
people have to be skill-enabled and knowledge-
enabled and it is essential to elevate them with
competitiveness by creating a level playing field
through an inclusive development ecosystem.
In the given scenario, what is the role of Banking
Technology? Banking Technology can empower
banking services with a mobile telephane, a Personal
Digital Assistant and the capacity to mobilize rural
savings and rural insurance. This combined with
promation of Savings and Life Insurance will bring
social security to the door step of the villagers, This
will be vital to double the GDF of the nation in the
mext five years.

Dr. Kalam concluded by stressing the need to
nurture creative leaders who can coach, mentor,
delegate and facilitate self-respect. For a wibrant
inclusive financa sector, tha important thrust needs to
be on generation of a number of creative leaders who
will pioneer the promotion of financial inclusion both
in rural and wurban areas with imaginative use of
technology and innovation,

Dr. Kalam also interacted with the Research
Scholars and students on the occasion.

Innovation's Holy Grail: More from
Less for More

On December 19, 2013, Dr. Raghunath A, Mashelkar,
Mational Research Professor, Chancellor, AcSIR;
President, Global Research Alliance & CSIR
Bhatnagar Fellow, delivered the Foundation Day
Lecture on "Innovation's Holy Grail: More from Less
for More™ as part of the Institute's Foundation Day
Lecture Series,

Dr. Mashelkar stressed on the importance of
innavation in the progress of mankind and the need
for making innovation “inclusive” that benefits the
bottom of the pyramid. The key takeaways are as
under:

Paradigm of Exclusive Innovation

Exclusive Innovation is where you spend maore
money, create more expensive products for less and
leszs people. On the other hand, industrial
enterprises strive for more performance at less cost
for more profit.

Inclusive Innovation - Bringing Excellence and
Affordability Together

Inclusive innovation is about including all those
who are excluded, whose income level is less than
%2 a day and such population being 2.6 billion
{people below poverty line) and provide them with
products and services that deliver ‘More performance

13 | ANNUAL REPORT 2013-14
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from Less resource for More people' (MLM). Termed
as ‘Affordable Excellence’, wherein less resources
mean affordable and more performance leads to
excallence, This is in contradiction to the belief that
‘anything affordable isn't excellent and anything
excellent cannot be affordable’. Scarcity of rescurces
on one hand and aspiration for guality on the other
hand when combined spurts innovation,

True inclusion of 26 billion people will not just
demand low cost but “ultra low cost, not minor
redesigning but radical rethinking and creative
reinventing”. But the challenge is in bringing
equilibrium of price and performance.

Affordable Excellence

It is therefore not about stripping products and
services cheaper somehow, it is about giving high
guality at affordable prices. Innovation is not
confined to technology but innovation should be
end-to-end, i.e, innovation should be affordable
and reach the end customer. When it is about
affordable excellence of either a product or service,
excellence must be the front end and affordability at
the back end. To achieve affordable innovation, a
combination of these factors is a must; (a) Technology
Innovation, (k) Business Model Innovation, (<)
Workflow Innovation, (d) Organizational [nnovation,
(2} Research Process Innowvation, (f) Systemn Delivery
Innowvation and (g) Policy Innovation.

Inclusive Innevation — Achievable?

There are examples of organizations that proved
that delivering more from less is a viable business
madel - Shantha Biotech, Aravind Eye Hospitals,
Marayana Hrudayalaya and Jaipur Foot.

Inclusive Innevation Leadership

The New Millennium Indian Technology Leadership
Initiative [MMITLI}) was established with the
objective of making India a leader in technology. It
catalyzes innovation-centric scientific and
technological development. But, change in the
mindset to move from incremental to disruptive
innovation is a big challenge.

For instance, the goal of frontier innovation that is
undertaken by the universities is improving
productivity and economic growth but the goal of

From

Technologically sophisticated,
performance-rich products with
rary features

To

Functional but high guality
products

Remove leatunes to reduce costs

Resinvent the praduction ground up

Presuum prce - High manging

Affardable price — High volumes

Technology push, Produwct-out
approsch

Customer-centric, Market-based
appraach

Cunrert markets — Qld marey

Mew markeds = Mesw marsy

inclusive innowvation is a noble one - changing the
ives of people by enhancing their purchasing
power and bringing in social harmony. Educational
institutions should undergo a conceptual change
from frontier innovation to inclusive innovation in
their system,

Indian Inclusive Innovation Movement
Inclusive Innovation can be achieved by:
*  Change in the mindset of the policy makers,
business leaders, 5Tl community and citizens
+  Conducive government policies to support
inclusive innovation
* Require leaders with a difference = having
innovation, compassion and passion
+ Conducive public policy — incentivize public
and private sector to undertake R&D to lead
inclusive innavation.
Through inclusive innovation, ane can create products
that benefit people and in order to do that, one requires
leadership and strategic shiftin terms of thinking.

Strategic Shifts for Inclusive Innovation Business
Inclusive Innovation Leaders have to be different:
*  Setambitious goals and stretch targets
*  Allow teams to invent the means and reach
out to the masses beyond the obwious
industry practices
*  Invent next practices not just best practices
* Force project teams to be entrepreneurial
and strategy as a stage - what is my man on
the moon project?
+  Combine innovation, passion and compassion
*  Access equality despite income inequality

loraT
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*  Social equity with business competitiveness
*+  Doingwell by doing good.

“The combination of affordable excellence is very
important because affordahbility brings equity and
excellence brings competitiveness, That is the new
paradigm. And | am proud as an Indian that India is
showing the way to the rest of the world on
affordable excellence”

CONFERENCE OF GM (IT)/CIOs OF BANKS

With a view to provide an ideal platform for the IT
Chiefs of warious banks to deliberate on
technology-related concerns in the banking and
financial sector and chart out a roadmap for
leveraging the latest in IT for better future of Indian
banking, IDRET organized the Conference of
ClOs/GM ({ITs) on March 10-11, 2014, Around 50 1T
heads from both public and private sector banks
participated in the two-day conference.

Im his inaugural address, Shri MY Tanksale, CEQ, 1BA,
spoke about how technology implementation
enables banking reach the grassroots level. Shri
Tanksale focused the attention of the bankers on
issues pertaining to Mobile Banking, IT-Business
Alignment, Business Intelligence and  Analytics,
Financial Inclusion, ete,

Delivering the keynote address on “Efficient Systems
and Proficient Banks", Shri G. Padmanabhan,
Executive Director, Reserve Bank of India, highlighted
issues relevant in the present day context for CI0s of
banks. He opined that the future of banking in India
would be primarily driven by critical elements like
human capital and technology and urged banks to
recrient their strategies in terms of HR, innovative
capabilities, standardizing data quality, providing
relevant information on information and analytics,
mobile banking as a delivery channel, achieving
financial inclusion and maost importantly information
security against cyber attacks.

Dr. Gulshan Rai, Director General, CERT-In spoke on
Current Cyber Threats. Expressing concern over the
increasing number of cyber attacks, he cautionad
about the emerging cyber warfare and cyber

Shri M. V. Tanksale, CEQ, Indian Banks' Association,
focuses on key IT challengas in the banking sector.

aspionage that has brought cyberspace under siege.
Later, Shri Padmanabhan and Dr Gulshan Rai
launched the new “Information Security Incident
Tracker”.

The talk on Cyher Security — Mational Security
Perspective by Brig. A, Ghaosh, Director, Mational
Security Council Secretariat (NSCS), highlighted the
criticality of safeguarding various sectors especially
banking from cyber frauds.

The conference deliberated on a variety of issues
such as Challenges for C10s, Digital Currency, Green
IT, e-KYC and EMV Migration, HR 2.0 "Technologies
for HR Life Cycle Management”, Building Human
Capital, Analytics: The Road Ahead.

5™ INTERNATIONAL WORKSHOP ON
QUANTITATIVE FINANCE

The 5" International Workshop on Quantitative
Finance (IWOQF) was jointly arganized by the IDRET,
indira Gandhi Institute of Development Ressarch
{IGIDR), T Kanpur, Lally School of Management,
Rensselaer Polytechnic Institute, USA and Symbiosis
International University (5IU) at 51U, Pune during
December 21-24, 2013,

The workshap had an aptimum blend of theory and
practical insights, which provided the participants
hands-on experience on different Quantitative and
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Mathematical modelling technigues like Statistical
Estimation, Optimization, Time Series Analysis and
Stochastic Caleulus,

Spread over four days, the topics covered included
Capital Asset Pricing Medel, APT Derivative Pricing,
Mutual Funds, Risk Management and |nvestment
Performance Measures and Valuation.

The warkshop was facilitated by distinguished
resource persons from the callaborating institutions,
academia and industry with an expertise in the
domain of Financial Economics, Financial
Engineering and Management, Statistics and
Financial Mathematics, The resource persons
included Prof. W M. Sastry, IDRBT; Prof. Subrata Sarkar,
IGIDR; Prof. Raghu M. Sengupta, IIT Kanpur Prof
Puneet Prakash, IIT Kanpur; Prof. Aparna Gupta, RPI
(UsA); Prof. Ravi Kulkarni, SIU; Prof Rajas Parchure,
Gokhale Institute of Politics & Economics; Joel
Fannikot and Puneet Saxena, Bloomberg.

The workshop had 27 participants and was very well-
received. According to the participants, the workshop
not only provided them with a unique opportunity to
enhance their problem solving capabilities in
different areas of Quantitative Finance, but alsa
helped improve their job skills through the
stimulating interactions with academia and industry.

Shri K. Subramanyam, ED, Union Bank of India,
speaking during the Third Bank Executive Programme.

SECOND AND THIRD EANK EXECUTIYE
PROGRAMMES FOR SENIOR EXECUTIVES

The Indian Banking Sector is in a new phase of
growth. Emerging challenges and opportunities in
the banking business have forced the banks to
identify various strategies to transform and adapt
quickly to the new realities. An important strategy to
facilitate this transformation is empowerment of the
middle and senior management with the skill-sets
necessary for handling modern banking challenges
and opportunities

Keeping this in view, the Institute has designed the
Bank Executive Programmes (BEPF) jointly with NIBM
and [IBF. This programme aims at equipping Senior
Bank Executives, with appropriate skill-sets to
succeed in the emerging competitive global market
place,

The 2™ BEP was held on Decamber 09-14, 2013 at
Indian Institute of Banking & Finance (IBF), Mumbai
and the 3" BEP was held at IDRET from April 21-26,
2014,

The bank executives who participated delved into
how current banking challenges could be convertad
inta  profitable opportunities with the help of
technology, risk management and proactive
leadership.

The six-day programme each, handled by
experienced academicians, domain experts in
Banking and Financial Sector and IT, coverad various
topics such as HR Issues, Talent Management, IT &
Business: Strategic Alignment, IT Governance, Funds
and Investment Management, Credit Risk
Management, Data Quality, CRM & Analytics, Social
Media and Cloud Computing, IT Governance,
Delivery Channel Management, Outsourcing and
Vendor Management, Branding and Image Building
and Customer Value Proposition.

loraT
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THE Vision of the Institute is "To be the premier and preferred Research and Development Institution on
Financial 3ector Technology and its Management, working at the intersection of Banking and Technology

for the Indian Banking.”

The Research Team of the Institute has been consistently working towards realizing this vision and the details of
the major research work carried out during the year are presented in this chapter, categorized based on the Focal

Areas of Research of the Institute which are as under:

#®  Financial Metwaorks and Applications

*  Electronic Payments and Settlement Systems

= Sacurity Technologies for the Financial Sector

*  Financial Information Systems and Business Intelligence.

FIMAMCIAL NETWORKS AND APPLICATIONS
Dr. M. Raghu Kisore, Assistant Professor

Protection against Buffer Owverflow Attacks
through Runtime Memory Layout Randomization

To date, a lot of comprehensive technigues have been
proposed by researchers to defend against security
attacks. In spite of the best efforts, a vast majority of
security vulnerahilities continue to be discovered and
exploited. These protection techniques suffer from
one or more of the following problems:

# High runtime overheads (often exceeding

100%,)

Incompatibility with legacy C and C++ code
Mot sufficiently fine grained randomization
of data and code segments

* Inability to perform randomization at
runtime.

Moreover, these existing technigues are susceptible
to information leakage and brute-force attacks, To
avoid or reduce effect of these drawbacks, we
presented a Function Frame Runtime Randomization
[FFRR) technique that provides software security
through diversity. Software diversity based
techniques are better equipped to defend against
large scale cyber attacks by significantly reducing the
rate of attack propagation. Their effectiveness is
determined by the number of variants of the program
binary that can be generated in real time.

We have implemented FFRR as an additional feature in
GCC that can be activated uwsing command line
argurment at compile time and hence can be easily

applied to a number of legacy Linux programs. FFRR is
able to generate variants of binary, in turn generated
from a single variant of the souwrce pragram, at runtime.

Cur evaluation results demonstrate that FFRR is able
to achieve randomization at runtime with no
significant performance overhead either in terms of
Mmooy oF time.

Propagation of Computer Virus in Metwork
Environment

The abjective of the wark is to build a mathematical
model to measure the financial losses due to a
security attack on a computer network. A digitalized
economy depends on internet for all of its services.
One of these services is maintaining digital currency
and transfer of the same between a creditor and
debtor (payments). This invalves building of secure
payment protocols based on strong mathematical
proofs, But in reality, the success of such a system is
limited by trust of the end user — that is, the end
system is only as successful as the security of the
softwara realization of the cryptographic protocols.

The propagation of fake currency in a physical society
is largely restricted by logistics and hence the impact
on the overall economy is limited. But in case of
financial services like delivery and management of
digital currency, infusion of fake currency into the
network can compromise the security of the system.
Further, it is well understood that in spite of the best
efforts to secure a piece of software, there is a non-
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zero probability of a security breach. The impact of a
security breach is further magnified in a digital world
due to the higher level of interconnections between
systems.

Hence, the spread of fake currency in the event of a
security or cyber attack grows exponentially, This
wiork delivers a stochastic madel that can be used to
mieasure the number of nodes that will be attacked in
the eventof a cyber attack.

Dr. Rajarshi Pal, Assistant Professor

Enterprise Architecture for Banks

Enterprise Architecture refers to a logical architecture
of business processes and IT infrastructure reflecting
the integration and standardization requirements of
an organization, With the revolution of technological
advancement and technalogy-driven change in the
mindset of people, banks are facing demanding
guestions related to utilization of SMAC, BYOD, omni-
channel, etc.

Az a result, banks are passing through a phenomenal
transformation in terms of their way of doing the
business as well as in their IT landscapes. Therefore, a
need is felt to manage the architecture of the banks in
acoherentway, i.e, aligning itwith their strategy.

ELECTROMNIC PAYMENTS AND SETTLEMENT
SYSTEMS

Dr. V. M. Sastry, Professor

Secure 5MS5 Banking using Elliptic Curve
Cryptography

SM35 is a convenient and widely used communication
channel available even on low-end mobile phones, So
for mass adoption, SM5-based Mobile Banking is
ideal. Since critical information of payment
instruction such as password or m-pin traversing as
plain text of normal SM35 is nsky, its adoptability is
restricted to low value transactions. If the data of
payment instruction is encrypted through an
application in the mobile phone and sent through
ShAS, then it is safer since the transaction details are
not exposed even if others have access to the mabile
phone. Addressing security issues is important for the
success of Sk 5-based mobile banking.

We have proposed a security framework and a model
to address security of 5M5 Banking using Elliptic
Curve Cryptography (ECC), It provides secure end -to-
end SMS communication betwsen customer and
bank or 5M5 gateway through the mobile
application. Survey of ECC schemes and selection of
an optimal elliptic curve to generate encrypted SMS
efficiently in a single 5M5 is presentad. This novel
approach has been tested by conducting pilot with
barnks.

Secure MFC-based Payment Models using Elliptic
Curve Cryptography

Mear Field Communication {MFC) is a short range
wireless communication technology wseful for
e-payments and mobile payments. It enables devices
equipped with MNFC chip to exchange digital
informaticn in a contactless mode within a range of
10 centimetres,

The research focus 15 to develop secure, cost-efficient
and easy ta use NFC-enabled payment models, which
can be used by the cammon man or by an wnskilful
person easily. We have proposed various MNFC-
enahled payment models useful in different scenarios
such as:

*  Secure and Cost-effective Payment (SACEP)
Model using MFC Tag and Elliptic Curve
Cryptegraphy (ECC). Since MFC-enabled
mobile phones are costly and given that the
present phones are mosthy non-MFC enahbled,
SACEP model can be used by customers

+ Bank-Less Fund Transfer (BALFUR) Model
using MFC-enabled UID Card: It iz useful for
pecple who do not have a bank account but
want to transfer funds using MFC-enabled
AADHAR card

*  Secure and Cost-effective Mobile Payment
Model using MFC Micre 5D Card and ECC:
People who have Mon-MFC mobile phone but
have a memary card slot are given NFC micro
S0 card to do MFC-enabled transactions
using their phone

+ Secure NFC-based Payment Model for P2P
and P2M Payments: It & a secure way 1o do
Person to Person (P2P} or Merchant (P2M)
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